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Offset A/ B
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=x Node chart should\de trea’ '




e N\
\& MLE" r‘\:ord
A: Pes\\
- 'g)-matk Attribute 0x10_(Rexent)

_ ;,an ute \\ 0x30 (Residdnt)

\a Attn 6’- ) ~ \\ 0x80 (Residen)\
Dat\Mttribute £ (Non-Resiot)
Index ot Attr é’ \ (Resident) \\
Index Aliydation :\{1,\ (Non-Resident) \

Index “INDX, Recor\J’Q \
| Index Node Bishkdow @‘amp\&

Fat 12/16 Boot Nétor /

: Fat 32 iBoot Seclor'\\\ \
Nmrt File Name DITEK&Y Ent
L\\J File Name Directo\ﬁntr

‘Nlnc!c WS Hive Y\acations on Windows '\
Registry
"—f

L= INDEX.DANFile Locations on Wintows 7
Explorer 8
N AW
Ranging: 0%, 63

Ascll | Ranging: 64 to\\R7 N
Chart  ¥'Ranging: 128 to 18\ / 2 \
Ranging: 192 to 255\ é’? \

6

IACIS Electronic Evidency \Geizure Triage Flowcyart 2




N | B \§

DXV, Aes | MNP Instructions A\

0x0\} | OXM ID (ASCHI) eg. ‘NT\&_’

OxOB : ByteN\wer sector \\
0x0D fecto?x\er cluster \
AN /

OXOE by A\

0x10 | 16 Lz er oN)
0x11 17 5 ,/g JuA!'rectm\entries

./IZ-‘_-‘:erve\k{\iz;tcrs \\
0yt e J N\e allocation tables
A\N

§ 0x13 |19 > N ciors \\

A\
ANN

A\ _O0x15 s | Meaia_#Z)ri to&
2 byt&s 5 s ¥le allzdation table
sk \\

A\N

W8 2 bytes\\Sectc /@r
N %umbe. Of LB

G‘,«\l\ 2 bytes

A\N

0x TN\

0x24 4 bytes Unus‘n\\

21

24

26 A\N

28 | 4 bytes l—\.'\&ien srﬂy \\—\\_
CxEC\\ \32 4 bytes ToN&ectcr é_ W\ N\

% a N\

N

0x28 8 bytes | Total S¥:}rs onéﬁ_ e \\

0x30 | 48\\8bytes | LCN' for N $MFT’

AN\
A\
\

£p ext&ﬁ{
0x38 | 56 \b\ytes LCN' for thk‘s\MFTr?r-_r{%ing e%ﬂ

P

0x40 | 64 wtes | Clusters Perw Re

0x41 | 65 | 3P\\s | Unused /
0x44 | 68 | 1byiwd\ | Clusters Per IndeX Ruffer

0x45 69 | 3 bytek\f\ Unused \_
0x48 | 72 | 8bytes ) Volume Serial Numbex

X

0x50 80 | 4 bytes N\Jsed \\

Logical Cluster Number
2 If the signed value (=) is positive tEgr\t represents the clusters pe
of the file record in bytes is 2 raised\o\the absolute value of x

-

Mote:  Greyed text denotes fields that are unudgy by NTFS
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Description

Y )
N
\'laster File Table (MK

hN\Mirror —backup ofk\4 MFT Records

| s &
\Logr

Volu n. recwery informatior?

Nume

/Jg‘} ekrm

ation

Qwrial Number & Versid)

&1 fle.\\all supported aﬂnbm%

RDWAW o&\ volume

AN

$Bitmap

\

\{'\ bit @ﬁaﬂon \e

$Boot

A 4
W receg?

B

llocated and unalh:&&ed clusters

\$BadCIus

Ny

H
\

9 w&ecure SecuMescnp /all file: \I volume \\
10 $L.\ase Table of\krcass ?rs usa for conversion \\
11 | $Extend Directory forWot $ @ ;\Rand $UpCase
12-15 \\ RESERVED \\
16-23 ‘ UNUSED \\
Any | $Objld \\'ﬂrage location for U\\e 0] f
Any | $Quota Sto \e location for disk S}Q\e qu‘é'"& tion
Any | $Reparse Stora}\&cahon for reparsek t info! ;?_ \
Any | $UsnJrnl NTFS Uﬁ&e Sequence Numbe \SN) /)

\




ield Name and Definition

Ny
Signature [\\49 4C 45] ie. “FILE”

Offset to Fixup\yrray [O1]

Number of entn\Nn the Fixup array [L1]

Update Sequence\\\lm ber (USN)

\ b
N’ncremental sequenc&\ount
\\k count \\

#s. | OfNt to start of the attrib\iss [02]

2 byl Flagh\\

Ly 00+ Ox18 \\

0x1C | 28\\4 byt¥%G

\
4 blisAS: “xgical\dize of the SMFT recoNNL3]
2 —Lﬁ_'

Asical _\3 of the SMFT recor&\

0x20 32 ytes P ren\\tothe base record

0x28 | 40 | 2)\tes a ilablé\3tribute identifier \
\ 0x2A | 42 and\Mtributes \
NW2C | 44

[O1]+ | 00 0

2bias | Fo up s
4 byteq MF%cord\.\qm ber (NTFS 3.1+) \\|
ray

N

[O2]+ Dx>

(L]~ 2 \\Fixup ffay ~ )\ \\

[L3] -
[02]

1 Of bits ranging from 0 to 15
two bytes in the fixup array.

\ &t O set denotes "sllocated”
Mote:  The last two bytes of each sdgNr i "




\me \cation Min Size | Max Size
:f/
$:%D_WRMAT|ON Res‘u\ t 0x30 0x48
\$AT|§‘§:C LIS‘I\ Non-Re\&nt - -
0x30 | RXILE._ @7 \ Resident \ Oxdd | Ox242
0x40 Resident \\- 0x100
0x50 Non-Resident -\\ -
\\ 0x60 $vo|_umk\&p.my X \'\\\esident DXDK\ 0x100
WDLUME—WRM"“‘ R oxoc  \\ 0xoC

$DATA

AN

2
nngwNDEX_ROOT \\ '@

0xAQ

0xBO

\ |DEX_ALLOCATION\
$B

AP

0xC0

$ REPA&&E_P OINT

0x4000

0xDO

$EA_I NFWATI ON

OxEQ

3EA

0x08

0x10000
\

O0xFO

$ PROPERTY_S}\\

0x100

$ LOGGED_UTILITY\\'R EAM

Non-ResN§n

v3.1 and can be used as a guide. Ho\vyer. all values are variable 2
properties should be read directly from Yot\$AttrDef (Attribute Definitio)

= i r” e
W, therefure%
VKle of theSrar o1




Z |

Offsi
_artB \ | Length ield Name and Definition
D
Y
SN
4

bytes | Attribute Tyy

Ndytes | Length of attriy\te

1b)\s | Resident / Non-R\sident Flag '

A 5 byté\\ Length of stream \%e in characters [L1]
)} f Q\Jtes\\Oﬁsa to the stream \\me [O1]

ok N A\

#ovgs | ANtbute identifier

. .

_,F N

) 4 475 A\ -engii \of attribute content |\

; 2b} <" :\
7 Z

1 Nama\Unicode Character
e oA )
L,a. d Time

Last 7#6di7Ad DaiX\and Time

\ SMF M /Zdif )y Datd\Nnd Time
\\151 A&Ale a.\Time
ANs v/ N\

Ma\#\um rL'-'_.,_ f_versi&\
G X ¢ﬁ\

Owner ID\\

Security ID \\ 6
Quota Charge\\ ¢
Update Sequen&(\Num by




Length of al'lr\\te

Resident / Non-\\mdent Flag '

Length of stream \&@e in characters [L1]

hytes \\Offset to the stream\\me [O1]

‘ ‘ﬁ\%gs

44

Wb ute identifier
r(aé engt of attribute content |

2 by’ sett\\tnbute content [o’\\

\2 bytd6

pdlng
L1] '1 Namig "Unlcode Characters
6 _1.. s | HA d nixkber of the parent dir

Pesor
2 byl\\ Seqéum b&\\f the parent dir
8 bytes\ \ Creai ﬁ‘-) nd Niwe

\\

N

[O2]+ 0x28

8 bytes

8 bytes \\asl MEif, “Ate an\\lme
8 bytes $\P\"T Mo e anb\\me
8 bytes Lak cces& 7 N

I\ 8 bytes

\\4 bytes | Flags

"'\'\

0x3C 60

\\yles Reparse valk(&‘

0x40 64 1\Ne Filenamelengﬁ\1 chat

0x41 | 65 [ 1bye\

Filename nam es\&e

0x42 | 66 | [L3]*A\

\ Filename

Of bits ranging from 0 to 7, bit O set to 1 dencyad non-resident.
Bits 1 through 7 are currently unused.




Tield Name and Definition

Attribute TyRy

Length of attri\\te

Resident / Non-.\\sident Flag '

Length of stream h\?}{le in characters [L1]
\Offset to the stream \\me [O1]

Nags AN

‘Woute identifier

K (@fset t\tribute content [62\\\
\\2 byteSs | # \\

ﬁding \\
U 2" ' Nam\a\Unicode Characters)




0x00+

Offsyw

Tield Name and Definition

W
Attribute Tyl

Length of am}.‘\Ne

Resident / Non-\\sident Flag '

Length of stream \)me in characters [L1]

\Offset to the stream \me [O1]

Reos A\

A\r\'Qute identifier \\

A\StartiN\VCN of the runlist \\

A\

\2 byte

-
8 ¥iss
B b w‘ding\\lﬂ of the runlist

Royte

t to t\\runlist [02]

) A\N
N\

AN

! f" 7 stio\\ni 2 \
N\ N\

Al éj\ze of\\= content in bytes \\

8 byte\ | Actu ﬁ)‘the c\iMent in bytes A
8 bytes \ \qitializd size

8 bytes

[L1]*2

(L

(é;the\&tent in bytes \
\Bmpres -ef';_-:jafthrkﬁntent in bytes I

1
2

Jeyotes non-resident. Bits 1 4

Cf bits ranging from 0 to 7, bit O set to \

A value other than zero denotes compress\r\s present.

7

[ Attribute Header

h i
D Present only in\s{ream
n Non-Resident Headey '-_l Aftribute Body

A\ N\ ¢



Tield Name and Definition

N

Length of att

Resident / Non-R\sident Flag '

Length of stream \&@e in characters [L1]

T
"l Dy ytes\\Offset to the stream \ame [01]
B2 N\

ANtshute identifier

L engthy\of attribute content [INN

; Wset t\\ttribute content [02\\

A\N

€5 %ding \\
' Nam\a\ Unicode Characters))
(e
NN 172 gfejtributy Ntored in the index

| Cou?’ié(zerting \N

\Size or@&de}( ?\\er in bytes

\E_ﬁze ot‘:a_z?‘)};x recN in clusters

N7, \

Index\Node [03]

Relai\\e Oﬁ%
A

[O2]+ 0x04 \\ 4 bytes Index.Ne Iemﬁ‘ \\
0x10+ | 0x08 [ & 4 bytes Indeth\f&allocL_twth A\
-\ Flags \}\ é !_ \\

1 Of bits ranging from 0 to 7.
kit 0 setto 1 denotes non-resident.
Bits 1 through 7 are currently unused.

N

B
n Aifibute Header idex NL
D Resigent Header n In¥exx Node Eo‘
NN AN




ield Name and Definition

Attribute Tyn®

Length of attri\\te

Resident / Non-R\sident Flag '

Length of stream \Bme in characters [L1]

N\Offset to the stream \Wyme [O1]

\\2 byte‘

‘&ytes !

.
S5
O Startin
8 by > /2)ding \\N of the runlist

4\&3 s

ﬁet to th\runlist [02]
@'gssio\\nit 2

=)\
8 by\=\ A size of\\e content in bytes

40 e
48 | 8 byte)\ jthe c\\tent in bytes
56 | 8bytes | < the c\tent in bytes
64 | 8 bytes

[L1]*2

1
2

A wvalue other than zero denotes compress

Of bits ranging from 0 to 7. bit O set to 1 &g\gtes non-resident. Bits 1
INTNS presert.

[ Attribute Header
n Mon-Resident He

t\%’ are: % .
D Present only it\seam ‘fs
adeN] Attribute Body

A\ A\N



Tield Name and Definition

Y
Signatureb.\\él-E 44 58] ie. “INDX"

Offset to Fixup\yray [O1]

Number ofentran the Fixup array [L1]

NN

Update Sequen ce\Nm ber (USN)
N

\WCN Index Anocatic;u\\ |
AN\

RNative offset to the |n\&\mode [02]

b AN




; A » offs
Dﬁs% art B\_ Length Figld Name and Definition
b

$SMFT refeR Nce number
Index entry le\yth [O1]
Index data Ieng&\Lﬂ

Flags '

\ndex Entry Data >
{8 Filename Aftribute

: Y reference number
2¢,¢! Index\dtry length [02]
.@19}( Nt length [L2]
N (P
[ s
L) i

A\

This Node example contains 3 index entries. A Noye may contain zemn
or mare index entries.

"

1 Cf bits ranging from O to 15 bit 0 set denotes the NxN\gtence of a child
node and bit 1 set denotes this as the last entry in tha\pode:

2 If a child node exists, this region will also contain the o\ node identifier.




\N

AN
Name and Definition

\NP Instructions

A\

x | OXN ID (ASCII) eg. “MSW\N4.1”

Byted\\er sector
_ﬁacto@\\er cluster
v

o E__erveﬁ\ectors

ar ofN\allocation tables

'ector)\é{ltries

rs \\

cal SgEy
Node

2 bytes\ <%

Zotor \\
» allocyon table
A\N

hNNber o;‘

Hidey sect&=7”

A\N
A\N

Total\‘}qtors /

Bios anmm /}‘

Reserved \_ A [

Volume serial n\l\.qber

Extended bok Jignat /’0_
~ 2

Volume label (ASKN)

\File system type (A.\_\\

)

N




AN

\§
2 \NP Instructions \__
ea | OXM ID (ASCII) eg. “MSWM4.1
@ AByt;&\er sector N\
by -'actor§\\er cluster \\
OXOE | 14\\2 bytc %{,m)ewewors N\
0x10 | 16 [\\bytes é_@;r_of N\ allocation tables  \\,
\ 0x11 | 17 | 2otes |G Jectory\datries
L 0x13 | 19 | 2b)ds | 1S sefyrs \\
\\ms 21 | 1bytde\ Me;\ﬁ @yotor \\
| X16 22 | 2 by‘tes\\Secto. 5 f_{rl;_ » allockiion table
DN\ 24 | 2 bytes \Sactors >y Eg \\
0x1AN. 26 | 2bytes | N\inber oid {@. A\
0x1C \\28 | 4 bytes | Hid\ey sect=
0x20 | \Q | 4bytes | Total \xtors “—2/

tio”xb

\ A\ —
4 bytes | Sectors pNiNfile allc

0x28 | 40 |\Obytes | Extended fldg _//'

Ox2A | 42 | 2%\es | FAT version \ 0, N\
0x2C 44 | 4 bRﬁ{; Root directory s‘{\wng cm@w&ber \
0x30 | 48 | 2bytex\| File system informX\on sec A
0x32 50 | 2 bytes\ Backup boot sedor‘\\dor noeibeg

52

12 bytes

eserved
AN AR
Bids\Drive Number

N
1 bytes A A \\
0x41 | 65 | 1bytes | Resdped \ Y /“_
0x42 66 | 1bytes Extenck\boot signature \ C;
0x43 67 | 4 bytes | Volume %.‘al number \_ / _
0x47 | 71 [ 11 bytes [ Volume lab\NASCII) \_ 45‘_
0x52 | 82 | 8bytes | File system typk (ASCII) \) ,0

P

BIOS Parameter Block&RB) n FAT32 E\\lsion
LAY LAY

oi%PB




2 S —"\ ————r a—
\ %\\\ B

Nx
\D\X\L) U W Wolder name(ASCN
DXDAS & Fllk\ler extension (ASC\\
0x0B \ % eﬁo\aﬂnbutes (See blt&gnments below)
0x0C 12\\ ﬂe@ ed\\Wlndows NT \\
7

0x0D 13 Wes Tim \Dlhs of seconds) \\
\\DXDE 14 Y Crea'ﬁ_ \ \\
\ND 16 \\\Creatééf \\
Dx\x 18 | 2 bytes \\ Acc 6 \\
Oox1 4\ 20 | 2bytes St& g clugs er nl.\\er (high word) \\

0x16 &\ 2 bytes Modlf“nTlm \\
0x18 24\¥by1es Modufcat“:ate (}7\\ \\\
106} (low Wrd)

0x1A 26 XNBS Starting clush. cluste '
0x1C | 28 4bx§ File size \\ % \\
AA

File/Folder Attributes \l Date Breakdon\Q\ F eBr

Bit Description Bit Descrlptlo\\ A eskviption

0 Read Only Xl Day \'\ @n S 2
Hidden 52\ | Month \\5-10 ﬁ

System 9-15 \\\Year (+1980) N\-15 ‘%5 \
‘\

Volume Label
Directory
Archive

Field,Name and Definition

Sate

|| W M=




! Ofivie;

e

Fie\l\ame and Definition

o

X
N
0x01

\
W Signature

(See biN&ignm ents below)

LFN\XT‘ characters Dthrw 4 (Unicode)

0x0B

15
.

0x0C
\ 0x0D
\ 0xOE 14 \
\
\-m 26 2byteA\Unusn {
N\
Dx\& 28 | 4 bytes \&text

LF%ram?;s 5through 10 (UnicN 2)

AN
ode)\\

A\

\N

\NI Signature

Bit \\Description
0-5 Sequ&\e Number
6 Denotes\ast LFN entry
7 Denotes detted LFN

%—;1\ough 12 (Unic







£
LY

Each highlighted folder coNa\as an |r&_m file.
b

\ he entire structure above ijrf\oeated for r":h user
hofile on the system.
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