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AN
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D\
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; (%_ Nongth |
f'-

5
ueld Name and Definition
N\ ZSBR LW \ﬁ

0 440 aes | Boot code
Disk signature © \\,

0x1 BL\\ \Undocumented, usu\N zero
0X1BE _ Srtition entry 1 A\
OX1CE =y | PA\ition entry 2 N\
0x1DE A Paniion entry 3

Ox1EE
Ox1FE

A\
N\

0x00

0x08\ 8

h.Y
0x0C | \\12




m MBR Partition Types

amﬂk\l’ypes by OS

MBR Partition Types by Code

il

- Y \\scrlptlon }\ﬂex Description
¥ty \\ OXNO | Empty
\0X05 T EA& hed pakion OxOQ\ FAT12, CHS
N\OWOF éoamtm BA 0x04 \NAT16, <=32MB, CHS
oxSE | EF @ar \\ 0x05 | EXvnded partition
Py 0x0\\ FAT1\£/ 0x06 | FANY, <=2GB, CHS
£5 Toxoa\Sets ﬁ CH&\\ 0x07 [ NTFSXWxFAT
0x06 [ FAX/S, -:- \ 0x0B | FAT32, &\S
0x07 NTN\exF 0x0C | FAT32, LBX\
0X0B FAT3\\HS WOxOE[ FAT16, LBA \\|
0x0C | FAT32, D34 ‘ |[\Wx0F | Extended partiti\ LBA
O0XOE [ FAT18, LBA\ ) |[ 0N [ Hidten FAT12, CHRN
N0x11 | Hidden FAT12\0HS I L 0x1\\Hicklen FAT16, <=320Q\ CHS
X 4 [ Hidden FAT16, <\x32MB. 527 116 | NNden FAT16, <=2GB, \NS
0N (}B Hid\ FAT32,CHS  \\{
o1

Hiddlen FAT16, <=2GR, CHS
0x1B\\fidden FAT32, CHS

0x1C

‘Nigen FAT32, LBA )

0x1E

HioWd FAT16, LBA  \\ |

HiddeN\SAT32, LBA AN

K \?{/}wden NAT16, LBA
0N TisaMinh\

A 0x81 | LinuXiynix A\ ox8 =77 Zrwap \Solaris x86
- [0x82]Linux S\do 7 Solarisx88  \\x83 | {ux 2yt2-4 \\|ser-fs xiafs)
0x83 [ Linux (ExX, Reiserfs, xiafs) || 08 [ M %
7| oxA8 [ Mac 05X \\| 0xA\ Mac #Z by \\
U0 [oxaB]Mac 0SXbool\\ OXEE\5FI pa.h‘é}
0 OXFB VMWarefiIesyst\\ 0xFB | Woyware y N\ |
: OxFC | Vhare swap OxFC VM\\re SW |

AN

)

+
*




‘m UID Partition Table (GPT)
—C~

eangth Wield Name and Definition

Signature [*EFI RART] (ASCII)

Version \\

PT header length \\

G
%w header CRC32 ci\dgksum
R\\erved (zeroed) \\

6?' GP'\\eader LBA sector ofix\t
éackt&@}# header LEA se&' offset
b |%serve\\BA sector count \\
¢./’¢_ e LBX \sector count \\

| #%SZ;E\NL\R sector offset \\

e e\
\ Rartitice it A RC 3NN ecksum
Uniqu;\\::ﬂior. @ \\\

Partition\b_\'\ sectz st

0x28 40 Partition LBX\sector _w‘ A\
0x30 48 Attribute flags\\ /
0x38 56 Partition name \\\[ICOLY 9

Mate:  The first sector (LBA 0) is resenN\0\and contains a legacy A
Master Boot Resord (MBR). AtNib > as
1 Globally Unique Identifiers (GUIDs) a\gN 6 byte (128 bit) B\\ -’f A .
wvalues typically displayed as 32 hexadeial characters \ P
and enclosed in curly braces as follows:

{ PO O OO0 OO O -POO0O0ORINN)




W

\\ GPT Partition Types

\\ GPT Partition T)\\es by 0§

A\ GUID

OOOOOOOO\N}OO—OOOO—OOOO—OOOOOOOOOOOO

&E‘gscrk&m
UnS o ey \\
A

0Z4DEE41- B\N—_LJ_DB—QDEQ—OOOBCT 81F35F

C1287328 -Eel\\unz—sm E-0OAOC S 3ECS 3B

A

21686148 -644 9—\"-\L\6E—744E—65 ESE4454645

il

M [ chek\
%sl\sys*r&tion \\\\
ENWRS bod ‘értit‘?

E3C%EZL S—OBSC—qu —217D-F32DF002 L5AE

EEDCACAZ-BSES-44 3\ 1C0-6BEEET2655CT

NNOBCEAR-TESF-42 EO-\N)Z-ELE304 34CFE3

LDM data\owritior

Micxagot re ‘ﬁ‘lr‘titio\\
Basid\data pal 4)‘ A\
LOM mi¢hdata | “eﬁ)l

m\q\sop,o—lqﬂ—qﬁ 62-BCNN\- 331171446500

p)
Windows re\dvery e.é /

y DESINAI-06D1-4D40-a1 6A\NFDS 017 9D68C

IBM GPFS paXiNon

Linux file system\&ata

A\ 15E FAN-EFTD-4E 565 1C3-2\\AEC55B174
'é"’@lomm OB 9ES—44 33-87C0-6EERNT 269 9CT

RAID partition  \\|

A5 50F -\ \rC-403B-R006-T4 SFOCN4 SL1E

"\Swap partition

AN\

£7E) 6D-AANN-43C4-84E5-0933C8 NN F4F

\ XM partition A\ %:FSO?\\‘ICQ—AQ 3c-238F283DNE
RA\Served N\ | 8085007 -8 0—c436-0838082309\\
| HFS\Wvartition N\ 4846 Cmmy0- 1IN NRALL-003065 45ECAC\\

Apple\ISS partition

N

ZFS paritihn

\\s4 65 3@}1@\%11—00 30654 3ECHT
I

NNSECC WL e 2 -9 \N\G-0800207 36631

P

Apple RAIR Nartition

Apple RAID paxtition, offline

Apple boot parithin

528\ 944 ‘&W’ -aa1\\00306543ECAC
524 1\,\4 -5 Eq%@u—\\so B543ECAT

Apple label \\

4 25565\1\0000- -M&l—o?&\sm 3ECEC
40616265\¥00—1+A;\ P I 3&\4 3ECAC

Apple TV recovery\?.{tition

Apple core storage p&won

5265636F~1\NG— LLA éﬂll-)ﬁ:‘o 306 N\NECAS

53746E‘72—61&- 11 pm -t o CROES AN AT

2,




Fiery"Name and Definition

N
‘\N/IP instructions \\

QEM ID eg. ['NTFS  "]NASCII)
A

' Bﬁ&\ner sector \\

= S 128
\ S N
Eytv' Sectodwoer cluster A\

2, 1lloca\\1 table (FAT) count N 2

0x10 | 16 \\ 1 bytf
0x11 | 17 [\\Nbytes

2 l‘ﬁ _.5&3rv&1\5&30t0r count \\

> ."rectc\\antries \
A\tes éﬂcf‘cr cANt

\0}&15 21 | 1b)ty

d

NNT6 | 22 [ 2N

ON8 | 24 [ 2bytes ¥

0 :<\\ 26 2 bytes \L

e ptok\
'Ie‘.'@?_ tabl&\&AT} sector count \\
) ,é lﬁ- I
N\

0x1C ‘\ 28 4 bytes | HiN\Oen seligl cof

0x20 ]\\\\4 4 bytes

0x24 | NN| 4 bytes

NN
Unusek\

0x28 | 40N\ 8 bytes | Total secthi\count

: N\
B

0x30 | 48 |\Rbytes | LCN" for th\WFT'sr_;}ﬂexten\\

0x38 | 56 | N\wtes | LCN for the NETMiri ,‘@gexte\\

0x40 | 64 | 1bu\s | Clusters per SMN\\recors—-7
0x41 | 65 | 3 byt\\| Unused

0x44 | 68 | 1bytes\\Clusters per index biher

0x45 69 3 bytes \\used \\

0x48 | 72 | 8bytes | VNN\me serial number \\|

80 | 4bytes | UnONN

Logical Cluster Number

Greyed text denotes fields that are unused b)\INJFS

N\



3N

~\

Description

| Noster file table (MFT) \\

MF .'\airror —backup offirki MFT records

y \'\$Log‘:ﬁ:

folum %covery inform ation\\

Vighme irdrmation
@eli s\eNal number & version

NeigAic) file ﬁ\\ll supported attributkz\

$Bitmap \l\ A bit ¥

Rc&;ﬁ%ry of1.\volume \\

2 =7 qation &IIocated and unallo&.‘\ed clusters

$Booat

W recd Ui volu\\

AN

Lis\kbad !

$Secure

\ | sBadclus
E\N

SecuN\:l escri

AN
A\

@n th&\lum e
r@r Il ﬁk@n volume
Table of\ é

vercasgch

i ersxid for conversion

Directory f&@oo{,

$SRNE and $UpCase

)

12-15 A\ | RESERVED \\ 9 A\
16-23 A\ | unuseD A\ % A\
Any | $Objid Y\Storage location fo\\iqu e 04 ,%for e\ file
Any | $Quota \%rage location for digg\pace AUz
Any | $Reparse Skhge location for repar-ﬁ&:oint'
Any | $Usndrnl NTF§\\Qdate sequence nun.& (USX)




ok : Offsid |
Ny art B\\ | Length ield Name and Definition
- o |
A Y

NN
Signature [\\49 4C 45] “FILE” (ASCII)
Fixup array cﬁ‘{\ei [01]
Fixup array entN*\;ount [L1]
Update sequence\Nmber (USN)
N

\Nncremental sequen\&\:ou nt
\\k count \\

ANNbute starting offset [N\
Flagt\

Lo
LY

) A\
ox00+ |_0X18 2 (P:g};-_MFT\\:ord logical size [L3W\
0x1C WL rexivd physical size  \\|

< -
ﬂ_: referet \= to the base record\\

0x28 | 40 %Iabn\\mrib ute identifier \\\

0x2A | 42 P cJdes an\\attributes

A\
SN &ucord\&nber (NTFS 3.1+) \\,
[01]+ |[\OX00 | 0 [ [L11°R) Fixud=Zgy 3. \\

[02]+ Oxby

1 Of bits ranging from 0 to 18

(=]
x
]
M
n
S

Note:
two bytes in the fixup array.




Content

Type Attrit\ite Name \ocation Min Size | Max Size
4 D_WRMATION Resmﬁ'lt 0x30 0x48
& LI S\\ Non-Re.\.\\ent - -
0x30 -—LE_P@ Resident 0x44 0x242
0x40 $C\§€CT:/ Resident \\ 0x100
0x50 $SEC\ TY Non-Resident -

$VOLUM\'\]AME

N\
%snﬂent

$VOLUME_NI' RMF

e

$DATA

=

ith n&\

0x9 \|\$INDEX_RODT \ -iderN\ - -\\

\ N
OXAQ \\DEX_ALLOCATION\ I@isid%\v - - \\
0xBO $BI\&\'\P \_ h@-R; jnt \\ - \\
0xC0o $REPA&E_POINT \L Non+ 4|l:|E"t -\\ 0x4000
0xD0O $EA_INFRNATION 'esid;r-:' 0x08
OXE0 | SEA \\ Eh\\ 7 - \0}(10000
0xFO $PROPERTY_S\\ Either\\
0x100 $LOGGED_UTILITWREM

MNate:




Attribute type

Attribute lengdth\

Resident / non-\Sxident flag '

Stream name unkNe charlength [L1]

‘\Stream name offset\\{\m 1

\ags A\N

2
AtNbute identifier
. 0\
. \
aAttribyie content length [LYY

wtent offset  [021\\
_ \\

\\'.asl a:én:gﬁ'im esﬁ\p

[02]+

\h&ﬂ&n um /@ fver\s\\.'{.\'l\s

Bits 1 thmugh 7 are currently unused.

4 bytes Ver&% numne”
0x2C | \IN | 4 bytes | Class O\ ﬂ‘ A\
0x30 | 4\ 4 bytes | Owner IN\ % N
0x34 | 52 \\d Security ID\\ 0
0x38 | 56 | \d\bytes | Quota chargdq\ - _5 ;
0x40 | 64 \Q\. Update sequeﬁ\;\numb .r_;Jf:...; \




Offsi
Length

\\\1 bytes

AN
Attribute type

Tield Name and Definition

N O LI NG I
N

\Nytes Attribute len gN\

1)\Wes | Resident / non-\axident flag '

RN

Stream name unir.\\ie charlength [L1]

\Stream name offset\\O'l ]

2 .éj@rib ul\\content offset  [02]\!

A\

[02]+ | 0x28 \\40 | 8 bytes

2 \IZhyL"-| ZAding \\

‘| nam&\(UNICODE)
r A N S
2270 JrectoNASMFT record numbet

W0 | 16 | 8bytes\

\\.asl m

'\Oxos '&E@iory\&quence number \\
%(08 8 | 8bytex\ Crex io&.ystam\\ A\
0 difie:

\

0x20\\ 32 | 8bytes | Law\acce

OXXN| 24 | 8hbytes | NNFT m\ﬁjﬁa\\oﬂ

y ‘lamm\

Inde.\\ql‘llocatf-f'_._r o

0x30 | M& | 8bytes

Index \.&Jal ler

0x38 | 5&\\ 4bytes | Flags \\

\

0x3C | 60 \\d4 bytes | Reparse vade

0x40 | 64 | \\bytes | Filename uniddye ch&=<Z¢fh 5[ L3]

Ox41 65 ‘I\ ‘es | Filename namé\\ace

0x42 | 66 | [L3NX| Filename

Of bits ranging from 0to 7, bit 0 set to 1 Aghptes non-resident.
Bits 1 through ¥ are currently unused.

N\
N
\\\ | N




Tield Name and Definition

AN
Attribute type

Attribute lenght\

Resident / non-\%@ident flag '

Stream name unidgNe char length [L1]
‘\Stream name oﬁset\\m ]

\ags \\
q) | \Wibute identifier
=< ——R——————\\\
# _Attri Je content length  [LR3
g '__}éiribum\ontent offset [02]\\\
1 Aing \\ A\
K ,?: nam&\(UNICODE) \
S
\

1 Of bits ranging N\g¥ 0 to 7. bit 0 set to 1 denoi\s ﬁun-resw& 2 }
Bits 1 through 7 a\a\urrently unused. n \Attribute Header




h Offsi
Offst art B

Tield Name and Definition

Attribute type

Attribute lenght\

Resident / non-N\ident flag '

Stream name unikNe charlength [L1]

\\Stream name oﬁsel\\'ﬁﬂ ]

éZes Al
—___

Nags

ibute identifier

! o
mlm starting VCN \
8€A8 aunlist\\ding VCN A\

ist oiiget [02] A\

0x22 | 34 [\\2 bytes]

L

36 | \d\bytes|

40 | 8\es

@Sss i&%u\{it B

nten\Mlocated length

48 | 8bye\

Attri'gie<zatent ax\al length

56 | 8 byteN

[L1]*2

\Anribu*ﬁr? t initi\zed length
64 8 bytes \Nribut?z"‘-é/a_"bcom
S -

/"U

&
1!

2 A wvalue other than zero denotes compNgiNiion is present.

1 Of bits ranging from 0 to 7. bit 0 sei\o\1 denotes non-resident. BN\ thruug@'ﬂy unoey.

[ Attribute Header

n Non-Resident Head

25\
\\E \\c@’s_

Attribute Body

AN N



l

ield Name and Definition

Attribute tyly

Attribute lengih\

Resident / non&._sid ent flag '

Stream name un};\n. de char length [L1]

A\, Stream name offse\\m ]

N¥lags

A\
X

Alibute identifier

4 h%)) AttrilNe content length [N

-

~

4 Mitribuddcontent offset  [021\\

AN

4

s
4 byths'

h}\e-_|_"f_ ding\\
L] *ﬂﬁ,:.-ﬂm naivy, (UNICODE)
\— 9_ —
\.’ es ¢ A mtype \
\

i‘-la:" Z Aorting\\le

1 bytes\

Inde@iﬁi engh'\\
\Index rﬁr}l- ister \ay gth

3 bytes

[02]+
0x10+

4 bytes

\I
ydding, A\ \
offset

IndeX\Node legg”, 231 \\

Ind&y¢ "°d‘@%¢_\\;03]—

VZ

Index hNe a"f--%‘h \\\
@7 N |

INNeX rocnoys

Of bits ranging from 0 to 7. bit 0 set to 1 ddgNes non-resident. Bits 1 thriizh 7 are

eakdu.@
—%1

enty

UYsed.

n AitNbute Header
D Resigent Header

n\wm\

In¥gy Node Ewd
\e “)"

AN AN



Index AIIocanAO (Non-Resident)

ield Name and Definition

AN
Attribute tya

Attribute lengi\

Resident / non\&ident flag '

Stream name uni&@e char length [L1]

=5 ‘\1bute identifier
_\
Rum starhng VCN
p“

dlng VCN
list oNdet [02]

\ Stream name offsef\{\O‘l ]
..:ressm. unit

\lags \\
#2204 \

RN
8 byl

A'{' ._ova nter \Iocated length
Attnr«é\tent AQ\al length

48

56 8 bytes \Aﬂnbur cor2Z4nt initidlized length

64 8 bytes Hnbul‘-cr €4 .com X ssed length
0] [L1]*2

1 Of bits ranging from 0 to 7. bit 0 set

te\I\denotes non-resident. Bits Y1 ruugh
2 A walue other than zero denotes compredgi\n is present.

Aﬂrlbute Header
n Non-Resident Header

D Present only if \{xeam ed

Attribute Body

A\N




s

Offs

_| Length

ield Name and Definition

A
Signature N\, 4E 44 58] “INDX" (ASCII)

OxXONY,

\ox08

Fixup array 3\‘7\91 [01]

Fixup array eni\\count [L1]

Update sequen c&\umber (USN)

0x00+ |\,“|0 | _F/(A hy{g\s&\lndex allocation VC;&\
LAY \ ¢ 7 | .y

N % R

| _.Nex node relative ostR\ [02]

00\ 4

— b.

0x08

0x0C

) ags\\

NN

In¥&x node length [L2]\\
, IndeX \wode allocation Iengﬂ\\
- Y

0x00

MNote:

b Y
p

f-“rd Rehder
ode\t\eader
'.n (3 ) WO




ndex Node Bdown ($I30 example)
J » Offsy

d Name and Definition

AN
SMFT referii\ce number

Index entry le\\th [01]

Index data lengiq\ [L1]

[Ind&0entry length [02] \\

N\
I reference number

N\

dex \fa length [L2]
1

& {7 =
o o
e
A2 N
NN

s

D\

0
N

\
ie. {¥ ﬁbod)_\
$MFT‘e‘erence y, :b# \
5\

TN\ 2 bytes

Index data\dngth

Index ér\&len gth, _9

Flags ' \\

. This Node example contains 3 indeyg %

contain zero or mome index entries.

Of bits ranging from 0 to 15. bit 0 set d\a\tes the existerce of
(N last entry in the

a child node and bit 1 set denotes this as
node.

If a child node exists, this region will also cortji\the child

node identifier.




% Boot Record (VBR)
\m?%"f"&\\ N\“ame and Definition

N0 [ YA _Aoytes VWP instructions  \\|
Ox\\ 51 A8 ptes | OQM ID eg. ['MSWIN4. NASCII)

o
0x0B\\ 11| ¥,

| Bylé(&er sector \\
0x0D | \\(3

_M ‘ecloh‘\\er cluster
OX0E| N\l 2 Qﬁf&rv&' \ector count
ox10] 16\ Miffic

. (‘f llocallon table (FAT) count X\
0x11 17 2 bytes :é_ﬁﬁedoﬂ'\ wntries \\

\| 0x13] 19 R\tes .@l’_‘dgr codtt A\
\\ 0x15] 21 N Mediaﬁg’ptor\\ N\
\\Qxi16| 22 ‘Fileg'%é.) able\\NAT) sector count  \\
s 24 ;

0NN | 26| 2bytes 7=
OX‘IL‘\ 28 4 bytes HiN\n sec.r(_'cy*A \\

0x20 [\\32| 4 bytes TotaN&ior cr\g) AN\
0x24] R%| 1 bytes|Bios drid\oumbe

0x25| 3NN\ 1 bytes |Reserved \\ % \\\ \\!
0x26 | 38 |\\1 bytes | Extended bc\\signa‘i‘r‘-/"

0x27| 39 \4\;3.1&5 Volume serial\N'lber
0x2B| 43[ 11\es | Volume label (ASC\I)

0x36| 54| 8byg\|File system type (AQRI) /
\—272




e W

t Record (VBR)

\;‘%

FietyName and Definition

2K

o’

\WP instructions A\

ox

W=t

v
[4

ORW ID eg. ['MSWIN4. K\NASCII)
A SN

0x0B\\ 11

hytes
TNES
o

Bﬂé{&er sector \\

_‘4 Le%
Y 2 \
_d

2,

:

0x0D | \\(3 vied Rector\ er cluster AN\
Ox0E| N\l 2 *‘ﬁ served \ector count A\
0x10| 16\ 1 by {Lﬁ? llocai\ﬁtable (FAT) count e\\2
0x11] 17 \\2 bytes ﬁefj&edoh\ wntries A\

N\[_0x13] 19| Riytes | Y@l Aetor colvX

NN OxT5] 21| 1)s Mediaﬁg’ptor\\

N\Ox16| 22| 2 byh\ File ¥ %ﬁ) able\(NAT) sector count

W18 24| 2bytes\Nector? ‘,_(l)!_ N\
0)\\ 2 bytes R‘{mber o \\
0x18 4 bytes | Hi anec.r(cy)\ A\
0x20 [\\32 Ja O\

40\, 2 bytes | Extended fi\\s

4 bytes | Total\\\ctor cog#
N \_‘/k\
2 4 bytes | File allockiion tak peci_ou._ount
23—\

42

\ X bytes | FAT version \\, @ AN\

A\

0x2C| 44| X\vies | Root directory s\xting crtexZipset
0x30| 48 Zbgm\s File system inforrk%ﬂon se%_
0x32 50 2 hyﬁq\Backup boot sector\. _%ctor 4

A\

272 NN

52

12 bytes

Reserved %
N . N
1 bytes & drive number w \
0x41| 65| 1 bytes| Reshived AN &
0x42| 66| 1bytes|Extended boot signature  \\|
0x43| 67| 4 bytes | Volume exial number A\
0x47| 71| 11 bytes [ Volume ladé\ (ASCII) A\
0x52| 82] 8 bytes|File system thde (ASCII) A\
N ALY

2=

N\
BIOS Parameter Block(\t_{ ) n FAT32

E}(k'l S
AN\

ion of WPB
‘\




m ame Directory Entries

Fielx®\Name and Definition

2wsion (ASCIN)
Fil\Yolder attributes (See\Satry Attributes” table below)

0X0C _Reseed for Windows NT \\\

0x0D ' ‘{eatic}{ﬁme (10ths of seconk\

OX0E | 14 ggation {\\estamp (DOSTIME \NOSDATE) *
0x12 | 18 s,

ﬁé cesda\ date (no time) (DONDATE)
@ clustéd\cluster offset (high wad)
MeficzAn timi\Namp (DOSTIME + DUSDATE) *

;_ Sta .f(&er‘ cN&{er offset (low word)\\

N, signa

0X0N D > “LFR\N ;-
0x01 \ 1 LFRN, cr.;qmr&@ 4 (UNICODE)  \\

File/fOger attr® éze “ERY\ Attributes” table bel\W)
Reservéﬂ\orWi. 6‘3 \\ \
‘ksury

Short file Nae chelfksurAalue \\ N

LFN text, chicters ¥ihyZZ=5 10 (WNICODE)
Unused \\ @

LFN text, charachas 11 thy 2 (UNIKXODE)

1 Cf the 11 bytes. 8 bytes\ang reserved for the file nameN\iN] 3 bytes w =xtensiy
2 Cf the 4 bytes, 2 bytes are\dgerved for the time and 2 by\e\ for the reakdm'r. below.
3 The starting cluster value is ”~)

Entry Attributek\ P N
‘\k\it Description \\'I
\\ Read Only
LFN Signature ‘I\\Hidden
Bit Description 2 Ndwstem
0-5 | Sequence number 3 | V\iyme label
6 | Last LFN entry 4 | DiréQory 21-2\| Mo
7 | Deleted LFN 5 | Arching\ 25-31\\ear (+1%30)

ALY NN

calculated by combining the
high and low words.




Fielx®\Name and Definition

N
‘WP instructions

A\

ORW ID eg. ['EXFAT "NASCII)

ch (BPB)

8 e\

. ."Ia&&r - BIOS Param
7

4 bytes

WAT sec¥

X bytes | &der - KXNT32 Expansion of BR® I
+ N —
Volue!
A\N
A\

fsesyr offs\w\(from MBR)
8 byte\\/olum -Wount\\
r o

FN\S ect o@

(from\"8R)
A\

4 bytes
4 bytes | Clus\ex bitm & offsel\om VBR)
0x5C 4 bytes | Cluste\Ntmap X et Gffset \\
0Xx60 4 bytes | Root dirégdory cluftz~Zmsyt (fro\VBR)
0x64 L\ 4 bytes | Volume seNa{ numb ,r(a_ \\
0x68 | 104 [ \\2 bytes | exFAT versioy\VV.m: / A\
Ox6A| 106 \\\des VVolume flags 1\\ /-\ \\
Ox6C| 108 1 \&s Bytes per sec{or‘\\a po“*;n?%“_ \\
Ox6D| 109 1 M\Q\Sedors per clusterN\a pox._ero_ﬁ \\
Ox6E| 110 1 bytes\\Nlle allocation table (FY) coulft %ﬁ
Ox6F | 111] 1 bytes | Dxi\e select, used by INK\3, typi @n
0x70| 112 1 bytes Da}q\lrea usage percentz@g& Oxff S=givizlable
0x71| 113] 7 bytes | Rese\d ) 2
0x78 | 120 | 390 bytes | Boot coNd, A\ f N\
OX1FE[ 510 2 bytes | Signature\[s5 AA] A\ /

Of bits ranging from 0 to 15, bit O's value i

indicates a d

ity volume. Bit 2 set indicates ma\a¥ failure. Bits 4 through 7 aNg \urrently

n&&he active FAT (0 = first) *GDF.J‘J. g

2

P

BIOS Parameter Block\§§8) n FAT32 BEXywnsion m‘iPB
AN

ALY



Nl.kﬁer of 32 byte record\\ the entry

es

Chec\um

2I.II' ’

Vile attiBytes 2

N\ 2 byt _7e_erveu \ AN\
I\t bytes (L2 232d tim\\tamp (DOSTIME + DOSDATE) *

Nytes

' )é):ess ti\\estamp (DOSTIME +\)QSDATE) *

20 | 1byd\

4 s Wed tildstamp (DOSTIME + N\SDATE) °*
o ¥V

21 | 1 bytes\\Last @it

22 | 1bytes |\Oxeatecti

0ms \alue \
A\

\\ 23 | 1bytes

AN\24 | 1bytes

ﬁ1e valdd\
L&;\m ody’ @{.on ek ue

(=]

A\
Las\&cess.. qne v\\e \\
\

VA 7 bytes | Reserxad
N\ Data Stream Red\y
0x00 \\1 bytes | Record typa\OxCO

\\bytes

Secondary finds *

‘_y&nk\ !‘ed) \

N

0x02 ‘?\Nes Reserved \\
0x03 1b)e% | Name length  \

2 byte\\, Name hash

2 bytes \'\Resewed

o
=
o
A
|| slw|k|=

8 bytes | N\id data length

[=]
>

-y
(=]
—

4 bytes | Reirved

o
=
4
S
]
(=1

4 bytes | Stari\ cluster offset

o
3
4
oo
)
=

8 bytes | Length\3i{ile

1 Of bits ranging 0 to 7, bit 7 indicates the |

2 exFAT attributes are identical to FAT attribui\s\with the exception of bit 3.

3 exFAT dates and times are identical to FAT dadgM\and times. 2 bytes for time\fi\Jowed b

date. See FAT dates and times.
4 Of bits ranging from 0 through 7, bit 0 set

woiyrd is allocated.

to 1 indickths "allocation possible”.



Se\\nd ary flags

ile Name (UNICODE)
7 )R N
gieyord tyohe (0x83, 0x03 if no valyne label is set)

<57 1abel \NNICODE)

69 WN\unicode character Ie\.\h (maximum 11)

N R rv'
\m
1 bytes\\\Reco! "f" 81)

1| 1 bytes \t\tmap ao Lz st bm\

1=2nd bitmap)

18 bytes F&\eweu 0

4 bytes

M| 8 bytes i \
\zozse 7o N
R Up-Ca
0NN 1 bytes

0x01 1 [ \Nbytes | Reserved \\

0x04 | 4| a\byes | Table checksu\\

0x08 8 | 12b)ts | Reserved

0x14 | 20 | 4 byt&x\ Starting clusteroﬁs N\

ox18 | 24| 8 hyles\

p case table Ienglh
e - GUID ‘
0x00 1 bytes R cwrd type (OxAQ)

0

0x01 1 1 bytes | Sec 'Nary count \\
0x02 | 2| 2bytes | Set chigisum \\
0x04 | 4 [ 2bytes | Primary ¥ays

0X06 | 6 | 16 bytes | Volume GLN

0x16 | 22 | 10bytes | Reserved \\

1 Of bits ranging 0 to 7, bit 7 indicates the record isN\giyoated.




e Header
%% Ngth \\ld Name and Definition

000 ¥ 7oA Nies | Signature[48 XY “H+"
O0N2 | ~ 2 2b\\s | Version AN
0xOd\ '& 4 byt\| Attribute flags  \\
0x08\\\ &  bytes \\Last mounted versio\\48 46 53 4A] ‘HFSJ"

0x0C \\ 12 =244~ %s | \durnal infoblock  \\|

0x10 | \\6 | ° _/Jﬁ) VOlxme creation timestan\\(MACTIME32) '
ox14 | N\| Clg -;Vk\-' last modified timesi\\p (MACTIME32)
0x18 20\\, 44" ) olum\Rackup timestamp (MACTIME32)

\ 0x1C 28 \\ 4hé,.,, | JAyume Ndecked timestamp (MANTIME32)
7 AN
AN

0x20 32 | \\4 byte¥ZF2Aount \\

\\0x24 36 \d\bytes XESZ)ount \\

| e8| 40 4\)es {.WI bloch\Nze
N | 44 4 by | Al 80 )lock thN
038\ 48 4 hyte\\AlIo:S.@:k fred\\,
0x34 \ 52 4bytes NNextan=Zp2h 5 \\
0x38 | \\56 4 bytes | NvourcelZmyze \\
0x3C |\ 4 bytes | DaN\¢lump éy \\
0x40 6NN 4 bytes | Next\Malog 15 % N\

0x44 68 \;\ 4 bytes | Write cdunt
0x48 72 [ \\ 8bytes | Encoding\\itmap A
0X50 80 | \OR bytes | Finderinfo \\\ Dy \\

0x70 | 112 |  8N\es | Fork data—A\a\ation".iléf N\

0xCO | 192 | 80 i\s | Fork data — Exteénys file \
0x110 | 272 | 80 byi\3\| Fork data — Cataloy\jle
0x160 | 352 | 80 bytes\'\Fork data — Attribute)\ X{le :/‘—
0x1B0 | 432 80 bytes | \Q\rk data — Startup file\\ 49' \ |

Mote:  Walues within HF S and HF S+ file systems\alz stored in Big Endian byte \rdar. unle@ stated.
1 From ©SX 8.1 onwards, the volume creatior\i\jestamp stores the local timY, \ystead o W

+*
*

(7, \




4I.II'|
N 4b

Resk\ed

e ID\\

Dated tig\estamp (MACTIME3R)N

¥t movied timestamp (MACOME32)

Nytes

X5

,ﬁ)e mod\ind timestamp (MACTN\E32)

4 Nes

4 byd\

&%m t\\estamp (MACTIME3X)\
Bau |

am\\'\ﬂACTI ME32)

A\N

16 bytes\|

\Perrn S5

A\N

48

16 bytes

Ne infc

\\

AN

64

16 bytes

E\,&nded

0x50 \\80

4 bytes

Te;\\1 codl

0x54 ¢
\
N

4 bytes

Catalo Foldel

Reser\ad
r R
Recordtypf-l’DxD‘l rfn::I y recol

0x00 | 0\ 2 bytes

0x02 2 [ \N\bytes | Flags

0x04 4 f‘r\\tes Valence — \

0x08 | 8| 4b) | Folder ID %

oxoc | 12] 4 hyté\\ Created nmestamp\ ACTI ‘%.. \\
0x10 | 16 | 4 bytes \\'Content modified timds\amp 1«1%532)
0x14 | 20 | 4bytes [ Nl\ibute modified times\dmp (M CMFZ"Q) N\
0x18 | 24 | 4bytes [ La\\accessed timestamp\NACT: &
OX1C | 28 | 4bytes | Back\\ timestamp (MACTINK32) ‘-
0x20 | 32 | 16bytes | Permisg\ns \

0x30 | 48 | 16bytes | Folder inig\pnation

0x40 | 64 | 16 bytes | Extended fl¥er info

0x50 | 80 | 4bytes | Text encodind\

0x54 | 84 | 4bytes [ Reserved  \\

AN A\




Wiveld Name and Definition

Total inodes c\\nt

Total blocks cou\\- low 32 bits '

Reserved blocks ¢\t — low 32 bits |

0x0C \\Free blocks count — I\ 32 bits '
0x10 ‘Qee inodes count
0x14 FiNg\ data block

BIoB.'\\ize :

ragm\\¢ size 2

\ 4 by=
N

s | ! ks p\\group
Y/ o) entw group °

ZZPner g\Np

A estan\\(UNIXTIMES32)

w.?'@amp WNIXTIME 32)

(v ]

\ Mous==2#it ) _\
NiNaxim tzount\\

2 bytes | Nagic sickeZeys EFN\\ AN
2bytes | Fild\\ystem @}‘ N\
2 bytes

Minor rwsion 1€¢2

Error\\tec:tio. D,f’(éur i
2l

MKN2)

Last check\m estz@)ﬂ' IMI§,
Max time b&\een c..wx \\
A\N

Revision level " \\

Operating S)’*‘\‘.‘\‘ : ‘f

L= T R

Operating system values include: 0 = Linux, Z\Ydurd, 2 = Masix.

3 =FreeBSD, 4 = Lites.

dynamic inode szes.




Reserved block, default UID *

X Reserved block\efault GID °
-' First non-reserved\ﬁ(ade
0X58\\ es \\Size of inode structudd\
OX5A \ 90 _-\F\!\{Jck group number ot\Ns superblock
0x5C . , | Cihpatible feature set *\\
0x60 \ e:éé) Incox)patible feature set © \\|
0x64 ‘\ 4 Aeadtﬁ\hcom patible feature\N ¢
{ 0x68 | 104 \\ 16 by="| ,Aume NNID AN\
\\ 0x78 [ 120 | \\6 byter’ V542 eNk.e (ASCII) N\
[ \\ox88 | 136 | N\bytes XCua, wkﬁqlast mounted  \\
xe8 [ 200 4Nes ﬂ% usag\\\vitmap A\
o | 204 1 b\ | PrédsZta)on blovns N\
oxCR\ 205 1 byted\\ Pre-82=7400) direc)yyy blocks A\
OXCE \\ 206 2 bytes \Resens=22" alocks\'{ A\
0xD0 | \R08 | 16 bytes | Somal sy UUIRN AN
OxEO0 | AM 4 bytes | Jotxhal file @pbk\
0xE4 22\3\\ 4 bytes Joun\\ﬂle de |M’ er \\
OxE8 | 232\ 4 bytes | Start ol\Node d¥iffte 7 A\
OXEC | 236 | \\16 bytes | HTREE h\3h seec',%; AN\
OXFC | 252 | \\ bytes | Default has\\ersior. A‘ AN\
OXFD | 253 N\vtes | Journal backl.wpf ‘f A\
OxFE 254 ZN\\S Group descripto) N\ze n E ?
0x100 | 256 4 bytds\| Mount options (deN\t)

4 hyles\\’irsi metablock bloci koup

www_loc kandcode com/resources/ext-feature-Naks
Unused in EXTZ and classed as padding/alignmyry
Unused in EXT3 and classed as padding/alignmer

2




A\

‘m: lock (Part 3/3)

v
N \\

V57
Y Ngth &Id Name and Definition
X

W\ 08 A AMes | File system cridion timestamp (UNIXTIME32)
OXNNC | ‘73 68 BY\s | Joumal inode bax\up
0)& 4 bytd\| Total blocks count'\\nigh 32 bits *
0x154\ é ?, bytes \\Reserved blocks coun\— high 32 bits ®
0x158 |\\344 #es | Qe blocks count —high\32 bits ©
ox15C | N8 | /_J(:B M\wm inode data leng\th\
0x15E | 350\ 'e’@ANew'i. ode data reserved lexyth
0x160 | 352\ 4G5 Miscelveous flags *~* -\
0x164 [ 356 |\\ 2by=z| A stridd\ A\

166 | 358 | \\2 byte¥//N2moun\\rotection (MMP) upd\)e interval

x168 | 360 [ \Swytes -Mgunt pRitection (MMP) block \
oX\70 | 368 4\tes l-;a%e widi\\ N\
OXNN [ 372 [ 1by\\ | Lo @Eer LN A\
0x178\ 373 1 byted\ )\ Pad L...' ) A\
0x176 \ 374 2 bytes \Nadding g AN |
0x178 | \X/6 8 bytes | \\time K Zzs i AN
0x180 XN 4 bytes Aﬂ\snap@e nun_.\er \\
0x184 | 388\ 4 bytes | Activh\\napsh¥i y?' satial IR\ \
0x188 | 392\ 8bytes | Active k\oshm‘@w blochs\
0x190 | 400 [\ 4 bytes | Snapshot\i\t inod%‘r_ A\
0x200 | 512 | o\ bytes | Mount optioh$\ ﬂ, AN
0x240 576 \nrles Tracking inodé \_‘:r use! % \\
0x244 580 4N.~s Tracking inode m\group E gia ?
0x248 | 584 4 byt\o\| File system blocksit\sters __e‘ﬁ_
Ox24C | 588 | 436 bytes\|\Reserved N /ﬁ

8 The high 32 bits of a 64 bit integer.




fizld Name and Definition

Ntes | File mode eg. \gowxrwxrwx” '
2 B\s | Owner ID (UID) \Yow 16 bits
4 bytds\| File size — lower 3A\its
0X08\N\ es \\Accessed timestam p\\INIXT IME32)
oxoC \\ 12 4es | \dode last changed timy\amp (UNIXTIME32)
0x10 Lag\modified timestamp \WNIXTIME32)
0x14 "2, Delétin timestamp (UNIXT\WE32)
0x18 N AEroup\N\(GID) —low 16 bits \\,
L 0x1A | 26 N\ 2 by=2"] JAcs cont
\\ Ox1C [ 28 \ﬁ( s cCOUNN\— low 32 bits
- \\ox20 32 | \Sbytes _wf 1\\
\ON24 36 Noes ee% low 3Xbits
ONS 40 | 60 b\ | Po: .@hlocka
oxe\\ 100 4 byte)\\ NFS n_\\_
0x68 \ 104 4 bytes \ile ACS éﬂ bits
ox6C | \\08 4 bytes | Ni\ size Z7oybits \ AN
0x70 |\ 4 bytes | Fragwent aé‘épsole}& \\
0x74 | 11§\ 2bytes | Blockyzount yﬁ'ﬂ bits
0x76 | 118\ 2bytes | File A& high \\
0x78 | 120 [ \\ 2bytes | Owner ID\NID) - Rg7/'Zhits  \\
Ox7A | 122 | \XQhbytes | Group ID (NX— hib.wx
ox7C | 124 N\ytes | Reserved '\ %
0x80 | 128 20Ns | Isizeextra  \\ é ), \\
0x82 | 130 2 byt\3\| Padding A\
0x84 | 132 4 bytes\I\Inode last changed N\:dam@— \
0x88 | 136 4 bytes | \\st modified timestan\y\extra 'f
0x8C 140 4 bytes A\L\*\%ssed timestamp ext\_ /2— ;
0x90 | 144 4 bytes | File\\)\zation timestamp \_
0x94 | 148 4 bytes | File criyation timestamp extra\
0x98 | 152 4 bytes | Version \\igh 32bits A\

%
1 Detailed breakdown of these values available at: ww\&aandcode.com.-’resources.n’e\ko-de—ﬂags‘



Wm\ Locations on Windows 7
N\ Dr;z%bt [C:Y
N

¥ A B ZAInis

pra

ervice

——_| SOFTWARE
| SYSTEM




A\

AT Field Nay

4 byivs

e and Definition

Signature [72 65\ 66) “regf”

Z 4

hylk\ 1% sequence numb\Y,’

\ 12

2

bytes \\2" sequence numbe\\

) Rk\stry major version

ﬁi&s | \iodified timestamp (FNKTIME)
b g -/

A\

0
P

AX

0x18 A\ ‘*'C'Té) Reg)Xy minor version
0x1C 28\\ 4% JRegisihive type 2
0x20 32 N\ 4 by=="] LAlocun\doted

36 \\4 hylef(_gjb'(ey o.‘\_@ 3

40 | \dbytes _Wwion:%\gth

44 4\yes 'n%entec\

48 | 460 by\\ | uni '- e

N

508

\\ HBIN Block
0

Cher....
=

4 bytes

4 bytes onature i\ B6E]N\Nbin”
ox04 | \\ 4 bytes | HEXN\block égé
0x08 RN 4 bytes | HBIN\Nock levdtb A2
0x0C 12\ 4bytes | Undoctitiented ® Jg
0x10 16 | \\ 4 bytes | Undocum\i\ted ,%_
0x14 [ 20 | \\g bytes | HBIN times\i\yp (FILM
ox1cC 28 N\tes | Undocumente\! %
0x20 | 32 0_

[LTY N
32&Records area \\
L

)/

o I

A walue of (x00000000 indicates a normal reghty
Offset is relative to the start of the HBIN region.

hive.
\a\offset k1000

Only the first HBIM black of the HBIN region contairk;  timestamp.




/

Tield Name and Definition

Record len gtk\

Signature [6E BR\'nk”

Flags (see flags taf'e below)

\Key last modified tim\dgtamp (FILET IME)

\‘\rlualisation referen ck\

0x14 [ \X0 Pient key record offset \\
0x18 20\ c@ Subihy count A\
ox1C | 28\\, % é Volitild\Yubkey count A\

\ 0x20 32 \\ 405257 |_Aypkey M offset A\

\\)xzcl 36 | \\4 hﬂ@p subley reference A\
0x28 40 \\tryles Nz ;con\t\aunt \\
x2c [ 44 Ntes Jalﬁt offse\X, A\N
XN | 48 4 b)ds | Se {@. off S\ A\
0x33\\ 52 4 bytex\| Class et\\ A\
0x38 \\ 56 4 bytes \ \Gubke': _g‘puﬁer Whgth ° AN\
0x3C | \\60 4 bytes | Wivss naesZmmy lengl\’ AN
0x40 | \6¢ 4 bytes | Va\s nam (buffzApngth\\, 3
0x44 N 4 bytes | Valu\Nata bffere=th ° \\
OX4C [ 76 \\__ 2bytes | Key navxy lengt(TLZ9  \
Ox4E 78 | \\ 2bytes | Class nanklengty” /A~  \\
0x50 80 [ [NN bytes

Signed integer whose abso\ay; value is the
length of the record.  PositiveyNues are
unallocated and negative are aNphated.

The length of the buffer required 1o No\g the
corresponding value component’s datay
Walue name buffer length equals the spaNg
required to store the longest value name
contained within the key.

Key name W3 CIl) ﬂ“
_Z)

Offset is relative to the start of they\PGIN region.

N\ Fav/y:
Bit \&k@

0| XX\ | K

1 | 0X02\\Mout

2 | ox04 NRoot

3 | 0x08 [ R¢\ cannChy
0x10 Sykﬁ'lkke;éi
0x20 [ Key nae is WASCII
0x40

PredefiNdd handles
LAY




Rield Name and Definition

Record length\\

Signature [76 BANVK”

Value name Iength\\L'l 1

\Data length A\
\Sata offset 2 A\

D\N value type (see dat-\\rpe table)

0x14 Flagew AN\
0x16 ) JPadding, A\N
\ 0x18 \Alue na\e AN

3 thg®gth of WX record.  Positive values are\uNallocated and

3 Of b\ Y to 15, bit 0 set to 1 indicat\s\an ASCI? ' 2.

= Howew\when the data is extremely \\all ie. <= 4

i e
Noes, the data itself is stored\i\this locatig #od of the \t\et to the data. Also, when Ngé\ data is
Naxemely large this value is arf\gNget to a2’ " riard which consists of an arra\

ta¥hy, actual value data.  All offsé\s\are relat

A\
Value Micro\ﬁ Constant Name ' \
0x00 | REG_NON&, \.deﬁne%d as\REG_BINARY
0x01 | REG_SZ \\ UTR\I6 littlFengzi)string\\
0x02 | REG_EXPANL\§Z REG\NZ supﬁ%nv, valibles
0x03 | REG_BINARY \\| Raw dad\displa#£#n Pexadelal
0x04 | REG_DWORD  \\| 32-bit mtm\ondian%{&\ \__|
0x05 | REG_DWORD_BIG_SNDIAN | 32-bit big el\ian integ
0x06 | REG_LINK A\ Symbolic link \\| ég'
0x07 | REG_MULTI_SZ N\ | Muttiple REG_SX\'{epar:@W
0x0B | REG_QWORD \\l 64bit little endian \Q\eger

>

+*
*




PI.ORER - Da ase Locations on Windows 7

) %-y%éﬂlal’f
{7 fa

2 LocalLow
{ "] Microsoft

\Microsoft
] Internet Explorey

- Iy 47 ler conth\iNg an

X DA “eantine iTINGY

sNINtUre is reogBiNG e ach LSk
N\on the 5;"%

e The His\i\, [ES foll== gl 51y contail
™ \ subfolders\e\ch with Yoeize#fur:

. L, -~ . W er

1| Lowy i A\ .'.—

_., ‘_ PrivacIE period is encodeN \a the fud

I_’_‘_‘ eq. "MSHist0yyyy n.'ldd)ryyymmr{'

| Low +




INDEX.DAT Header

4;’

Ngth | \Id Name and Definition
X
A\X00 ,  23Mes | Signature [‘Clia\t UriCache MMF Ver #.#7
\( 25 4 N s | Index.dat file siz\\
;.:9 4 bytd\| First hash table off\yt '
36 é ?« bytes \\Total block count = \\
2\, 40 ﬁ‘{es -\\ocated block count “\\,
0x2C | \M4 | " /D | PANing AN
0x30 N ‘dgé) Cachd\size (quota) limit of dQytainer

\ 0x38 | 56\\ _ 8%4”] Joache\Size of the container \\

\\ 0x40 64 [\\ 8 by=s"| JA-relexhable cache size of th\\;ontainer
N\ 0x48 72 | \\d byte¥’//Co2)= dire\dory count * A\
\’)x4c 76 | \dbytes X 0: N\, count A\
| \Xs0 80 8\o)tes | & ﬁo: Dir\Mory name (ASCIl) \\

o [ 88 4 by\3\ | Dit' File o\t A\
0X58\N 92 8 hyie\\Direu.-.-él_i[ectonj\'lame (ASCII) N\
0x64 \\ 100 4 bytes \Nirectos ﬁﬁoun\\ AN\
0x68 | \\04 8 bytes | DNivctory &zzztypry navde (ASCII) AN
0x70 | \\ 4 bytes | Dir\Mory 3:(@ cA \\

0x74 | 118N 8bytes | Direcidhy 3: D¥eciE=ame \ASCII)

0x7C | 124 \\\ 4 bytes | Directol\¢: File'bur; \

0x80 | 128 | \\\ 8 bytes Diredow\\oirect@ (ASON

0x88 136 |\t bytes | Directory SN._'e °°U-"<0:. AN\

0x8C | 140 W\tes | Directory 5: DN&gtory ¥ %cu) A\

0x94 | 148 4 D\s | Directory 6: File\hunt é ) \
0x98 152 8 bytés\| Directory 6: Direct\&nam; \y

0xA0 | 160 4 bytes\\Directory 7: File couly\, /

OxA4 | 164 8 bytes | \Uiectory 7: Directory m e (Aiég,_' /

used as an index to locate individual record\ Wthin the INDEX.DAT file.

From offset 0=4000 (16384) onwards, the INDS
containing records are classed as allocated.

1 Hash tables exist within INDEX . DAT files YpNacilitate faster lookups of re\oNis. The@ can be'

SNJAT file is broken into 128 NN blocks

7

Describes haw many direstories are present for sto\r\, cache. A 4 byte file couni\a\d 8 byte dirggtory
name for each will follow. The table above illustrates\a\salue of "B for the directony\dunt.

*




[~

Newn | N

% \A\bytes | Signature [5N\¥2 4C 20] “URL '
4\Mes | Record block o\xnt (x 128 = record length)
A 8 bjds | Date 1 (FILETIMN

A Id Name and Definition

0x10 ¥ 3 byte\\| Date 2 (FILETIME)\\

0x18 LA sytes \Nate 3 (DOSTIME) *\\|

0x20 N _{égs N Size AN\

0x34 ' &) | Strioy 1 offset [01] A\

0x38 \ S ) CacN irectory ordinal indé\\umber 3

\ 0x39 57 \\ 3 - \
\\ 0x3C 60 4 by Zyg 2 00%
\ 0x40 64 \§\1 bytesC2Z2)r entri\Ne
x4 68 \yytes iset [ON
0N 72 4 \es :
0x58N. 80 4 b\ | Das=ZC)STIME
0x54 \\ 84 4 hmes\Hit é‘ AN\
0x5C | \\92 4 bytes x)okie cZG ymesta\o (DOSTIME)® \\
011 | \\ | Nullterm. | S\\g 1 (xéy‘ \\ \
[02] NN Null term. | Strizg\2 (AS¥TT7
[03] N\ [L3] bytes | Data \NTTP - .
Cther record type sighawures include "REDR”", "LEAN Nnd "FILE%
The exact definition of '\jiAfield varies depending on iy Yy A

Will correspond with a dire\thy name and file count in th\ NDEX. DN heg

7

F A

A valid date is only present i}

Ntry records of Cookie INDEX AT filed Q
Cache Hisi\\: Global | History Daily\\ Nistory 247 |

Date 1 | ServerModified |LastViNINd [ LastVisiteds [ I\ Visited xﬁ-‘ﬁ

Date2 |LastChecked  [LastVisith)\ [LastVisted |File\eated Y ADEA:

Date 3 | Expiry Date Expiry Date \\\ | Expiry Date | Expiry\U\te » e\
Date 4 |LastAccessed | LastVisited \NastVisted [File Creaig La‘,{} ed §
String 1 | File URL Visited:URL  |\WNate}URL | :[DATELUR\\ ccb-f

String 2 | Cached Filename | Title Bar <o\ed>  [<unused> \N Cooke Filaname

5 Dates and times are stored in local time. Where nWJIiu ity stated, dates appe&\ﬂ'c time. ®



rmat and $I/$R Format

INFO2

INFO2 version ey
Allocated records \\ scord

ytes \\Total records ! \\
Record length * A\

| JFilenalyk and path (ASCII) ®
. #<y-ord h\ X \\
N\\4 byte 70 numdé; of recycled file  \,
\dbytes @%{w‘gamp (FILETIME)  \
4Noyes | ) hﬁle si2X\of recycled file *
520 b\S\, | Filky @nd pattNUNICODE) °
ioiy, R[Drive |...r|i Num¥ya].[Extension] AL

"acy deperNiNg on version.

Nues may not be present or &y contal!

2 A A R2 file re rd g
needed. FNgyacords begin at offset Ox1a\a\d are "Re@

3 Depending o\t\g INFOZ2 version, operating \y\tem etc ™ thMnre
contain RAM sicX between the end of the file\a\e and /

4 The physical sze\t\he recycled file is the numbNr\f uluster"- s store INaNfile
multiplied by the clu\e, size of the file system it reNopd on. e 2o Nisk”.

5 The UNICCDE file pati dtm@

Offset

Hex | Dec . \ Field a:e"

0x00 0

0x08 8 \\gical file size of recy\ivd file
0x10 16 8 bytes | R\wdycled timestamp (FINGUIME)
0x18 24 520 bytes | File\dme and path (UNICODE)

Note:  $R recycled name convention: $R[6 Alp hanumbyi; Characters].[Extension]
The $1/3R recycle bin format replaces the INFO2 fo\ai\t and is present in Window)\ Nsta, Windo 7
and Windows Server 2008, .

ord lengh value is
g long S

P




A0S (EVD) \Sader B EOF Record=

Field Naxy\e and Definition

(™
4

R\

N\ 4 by

ANY

\!

3
iy "mr version
?\
v [ r secord n._ffset
hy‘lea@ fry otigw

| Sighure [4C 66 4C 65] “DXde”
\\ A\

ajor\/\ersion

Nytes

A

71>

Signature Y 11 11

0x08 Signature [2X X2 22‘;?'/\
oxoc| 12 Signature [33 N\)\33 33;
0x10 16 Signature [44 4

4NN 44]
—\_
 First record offset

0x18| 24| 4 bytes\NOF entry offset  \\|
4 bytes B\\renl record number \

4 bytes
4 bytes

Oladest record number
N —
EOF rwdprd length

wrapped (see illustration).

Mate: The .evt event log format is used in Wingys XP and earlier. Window\ '\ /‘u
The record starts and finishes with a four W value which contains the INsth of the %
Noperly closed (dirty). Bit 1 NOpates thd e M

o’
) = g
Bit 2 indicates an eNoy has occurred due to insuffiNegt space¥2i Lates




) - Event Record

Wield Name and Definition

\\ bytes | Event recor\‘@ngth '

Signature [4C\8% 4C 65] “LfLe"
Record number\\

A\
>,

; Nytes
A ahy
. Q 4 byl

0XOC\\\ Event generated tix)\estamp (UNIXTIME32)
0x10 [\ 16 bytes \\Event written timestaq\o (UNIXTIME32)

ox14 | \X0 ‘7_ Dies | Svent ID A\
Brs E\t type 2 N\

Ee\\gtrings count [C1] \\

: P . '-vent\c egory \\

A\ OX1E 30 | \\ Zhﬁ\serve-.' ags (reserved)  \\

I \JXZO 32 \\4 hm@ ing rea\d number (reserved)\\

k24 36 N\o\bytes E;ﬁstrings\éqay offset [01]  \\

AT ,g;%]

r.

0x30 \\\, 48 4 byted\\| Data%=%#1 i1 3] \\
0x34 | \\52 4 bytes \Nata ol

3

0x38 | \dg Variable ‘;\Nrcegﬁ\/{%pc&\

AN Varigble | Coxiyuter 1 =39 (UNIG

N il

[02] N\ [L2] bytes | Userp0 ¢ /g  \\
[01] \\\71[?::3&; Event &@s anvAlIG DE)\\
[03] [\X] bytes | Data (Asc\\_r\l.lw'uuar' \

N\ ]

\(iable | Padding 6
.
he sze q._ ﬂ'/‘s.n.: \

4\&5 Event record Ie.'&h
Event types: Ox1 = Error, 0x2 = Warrhgdy 0x04 = Information, 0x8 =\ oess AL .../ailure Nt

The record starts and finishes with
The "Computer name string” immediatey W/lows the "Source string” teN\p\ating oi¥ L
If[C1] is greater than 0 an "Event strings 2rAy” will exist at offset [(1] an¥ dpntain [C y string)
*
h S

Q Nour byte value which containg

R




Wi -
er and File Layout
Fielc\&e and Definition

Version / rew§§\1

Signature [53 43\\3 41] “SCCA”
Undocumented * \\

(\File length A\
-\.‘\\agram name A\

0x4C _ Pix¥etch hash * AN\
0x54 2455, Pagh\Ydex table offset  \\
0x58 4 /'I age N\exiable record coun\\

\_ 0x5C 92 \\ 4 by=="] SAye lisi\hble offset
A\ 0x60 [ 96 | \\d4 byte¥’//Eo A list tat\e length
\0x64 | 100 | \d\bytes 3 Wble Ofet

Siric D le leny\y

\x68 | 104 4\)es ﬁ
O | 108 4 b\ | VOié @e-gon oXdet
ox7R\ 112 4 byte\\

\ Volud—=2#Cthn colN\
0x74 \ 116 4 bytes ‘\\.*\olum)engtm\
0x80" | \\28 8 bytes | N\estan&ZZe)IME)\\

4 bytes Ru\‘ount‘ /

1 For Vista/7 this\yue is set to 0x17. For XP t\Syvalue is(/'
2 For Vistal7 this va\uX is set to Ox11. For XP this\yNue is s&

3 The hash value is c\gNated using a specific algoriNi\ based op e fulMath of thy

application (eg. CAWIrNdys\Notepad.exe). The hash\/Nue also aglsars = gen
the prefetch file name im\p\diately preceding the .pf exryion to ensygfii# gme

located at offset 0x80.



RES Vldeo,phlcs and Archive Formats

a"f\\
dﬂo Header 46 4C 5601
{/:,! ASCll:  FLV.
uﬂ HOOder: 52494646 __ \\ 41 56 49 20 4C 49 5354
SO\ RIFF....AVI INNT

Windowy Wedia
[.asf, .wmy\ wmv]

4‘;\

\\6 D9 00 AA 00 62 CE 6C

MPEG-4 Vir:&

eadey 302682?58E65CF_
SCI: \R&?u.fI. |U.?.bIl
o\

0018667479703
ftyp3gps

3¥MNJ0 35

[.mp4]
AW

&
£

00 00 8)\B_
0"‘0000 o

N\

MPEG Video [.
gg Vorbis [.oga,

Head

mpg]
\ g‘ -ogv, .og

A\

X]

&isk Tim e Movie
[,mc.‘ 3

\\ .

GraphXg\File Formats

Graphi

ic ﬁ;erc
Format [.gi

Head
ASCII:

hange ar 4749463839 61

749 aé
F87a GIF89a

ho

Portable NetWwik Header: 89 4E47 t‘(ﬂA : \
Format [.png] ASCII:

JPEGIJFIF [jpg, Header: FFD8 -o__ 454 00 \\Footer: FFD9

.Jpeg, .jfif] ASCIl:  y@ya. .NNIF.

JPEG/EXIF [.jpg, Header: FF D8 FFE1Y :

Jpeg] |\scu YOVA. EXL}

Archive Formats

S Hea\ 37 TABC AF 271
7-Zip File [.72] \\ s \\
Microsoft Cabinet Header:\ 4D 53 4346
File [.cab] ASCII: h"‘ CF
) Header: WIN2 21 1A 07 00
WinRar File [.rar] ASCII- X\
Zip File [.zip] Eg%‘:le’ 5048 0\\




-\

NS\ owes

\‘? #2

oy

\DEC  LAX | BXNARY SYMBOL ] |NSC JoCT |HEX |BINARY SYMBOL
\ 0 orl‘,-;'y_o 00010000 | NUL S\ 040 [ 20 [ 00100000 | Space
\\ | 007¢” 2# ;00008801 | SOH 33\\041 | 21| 00100001 | !
AN002 "/}\'.-,ooomm STX 34|\W2 [ 22 | oo100010 | “
3\N3 u‘.’&oom\\ax 35[ oA\ 23 | 00100011 [ #
4| 08 04‘“9100\&” 36 [ 044\\ 24 | 00100100 [ $
5[ D05\ 05 :ﬁ)‘l N\ 37] 045 [ \35 | 00100101 | %
6| 006 |\46 ok(r?* ACK\, 38| 046 | 29\ 00100110 | &
7] 007 | OV 00(;@{?}8EL¥ 39[ 047 27\\0100111 |
gl 010 [ 08\\0000 5T 9 s\ 40] 050 28 [WN101000 | ¢
9l 011 [ 09 |\No016€C A AR [\41]051] 29 [ocdN1001 |)
I\ 10|/ 012 | 0A ot\fmom‘%_ 22| 052 2A 00100010 | *
N\\1] 013 ] 0B [ 0008)\011 Z_{’é 4N 053] 2B [ 00101\ [+
N 014 | oc [ 0000\N0 | Fe y 447854 [ 2C [ 00101100\ ] .
13\NW15 [ oD [ 0000118\ [ CR 915 OR% | 2D [ 00101101\\-
14[ 8¢ | OE [ 00001110\\s0 d A 058\ 2E [ 00101110 |\
15[ 01X\ OF [ 00001111 NN XCAA057 N\F [ 00101111 [ /\\
16] 020 \\10 [ 00010000 | D\K || €22 230__3\1 00110000 [0 \\
17] 021 [ NI\ [ 00010001 | DON\ fé 0@ 3N\\00110001 |1\
18] 022 | 13\ 00010010 | DC2 \\_51-‘2/62}?_ 32 \N\0110010 | 2 \
19/ 023 [ 13 \80010011 [ DC3 |\ 51 ;ﬂ-} 0NN 10011 | 3
20] 024 [ 14 | 00Q10100 | DC4 R2| 05N 00°NN100 | 4
21[ 025 ] 15 | 00]\0101 [ NAK N[ 065 #7735 A011R\01 | 5
22[026 | 16 | 0001Q%10 [ sYN 50N\066 |56 #0) 110NN | 6
23[ 027 | 17 | 00010\N | ETB 55 |\0§7 ﬁ. 011\N 7
24[ 030 [ 18 | 00011008\ CAN 56 | 0RO 380 }000 \&
25/ 031 19 | 00011001 \\\gM 57 [ 071N\ 39 \&.‘1 ENN
26/ 032 | 1A [o0o011010 [ N8B 58] 072 \\T_ok@ : \\
27033 [ 1B [ 00011011 | ESC\ 591073 | S\ 00151\
28] 034 | 1cfo0011100 [ Fs \\|| 60[074] 3c\\00111¢00,&>, \
29/ 035] 1D | 00011101 | GS N 61]075] 3D [W\1111% ﬁj
30/ 036 | 1E | 00011110 | RS \\62[076 | 3E [oldani (|
31/ 037 1F | 00011111 JUs \&3| 077 ] 3F [oo1\N11 [ 2%
TR LR Y




m\

W‘M

\DEC vX | BXNARY sYMBOL || RS¢ JocT |HEX | BINARY SYMBOL
\64 | 0180000 | @ & 140 [ 60 [ 01100000 | °
o} 01000R01 | A 9AN\141 | 6101100001 | a
68\102 %"“lOOONQ B 98 |\M2 | 62 [ 01100010 [ b
67 \\03 ._3@0001\\ C 99 12)\| 63 | 01100011 | ¢
68| T8\ 44,_6;?100\3 100 | 144\\64 [ 01100100 | d
69| 105\\ 45 ‘ﬁm B\ 101] 145 | \& [ 01100101 | e
70| 106 |\N6 0.(0{’/’_‘ FA\\ || 102] 146 | ex\l 01100110 | f
71] 107 | A} 01{.'6?”_% 103[ 147 [ 67\\01100111 | g
72[ 110 | 48\\0100 ¢ 9%' W 104|150 | 68 [ W\101000 | h
N\ 73111 [ 29 \N0016CA A I\\05[ 151 | 69 [oNN1001 [
\ 74112 4A 0\&1010,7_/__ N6 [ 152 | 6A | 0118010 |
\X5| 113 | 4B | 01081011 ﬁ 10\ 153 | 6B [ 01101\WN\1 | K
N 114 | ac [0100NN0 | "7 108)\354 | 6C [ 01101104 1
77\\15 [ 4D [ 0700118\ [M ¥ I- P9 [ N5 | 6D | 01101101\\m
78\ [ 4E | 01001110\\N #7158\ 6E [01101110 |\N\
79] 11NN 4F [ 01001111 NN\ @ oAA157 \6F [ 01101111 [ o\
80 120\\50 [ 01010000 | P\\\ _'1:,.30__1\ 01110000 [ p \\
81[ 121 [\ [ 01010001 [ Q \\ || 16] 18] 7\\01110001 [ g \)
82122 53N 01070010 [R \\ 11?%W\N110010 r
83| 123 | 53 \W1010011 | S N\115 [¥75 27 NN\ 10011 | s
84| 124 [ 54 [ Q10100 | T N6 [ 15 01N\N100 | t
85[125] 55 | 01R\0101 [ U NN 1554‘%3111\\01 u
86126 | 56 [ 010110 [V 11166 | ¥76 11011& v
87[127] 57 | 01010\N | w 119 \\\7 'ﬁ O‘k‘w
88[130 | 58 | 01011009\ X 120 [ 10 78 1000 \X
89[ 131 ] 59 | 01011001\ 121 170NN\79 |12 | W\
90| 132 5A [ 01011010 [ X\ 122 172& O A 2 \\
91[133] 5801011011 [ [\\ [ 123][173] "\ 01 %A \\
92134 | 5c [01011100 | v \NJ[ 124174 | 7c\\0111:¢00.¢ N
93/ 135 5D | 01011101 | ] N 1250175 [ 70 [N\\1111C A4
94/ 136 | 5E | 01011110 [~ N\\z6[176 | 7€ [oNu11&~ |
95| 137 | SF [o1011111 | _ I\X? 177 | 7F [o11\\i11 [ D%
RN




a\

e
N\\ASCHCHAR 128to101

\

\DEC AX | BXNARY sYMBOL || RSC JocT |HEX | BINARY SYMBOL

A28 .| 10800000 | £ 18| 240 | A0 | 10100000

sy A1 000RN01 16N\241 [ A1 [ 10100001 |

130\202 |7 A»oo0dN | | 162 ﬁz A2 | 10100010 | ¢

131 NX3 | % 05 00T\ § 163 2A)\| A3 [ 10100011 [ £

132 [ 284\ Scﬁfg;r)mo\\ 164 | 244\\ A4 | 10100100 | =

133] 205\\ 85 €Y1 | A\ 165 | 245 | \\s [ 10100101 | ¥

134 206 |\¥6 1(0{/“ t\\_ || 166 246 | Aq\| 10100110 | !

135] 207 | & 10{.&_,}#_& 167 | 247 | A7\N10100111 | §

136 | 210 | 88\\1000 - 9 N 168|250 | A8 [ \\101000 | -

137 211 ] 89 |[\N0010GL# o |\69] 251 [ A9 [ 108q1001 [ @

\\138| 212 | 8A 1&&1010,7_/__ N[ 252 AA [ 1010010 | °

29[ 213 | 8B | 1008\011 & 17N\ 253 [ AB | 10101TR\1 | «

12N 214 | 8C [ 1000\0 | 52 172)\854 | AC [ 1010110)\] -

141\R15 | 8D [ 1000118\ 7y 3| 205 | AD | 10101101\\-

142 X0 | 8E [ 10001110\\Z 69/\ 258 AE [ 10101110 |\8\

143] 21N\ 8F [ 10001111 \\| @224 257 \\aF [ 10101111 [T\

144] 220 \\90 [ 10010000 | \\ 'ﬁfﬂ",*.io__sq 10110000 | °© \\

145] 221 [N\ [ 10010001 | © \N\ || 17| 28 BN\\10110001 [+ '\

146 222 [ 98\ 10010010 | = \\ 17‘&&}___2 \\0110010 | 2

147] 223 [ 93 \\0010011 ‘*\179—123 NN10011 | 3

148 224 | 94 [ \)910100 080 | 257 10\100 | -

149] 225 [ 95 | 108\0101 | - TR 2554‘%_,1011\\01 y

150|226 | 96 [ 100MN10 [ - 1820\266 | ¥56 /) 110NN | 9

151] 227 [ 97 [ 10010\N 183 |\W7 | o/ 011\ -

152[ 230 | 98 [ 10011000\ ~ 184 | 230 88 :000 \\

153 231 | 99 | 10011001\ 185 | 271N\B9 | Y0721 | \\

154] 232 9A [ 10011010 |\ 186 | 272 |\ [ 1%420, [ ° \\

155[ 233 98 [ 10011011 [ \\ || 187273 ] B\ 10571 \\

156 234 | oc [ 10011100 [ \\|[ 188] 274 [ BA\N011¢00¢” N

157] 235| 9D | 10011101 N 189 275 [ BD |[N\\1111C A4

158|236 | 9€ [ 10011110 | Z N\90 [ 276 | BE | 100011104

159|237 | 9F [ 10011111 | ¥ NN 277 [ BE [101\N11 [ %
LR Y




\DEC )37 BXNARY sYMBOL ]RS¢ |ocT |HEX | BINARY SYMBOL
202 | 310 | 11000000 | 9 233 340 | E0 [ 11100000 | &
R | 301¢ 2 a1 1000801 | - 225\\341 [ E1 [ 11100001 | &
19AN\302 %,ooomm ) 226 |2 | E2 [ 11100010 [ a
195\N3 | ¥ 191001\\ ' 227] 3A)\| E3 | 11100011 | &
196 | 38| C4 6’()100\\1 228 | 344\\E4 | 11100100 | &
197 300\\ €5 [CZZP1 [ A\ 229 345 |\&s | 11100101 [ 3
198 | 306 |\X6 1(% %\\ || 230] 346 [ BQ\[ 11100110 |
199[ 307 [ &\ 11(;.(0ﬁ‘,>yz ¥ 231]347 [ E7\N1100111 | ¢
\ 200] 310 | C8\\1100&T: 9 \232| 350 | E8 \101000 | e
201] 311 [ €9 |\\oo10CLA 233351 E9 [ 1NN1001 [ &
\\202 312| CA \Xmm‘%_ \:-;4 352 | EA 11\1}\’&)10 é
X\3[313| B [ 1108011 475 __d 23N 353 EB [ 11101\ [ @
20N 314 cc [ 1100°NN0 | A %236 \%54 | EC [ 1110110Q\] 1
205\%15 | €D [ 1100118\ [ A 937 3% | ED [ 11101101\\L
206 %6 | CE [110011T0\NA (A [ 358 EE [ 11101110 [N\
207] 31\ CF [11001111 N\ 2244357 \\&F [ 11101111 [ 1\
208 [ 320\\0o | 11010000 | B\\ féﬂ’;i()__\\ 11110000 | & \\
209 321 [ \Y | 11010001 | N \\ _2{6_&, FAN11110001 [ i \)
210|322 | DR\ 11010010 |0 \\| 247564 F2 \\|110010 |0 §
211[ 323 ] b3 \\1010011 [0 ‘\\243—Cs|'_: ™NN10011 [ 6
212] 324 | D4 | N\10100 [0 YEx7y 2 11NQ100 | 6
213[325] D5 | 118)\0101 [ O NN 365 #FS AN 1118\01 | &
214|326 | D6 [ 11000%10 [ © 246\\366 |76 11011\ 6
215[ 327 [ D7 [11010N\N [ * 247 I\N\W7 | W 0011\ +
216] 330 | D8 | 11011008\ @ 248 [ 3% F8 }000 \\
217]331| D9 [ 11011001\ 249 | 37N\ F9 (1721 [ A\
218|332 | DA [ 11011010 | W\ 250 372 |\Na [ 1% 420, | 0 \\
219]333] bB [ 11011011 [ON\_|[ 251373 R\ 1151 A0 \
220] 334 pc[11011100 [0 \\|| 252] 374 FA\N 111100, AN\
221 335] DD | 11011101 [Y N 253]375] FD [\\1111% 5;, \
222|336 | DE|11011110 | P 54376 | FE [INUNCSE |
223|337 DF [ 11011111 | R X[ 377 [ FE[111\N11 [ v%
RN LR Y




N
! % Machine Located
i P&\orm monitor/sleep tesy
&\ if necessary
\

Machine
powered

on?

o

|
Bag and tag VUkcument connections ¢
Locument actions |
- AN

Interview if necessary
Collect related evidence END
Collect power supplies \
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