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UIDE - Introduction

tatea

s expm.%ed, atf\¥mestamps are in UT \ime.
Signa¥ives exy ) 3
£~

[01]/ [L1]:

Offset A/ B

Attribute charts: Unless explich)
are relative to

Index Nodes: Index Modes exist\&ther within an Index\gvot &

o AD or
within an Index "INRX" Record {referencec\ly an Lrg#
Allocation Attribute 0x4R). Offsets on the Intey NodegChic»
should be treated as reixtve to the start of the\ldex N G;

+
+

2)




‘@g“ \Wdcode.com
\

-

N\ New TechnologN\e Sys_tW S) \\
\:ile Allocation Tab|\Ne Syt-_:@t) \\
\\*ended File Allocatio\\*'able REESE=m (eX\T) \& - 25
Hi&%hicaﬂ File System F\\(H F:‘.@‘ \\ 2&- 27

Exten\&Fne System 2,3 & N \E)crzmt'/j_\ \\ 28 -\\
V\ﬂndows\\wistry \\

Internet Exp\N’ \
Windows Artifad\ \\ ‘-‘-‘%
Dates & Times \\ \\ z \
File Sighatures \\ \\ @. \ 45

ASCII Chart N\ A\ ‘& X\ 49
|ACIS Electronic Evidence S\Nre Triage Flowchak\ //‘ 20
Computar Forensic Examiner QuiRafarance Guide 2.2 ISBNNSTE-0-93/ M

Copytght © 2011-2014 Leck and Coda Py L\ Nnless otharwise specifisd) ) 64 S8 B0 :

Printad in thy WSA




aster Boot Record (MBR)

2ld Name and Definition

O 2440 ydes | Boot code

_étl 4 bytd\\| Disk signature '
A7

A\N

‘\ 4 .bWes\\Undocum ented, usu\N 2ero
0x1BE \\446 : _ates \R\rtition entry 1
OX1CE \\2 " P\\non entry 2

OX1DE 4\\ . Part \n entry 3

"
\ 0x1EE \N 12. sie] Partitin\entry 4

0)<‘IFE 2 “‘ = natur= (299 AA]
\ —
k
000 ) bytes .__.r' oy eﬂag,

4]
N0 1 Nytes [ 3 :ar'r H S a\\ress
oxO 4 IEXNE¢ e
NE EETONY Endi ddre\\
0)(08\\ 8 4 bytes \otartln\ aAestor c\\=t
0x0C [\\12 4 bytes | Natition éfﬁ oyt

1 Walue set digiNg disk |n|t|a||5:;t|on in Winde\s\and can e user‘ nlqu ‘antrf‘y 3 digk.
Used by the ‘Wi )

3 The gylinders valuens\10 bits [ong and split beteeNrNztes 1

c-,-/ﬂm\
.kBlt (/-u scrl;\\n
NN

L)
6-7\)
0-7




\_

ZaeAartiti S\Types by OS \\_MBR Partition Types by Code
0 r{ﬂ \&scription \‘&ex Description
S ey \\ OXN0 | Empty
 0X05 |eAed panon 0XOWN FAT12, CHS
) m&‘ 0x04 \\aT16, <=32MB, CHS

e

o @? al‘tiN\1\<BA

0x05

E,\\nded partition

\FATS

AT

Ox06

FAIN, <=2GB, CHS

Ox07

NTFS\\FAT

FANS, < S

Ox0B

FAT32 QNS

S

0x0C

FAT32, LBA\

NTPQY exF A A
25

NOXOE

FAT16, LBA \\

Extended partiti\\ LBA

Hidden FAT12, CHX\

FAT3AKHS
FAT16, LBA\ ‘é;‘

FAT32, Do
Hidden FAT12\OHS

0314

\\idden FAT18,

<=32M}\ CHS

Hidden FAT16, <\ORMB,

Hidden FAT16, <=2g], CHS

Nden FAT16,

<=2GB, NS

HiNd FAT32, CHS  \\

0x1B\Nfidden FAT32, CHS \\

&
/‘AB
b J)(‘I’a

LBA AN

'Nien FAT32, LBA

A\N

LBA

Hidde\ SAT32,
: ;{;&wen RaT16,

ox1E[Hiow FAT16, LBA  \\ |{ 07 TidnaMink\
A 0Ox81 LinuN\‘inix \\\ OBt P ap\&:laris x86
-2 [0x82] Linux s\dp / Solaris x86  1\\x@3 | Mg Ayto-4, Ryserts, xafs)
0x83 | Linux (ExIVN, Reiserts, xiafs) || s [ M¥e Oz
' | oxag [Mac 0sx \\ 0NN Mac'% @r
U [0x4B|Mac 0SX booi\\ 0xEE\\F|pa.Ir§ ;1 \\
O OxFB | VMWare flesystQ\ OxFB N\Nare%ﬁ \_|
- OxFC | VMYWare swap \\ OxFC VM&;\re SW f/_ _

<¢5

+*
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r\

Sield Name and Definition

N
Signature ["EF| RART’] (ASCII)

4 bytk Version \\

0x00\ \GPT header length \\|
0x10 \\ 16 \OPT header CRC32 ehdcksum

0x14 | \R0
0x18 N

0%20 3N
%\ 0x28 40

W\ 0x30 48

R\\%Ned {2eroed) \\
'Y GP\\eader LBA sector ofiwt
é)&ackth\‘@ PT header LBA se&\k offset
8 b %sewé{\BA sector count  \\|
/% A\N

Ale LEX \zector count

\\0x38 56 7% TIERANN A\
48 72 . -fable NN sector offset A\
0N 80 2 | Py J@Ie en\count A\
0x5M\l 84 N\ Part|_’@ entry\¥ngth A\
0x58 \\ 88 4 bytes )\ Rartiticert T RC32\Ohecksum A\

0x%5C 92 420 bytes r‘ﬁervec(h%' = W\
\YEEETHE = (W W
e\
000 J 16 bytes | Parti type @il ls —

0x10 16\ 16 bytes Unique\a\r‘titionw@ A\
0x20 32 |\ 8 bytes [ Partition \da stann%fbr AN\
0x28 40 |\ bytes | Partition LENN\ending/ ;e(w‘ A\
0x30 48 Wites | Attribute flags\\ '

f 2\
0x38 56 72 \es | Partition name NNI1GON 9

Mote:  The first sector (LBA 0) is reseno\and containg 3 legaay A\
Master Boot Resord (MBR). AtNib e s gs
B\ !
o\

4 Globally Unique |dentifiers (GUIDs) a\gN 6 byte (128 bit) Y o

4 n
values typically displayed as 32 hexadexiyal characters ﬁl
\stterﬁ%
h 4
60 \Qld-omﬁ'
L

and enclesed in curly braces as follows:
OO MO MO DO
62 | Hiddwn
. hY
63 | Do n\\.ltomouu >
N\




\M GPT Partition Types

\\ GPT Partition 1\\;5 by 0§
ascrifio A\ GUID

sl elelelelslel MOO—OOOO—OOOO—OOOOOOOOOOOO

024DEE4 1—3\&—1113 3-9D69-0008CTELE3SF

C1257328-FAIN\LLD2 -BA4B-COA0CS SECS 3B

¢ N 21666145644 3-\NEF-T44E-656564454645
- _ _ o _
oy (Moot res 1rt|t|o\\ E3C9E316-0B5C—4DQ\—817D-F92DFO02 1558

[ Basid\iata pa EEDOACAZ B IES —44 3\ 7C0-68B6BT2639CT

\\gacam—': Eaﬁ-quO—E\ﬁz—ElEgoq I4CFE3

\
LDM mit\data FC()
m\\so;xo-m 31-4552—30\& 331171486940

LDM data\\\mnor 0
Windows re\dvery ens” ) DEsdg\ad-0601-4D40-a16a\NFDS 0179D6AC

IBM GPFS paNon '([ f)?AEE\\—EE?D 4E96-51C3-2\\AEOS5E174

&\ | Linux file system\data ‘éOpAOA\&QEs 4433-87C0-6BEQN72699CT

(\ RAID partition  \\| «faacm N EC-4D3B-A006-T43F 049 11E

~ \\Swap partition A\ -@ilj—ﬂﬁh'\\—ﬁﬁcﬁl—a4E5—0933C8¥\E‘4E‘

\NM partition A\ H{—)—Esoa N4C2-A2 3C-239F2A3DNNE

RdS%rved A\ | = é 07-BN\0-C436-08 3ACB2 3098\

s [HFS\partition \\1845€ - 1LNNAALL- 00306543ECAC\\

. Apple\IXS partition

\54553@11% 2N11-00306543ECES
ZFS parﬁ\n Au\egCe %‘BQ \\g-080020736631 |

Apple RAIN \artition 52NN\ 94400 A —rnI\\00306543ECET |
Apple RAID Datition, offine | 5241\N4-5F1¢Z]
Apple boot pantiin 426F6FN\NC000T1 2 ) 11~ O(\\6543ECAC

Apple label A\ 4C616265\\OO lﬁ h - 003\\43Ecn.c

Apple TV recovery hatition | 52656365-T\Ns - 11 OBOS\\ECAC
Apple core storage p\\on 537T46FTZ- 51& J_J_AA—

i

£

//




Fiel¥Name and Definition

\\MP instructions  \\,

O8M ID eg. ['NTFS  "NASCII)
Y W

.JL‘S
2;

By‘t\é\oer sector \\

| oyt

7,

Sectold\oer ¢luster A\
AN

serveN\\sector count

0%10 Uloca\Xa table (FAT) count &N2
0x11 N\bytes 3o Arecto\\entries A\

N\ 013 | 19 | N\ ,@ewor N \\

NOX15 [ 21 | 1)t | MedizgBlariptor\\ N\

N6 [ 22 [ 2bytdA\ File (/{) tabl \AT) sector count  \\
ONN8 | 24 | 2bytes \\ecto\" AN\ AN\
0XN\| 26 | 2bytes 7 AN AN\
OxTONN, 28 | 4 bytes H\\an seucy’f A\
0x20 \\z 4 bytes Tota\\ctor LA AN\
0x24 N 4 bytes Unusec\\ &',-\ \\ \\
0x28 | 40N\ 8 bytes | Total seci\count { \
0x30 | 48 |\R bytes | LGN for th & 3MFT's g ‘?exten\\
0x38 | 56 | Alwtes | LCN for the NETMIr € La }3 exteN)\
0x40 64 1 \&s Clusters per $M\\recoru_”/\ \

0x41 ] 65 | 3 byiNN

Unused \\ # A AN\

0x44 | 68 | 1 bytes\

Clusters per index b\\jr

Ox45 69 3 bytes

\ Qused \\

Ox48 72 8 bytes

V\\me serial number \\

0x%50 80 4 bytes

Und\\J

LDgiGaI Cluster Number

of the file resord in bytes is

CGreyed ted denctes fields that are unused b

2 raized to the. ansclute value of x

BIDS Paran f—‘er Blov ;BPB)

N




%m
\%T:r‘? nam\\ Description
Mgter file table (MFT) \\

\ & MF wwor backup of f|rk\lw—_l' records
X\$ Log "olun\\ecovery inform atlon\\
‘ﬁ

3 | Nwume 1me inNgdvmation
v e £ gbel, s\eNal number & version
4 $Attt\& \ @ file f\\l supported attmbut\

. {dot) \\ Roucdn' ry oftu volume

\\ & | $Bitmap \\3\ bit 1 Aﬂon\allocated and unallo\ ed clusters

\\ 7 | $Boot \&t rec/ val u\\ \\

\& $BadClus L|s\&bad @m the\Nume \\

N\%ecure Secu\ descnréjréall ﬁl\¥n volume \\

10 w IpCase Table of\&ercaf%ers UER d for conwversion \
i $&¥nd Directory fk\Boot @%‘ $S\\'e and $UpCase \\

12-15 A\ | RESERVED \\| \

16-23 A\ | unusen A\ V /» \\

7)) for e

Any | $0Ohjld \\Storagelocanon fo\\queo rect &M file

Any | $Quota \\rage location for d|\\pace aWat N

Any | $Reparse S'N\qelocanon for repa\\:omt.
Any | $Usndrmnl NTF\Ndate sequence num'- g USV_) §

N\

{7




ILE" Record

Cield Name and Definition

Signature\[iﬁ‘\étg 4C 45] "FILE" (ASCII)
Fixup array o\\et [01]
X Fixup array entk&ou nt [L1]
s, 8 bm\\ Update sequence\\mber {LUSN)
y N NN
@' bytes\'Nncremental seq uen&\:ou nt
U(Q e \Nk count \\
@ A\N‘nute starting offset [\\1
| 0x16 |\ 2 bys)). Flaga\ AN\
oxoos |0¥18 AN 4 XMFT Xdcord logical size [L3X\
0x1C | 28\ 4 b AeT re\id physical size \\
0%20 32\\8 bﬁgs%ﬁfere\& to the base record \\
0x28 | 40 | \duytes ﬁ‘y ilab\\attrioute identifier  \\
0x28 | 42 [ ites ré‘ s an\W\attributes A\
0x2C | 44 [ 4wy $m.-écord\wber (NTFS 3.1+ \\
0T+ |\X00 |0 | 111 Sy i 3, N\ \
\ €
[L3] -
[02]+ okx o
1 Of bits ranging from 0 to 180

Mote:
two bytes in the fixup array.




i

_

o

\\%c:::t?grt] Min Size | Max Size
L2 D_WRMATION RESW 0x30 0x48
0x2 \$A1‘I’& LIS\\ Non-Re&&nt - -
0x30 NLE_T‘@?A \\ Resident Ox44 0x242
0x40 $C&¥CT:.,(/‘I)A \\ Resident \\. 0x100
0x50 $SEC\\T‘(’_L@TOR\\\ MNon-Resident \\ -
\0)(60 $VOLUMWAME @A \:\\esident 0)(0\\ 0x100
\CX70 $VOLUME_N¥)RM»‘¢'@ RtNent 0x0C \\OXOC

$DATA \\ M

\\

N’pIN DEX_ROOT \\ )

Cithe

7 i

"\

e

OxA0 \\DEX_A LLOCATION\ orr=esid %‘ - - \\
0xB0O $BWP \\ hén-R'.).ent \\ - Y
oxCo $REF‘N¥E_POINT \\\Non-%de} -\\ 0x4000
0xDO | $EA_IN FWATION \\Xsiders/fkk XOR\ ox08
OxEO | $EA \\ EN\ '17? w\OX‘IOOOO
OxFO $PROF‘ERTY_SR\ Eithe\\ M _.0) \\
0x100 | $LOGGED_UTI LIT‘\XI’REAM Non-Res\Nt -‘% Ox NXJ00
MNete:  The above attribute types and their ddoisted residency and sze P\D\erties g.ﬁm %

v3.1 and can be used a3s 3 guide. Hoszg\er, all values are variable aig
should be read direstly frem the $AtrD e Mtribute Defintion) file of theNa\get file 55

therefo

2

CroperliE)

+
+




Atl:ribute 0x10 (Resident)

Offsn \

| Length

: A
\4 bytes | Attribute type
\\"r.rtes Attribute Ieng\'ﬂ\

1)\0es | Resident / non-\evident flag |

L bm\\ Stream name uni\&e ¢har length [L1]
 bytes\\\ Stream name oﬁse1\\)‘l 1

tes |\Nags

3 W‘te identifier
- _'
AAttnb \e content length
by é’ﬁtnbut \ontent offset [02]\\
AN 2 byie?)' ding \\

I ‘|;| * 3 /-7y namd(UNICODE)
X?. or tlnksanp
8 Biths | L égd timegtamp

16 | 8 byt SMFCorSamyd tim\itamp
24 | 8 bytes \\ast a:é%meﬁ\\p
\| 32| 4bytes | \vgs /

‘\ 356 4 bytes M\\(num (‘y fvers\\s
0%x28 \MO [ 4 tytes | versign numrg: AN\
0x2C | N[ 4 bytes | Class o\ 4

0x30 | 4D\ 4bytes [ owner B\ ¥ ‘ ) \
0x34 52‘\\4 bytes SecumtyID\\

0x38 | 56 [ “S\oytes | Quota chargda\
0x40 | 64 S\y\es Update seq uer\\numb s ..J" J
1 Of bits ranging from 0 to 7, bit 0 set toN \enctes non-resident. \
Bits 1 through 7 are surrently unused, U Ay y eade)
N REJIW der §
Q Attribu
N

Cield Name and Definition

[02]+




File Name ute 0x30 (Resident)

| Length Tield Name and Definition
\;\
\\d bytes | Attribute typa

\Nytes Attribute Ieng\\
1 Ns Resident;‘non-\ﬁdent flalg1
£, byN\ Stream name uniﬁ(Ne char length [L1]

é_f)_bytes ‘n\Stream name oﬁseﬂk)'l 1

fﬁ)‘ es |\Nags A\
\ Zovkes | ANbute identifier
A N\
L\ N
\ L= DAL\ content length [LR)
" [

Vi ribuk‘-ontent offset [02]\\

| ZAdiIng \\ AN
1 nar\w\lICODE) \\
' dArector;r $MFT record number
nge'!ctory\k‘quence number  \\
W\ CredicZrmystam\\ A\
\Tr m@}gestﬁq\a N\
i \

8 bytes | \WNFT mdi estaNi

X La\acce S5 tifeptamp\\
[02]+ | 0x28 \\20 | & bytes |nde,\wocatr¢h N\

Index Adxual Ier.gthz‘
0x38 | S58\\ 4bytes [ Flags \\ ¥ A\

0x3C | 60 \\4 bytes | Reparse v&k v'/)‘ \\
0x40 | 64 | \\oytes | Filename unidode chel=ZZghal L31\\
0% 65 1\\,‘es Filename name\\ace 4

0x42 [ 66 | [L3NR] Filename

Bits 1 through 7 oare currently unused.




Attribute IengN\

Resident / non-\oyident flag '

Stream name unidNe char length [L1]

\Stream name offset\N)‘l 1

\lags A\N

Astibute identifier
x N
N A
FINALIENNe content length [LR)

20584 Atributyvontent offset [02]1\\

A\

)N 2§iﬂding\\

Bits 1 through 7 ag\urrently unused.

47/ DATA INTERRRETER




Data Atl:ribxso (Non-Resident)

_| Length

\\4 bytes | Attribute tyde
\\ es| Attribute IengN\

‘Nﬁes Resident f non-kﬁdent flag '
) 1 by\é\ Stream name uniN\e char length [L1]

\ Stream name oﬁseﬂk)‘l 1

755N \
es| AvNbute identifier
.
S A
,ﬂf; =S Runiiihstarting VCN
8 gygnlist\\ding VCN AN\
\ 2 bye?|“A)ist otidst [02]
0x22 [ 34 |\\2 byte /- ompyessidnunit *
o e €228, N\

40 8\1\,\95 A '|b:__t;é3nten\lﬂocated length
48 | 8\ Attri@ieiatent aval length

Tield Mame and Definition

56 [ 8 byteN\Attribut@corzt init\\zed length
8 bytes \ﬁ\“

[L1] *2

%able

1 Of bits ranging from 0 to 7, bit 0 seiNoy1 denctes non-resident. Bk

2 A value cther than zero denctes compdaion is present.

) thmu@'ﬂy unokiyd.
n Attribute Header

D Present only X \tream g#7$
n Mon-Resident Headwy 'j Attribute Body




Attribute tyi

Attribute lengi\

Resident { non-dsident flag '

Stream name un\\de charlength [L1]

\ Stream name offsel\01]

€ ) Aytes \Xags A\
ﬁs | Nibute identifier
N N, %
) o S
4&*'_ AttritnNe content length [N

0x00+ | 0x74 | RN\ | ¥zt Httribudd\content offset  [02\\
0x16 | 2A\ 2 b';.‘-’_PI_ ding \, A\
A+ | 0x00 | 0 NRLT] *3Z72=n narky (UNICODE)
S dl S G
0x00 [ o] \ CﬁAattribum type
\ 0x04 | 4] 4dNs | O Aortng\\e \
[02]+ W\x08 [ 8 | 4by\| Inde@FeSyength\
\X)C 12 1bytes\ Indexrﬂom’ lster\ﬁgth
ONR | 13 [ 3kytes | \Phdding, “2 A\
\\‘ A ¥ \\_
OXOONN, O | 4 bytes |n&=\node(.|(y: Hset\1\03]
021+ | 0x04 N\4 | 4 bytes Inde\\odele%ﬂ A\
0x10+ [0x08 | \&| 4 bytes | Index \Ne allo,a_tir:ﬁl,gth NN
0x0C | 1A\ 4bytes | Flags  \\ A\

\’ N\
0 Adbute Header ex N‘.ea.-ader
n Resigent Header n Indey Node Ev‘dy
A\

il
N\




XR\oytes

Attribute lengit\

1\&:&5 Resident f non\&ident flag '

AN

Stream name unk&le charlength [L1]

" %"’ bytes\\ Stream name offsef\Y01]
@!_? es NN

i
W 2 b LNist oldet [02]

\\2 bytee¢‘: LressiN\unit
0x24 | 36 | \uytes @

A\N
N\

40 | 8)\wes

AW nteny\Xlocated length
28 | B oyN, Atmlueé\tent Nval length

N\
A\

56 | 8 bytes ‘\Atmbur@ﬁ init\dzed length

Variable

A

8 bytes ‘e'%‘? com R&ssed length
[L1] "2 ‘f CODN)

f\” cONtAN
\he non%t data’
e, INT

1 Of bits ranging frem O te 7, bt 0 set to\\Jenctes non-resident.  Bits Y t\rough r@

n MNon-Resident Header

] Attribute Body

A\




AN

| Length

Cield Name and Definition

5
\\4 bytes | Signature NIR 4E 44 58] “INDX" (ASCII)
\obytes | Fixup array oset [01]
Z\S{es Fixup array enN\:ount [L1]
'\\(3)(08 ﬂ\_\ Update sequenc&r\\y\mber {USN)
| ox00+ | \N\O N ‘yx‘_ bytes Bl\ndex allocation VCN\\
oL

0XQY, “aes | \XNex node relative offSg) [02]
0x0N\) 4 ; In\& node length [1L21\\

0x08

NE

0x0C

by

MNete:

X
0




Index entry IEnith [01]

Index data lengha\ [L1]

Alinde\entry length [02] \\

S Andex \ita length [L2]

A\N

e
WA
[L2
\_r’

N T ——————

7 entry\aqta

Pl regerence\\umber

Indm@ngth\\@ﬂ
\Ind exts ,fe)'lth [\\3\]
Mags S

- A
ie K e body\
N\ TS

SMFT Xe¥erence Sembex
Index er\"\l ength 9
L

Index data\eqgth

: This Neode example sontains 3 indey; ntries. A Mode may

Gontain zero of more index entries.
1 Of bits ranging from 0 to 15, bit 0 st digs

3 child nede and bit 1 set denctes this sNf\: last entry in the

node.

2 If 2 child ncde exists, this regicn will alse centNjizthe child

nede identifier.

fes the existence of

Flags '




—

Fixd Name and Definition

NP instructions  \\,
c\ﬁm eg. ['MSWIN4, NNASCI)
T NN NN

< By‘t&&er sector \\
A Xector\\er cluster A\

0X0E 7 %erve‘d\\ector count A\
0x10 f)ﬂ ocat\on table (FAT) count exn2
ox11| 17 é‘:ﬁec’cor\\ntries A\

\[ o3[ 19 R Fctpr ool A\N

W\ 0x15] 21 Mediaﬁjptor\\ A\

ax16| 22  File E'%E? able\NAT) sector count  \\
el 24 \NectorSe Ak \\ N\
R N G2\ N
Ox18\ 28| 4 bytes | Hid\ixn se r@A AN\ A\
0x20| \\\32 4 bytes Tota\'@itor et Sa \\ \B\

0x24] N[ 1 bytes | Bios dridoqumbe o m N\, \\
0x25 33\}\\1 bytes Reserved\i\ Q \\\ \\\
0x%25 38 1 bytes | Extended b o\i\signat

0x27 39 &-&wes Volume serial \\?1 ber \f-‘ \\ \

0x28[  43[ 11\Mes[Volume label (ASN) 27 A
0x36] 54| 8 by\e\ File system type (AGRI)




\\ t Record (VBR)

FiN\ame and Definition

‘.\\ﬂP instructions  \\

c\\m eg. ['MSWIN4. \\ASCII)

= By‘t&\er sector \\

Sector\\er cluster A\

*erve\\ector count A\

\\H:yh

Iocak table (FAT) count e\\z

\\Q bytes™ Aector\\nmes A\

R yytes é/cw coXy A\N

1 \\s Medm% pt or\\ \\

2 byt File 3fbpa=? able\\ﬂ\T) sector count  \\
Zby'tes\\ector T

2 byles NM ber ci]

4 bytes | Hid\iyn secur@A \\

4 hytes | Total \ctor'co i \\
4bytes File alloc on ta all ect&)unt

\2bytes Extended f\ys (é \\

R bytes | FAT version
\\vtes Rost directory Saxting cu(g/‘ et \\
File system informa\ion se‘¢" \\

2 bl
f%

2 byt\\ Backup boot sector\\ctor &

12 bytes £\ eserved
1 bytes |1 dnve number

0x41| 65| 1 bytes| Res\i\ved &
0x42| 66 1 bytes Exten}.‘\f-\ hogt signature \\

0x43| 67| 4 bytes| Volume'\eial number

0x47[ 71| 11 bytes | Volume laAS\(ASCII)

0x52| 82| & bytes| File system P\E\e (ASCII) \\ )

//

BIOS Parameter BlockN ) u FAT32 E)N\sm

&

n of \"B




me Directory Entries

Fiet\Name and Definition

\ Mame Directory Ent

Miveffolder name and exr- asion {ASCID
OXOB\ 1 1 F|I\\3Ider attributes See\\'ltry Attributes” table below)
0x0C \\2 L Reseded forifindows NT \\

0x0D \\ 1% Aea\tn:»\)\me 10ths of secon&\

0x0E | 14\ 4 byt _/dpgtion\\estamp {DOSTIME \ROSDATE) *

0x12 ‘|8 2 bytes (LY ¥ ccesdaM date (no time) (DO&\ATE)

0x14 [ 20 [ Riwtes Ka@ clust&\cluster offset (high wad) °
22| 4NNs m_%n timydamp (DOSTIME + DOGDATE)

2by\s StaViyf] cANer, c\\er offset Iowword)\\

4bw:es\ Flles c
\ 1 bytes L.l 5|gna* |7 (Sf "LF[\ SNghature” table below

10 bytes | LFA\Nt, ch Dthro\\h 4 {UNICODE}
0x0B 1 hytes F|Ieﬁc\\r attm =SS RE Er\\Attﬂbutes table be\\)
0x0C | TR\ 1 bytes | Reserve\\Nor Wi /aj A\ )
0x0D [ 13\ 1 bytes | Short file Naxae chelk :%alue A\ A
0x0E | 14 | \Qbytes | LFN text, ch\\cters \

b 10 \\CODE)
OXTA | 26 | “\es | Unused %
9 u

0x1C [ 28 [ 4biNeg | LPN text, charac\\ 11t NNSODE)
1 Of the 11 bytes, B bytes\alg reserved for the file nam

e\ 3 bvitel for 4 ChEIY
2 Of the 4 bytes, 2 bytes areyidgerved forthe time and 2 BAgN for theYate dﬁ oreakdoirzbelo .
3 The starting cluster value is

ealoulated by combining the \ Entry Attrlbutek\ nd Nive
high anh o worts. \Nt Descrlptlon\\
- \) Read Only
LFN Signature ‘I\\Hidden
Bit Description 2 [\System \
0-5 | Sequence number 3 | V\\ymelabel \
Last LFN entry 4 | Dirdgdory
7 | Deleted LFN 5 | Archive\
A\




t Record (VBR)

Fiet\Name and Definition

‘\\MP instructions \\
ORM 1D eg. ['"EXFAT "NASCI)
NN NN

s

;.:“Iat&\der- BIOS Param%ck {BPB)
¢ AN

N

w

qf)-—
1@;@_

et | Volu fSAN offs)
\\Wolum -.\a;@:‘ount\\

84

4 bytes | AT sec:o (from\\3R)
4 bytes FN\fsectOr foft ) \\

510

0x58 \\ 88| 4 bytes | Clushd\ bitm:&: offset\\i(om VER) A\

0x%5C \\2 4 bytes Cluste\Ntmap, 5 rf'fset\\ \\
0x60| 20N 4 pytes| Root diréddory clt.é’ 7o)t (FONWBR) \)
0x64| 100\ ¢ bytes Volumese\é{numb@. AN \\
0%68 [ 104 [\ bytes [ exFAT versiog\wv.m: ‘)(/‘_ \
0x6A| 106 Rwtes|volume flags " \\ 0 N\

0x6C[ 108[ 1 duNs|Bytes per sector, Yha povr“.¢/‘ A\

Ox6l 109 1 b'y't\s\\Sectors per cluster,\.' a poufw

Ox6E| 110 1 bytes\r'ile allocation table (F—\\\\‘;) COUltt ez

oxeF| 111 1 bytes | Dx)\e select, used by INXN3, typ el )

0x70| 112] 1 bytes| Dal\yrea usage percentaye\ 0xff Sivzilable

0x71] 113| 7 bytes| Resennd N\ ‘/_

0x78 | 120390 bytes | Boot codd N\ 49'/»‘ —\\

AN

Signatur@\‘:\‘f; AA]

1 Of bits ranging from 0 to 15, bit 0's value indyaN es the active FAT (0 = first)

N secorth w& ‘.!:e-
indicates a dirty volume. Bit 2 set indicates magy failure. Bis 4 through 7 2 Nurrenthy é

P

BIOS Parameter Block\kB) n FAT32 E\leion cn‘iPB
A%

\
A




R N L

Wame and Definition

r\:IL.N\er of 32 byte record\\ the entry
e ) Chedum AN
207 e att&\tes \\

es

0x06 [ 6\\ 2byt _/Pe erved\\

A\
0x08 | 8 |\t bytes "Cé)id tim\\\amp (DOSTIME + DOSDATE) *
a

0x0C | 12| Nwtes |\ ’f_: y)ess tiN\stamp (DOSTIME +X00SDATE)
e 1T165

\ 0x10 [ 16| 4ds | L jed tif\dstamp (DOSTIME + NNSDATE) *

N 14 |20 [ 1oyi\\| CreW/i7Ays valdd\
\HS 21 1 bytes\\Last 1! e ‘Oms\&ue

A\N

O [ 22 ] 1bytes |\Oveated ti‘%ie valdd\
\ 23 | 1 lbytes L&g\modh‘ ime, ione\&ue

N\24 | 1 bytes | Lashageessts

_.-'@o‘ne vil\e
7 bytes | Reser\ad
\|_ Data Sream RedY \

W\ 1 bytes | Recard typg\OxCO|

o o
e S
e —_
o o

T
[} 41
/

0x01 N\\boytes | Secondary f\gs *
0x02 N&es Reserved

1 bkk Name length

2 byte\\ Name hash

2 bytes \Kesewed

A\N
8 bytes \&d data length \\

o

=

o

=
am|m|o|s|w]re]—

0x10 | 1 4 bytes | Rexhved A\
0x14 | 20| 4bytes | Start\y cluster offset A\

0x18 | 24| 8bytes | Length\oXjile A\
1 Of bite ranging 0 te 7, bit 7 indicates the tyard is alloeated.
2 exFAT attributes are identical to FAT attribut\aNgith the exception of bit 3. §
3 exFAT dates and times are identical to FAT dadghand times. 2 bytes for time\iNlowed BY

date. See FAT dates and times.

4 Of bits ranging from O through 7, bit 0 set to 1 indisktdg "alloeation possible”.




Sé\\ndary flags

File r 1*ne {UNICODE)
rord t31= {0x83, Ox03 if no voline label is set)

Y _ﬂelab\\gmcode characterle\,\h {maximum 11)

‘(«é—} |abel \\NICODE) AN\

e

=g

\—

0>\\

0x0X\

\tmahWst bitm\dp, 1=2nd bitmap)  \\|
R\erved /7 )

0x14 )

0x18

Up-Case Table R R

Staxng cluw‘

0%00 0‘\ 1 bytes A

0x01 1 \\byrtes Reserved \\ /' \\
0x04 [ 4] aNvtes | Table checksu\\ '0

0x08 8 | 12b\ds | Reserved %
ox14 | 20| 4 by‘c\\ Starting cluster offs\\ ,
018 [ 24 8 bytes

lp-case table length
x wd type (OxAD)

0x00 0 | 1bytes

0x01 1 1 bytes Sec\\ary count
0x02 2 | 2bytes | Set chadsum
0x04 4] Z2bytes | Primary 19 \\s
0x06 [ 6| 16bytes | Volume GL\\
0x16 22 | 10bytes | Resetved

1 Of bite ranging 0 to 7, bit 7 indicates the record I\%ﬂ




o

N Rty

P N

sihld Name and Definition

Signature [48\.‘\N HE

Version AN\

Attribute flags  \\,

\.ast mounted versioN\8 46 53 4A] "HFSJ"

\\Jrnal info block \\

» | Valime creation timestam\\{MACTIME32) '

A

0x14 [ N\ ‘:é’;\fd uNde last modified timesty\ip (MACTIME32)

1Mol um\\ack up timestamp {NN\:TI ME32)

\ -
0x1C 28 |\ 4 by=?| JAume decked timestamp (MANTIME32)
N\ 0%20 32 | \\¢ byte ¥/ Fir

Yaunt \\ A\

\\0x24 36 \d\oytes Meunt\\ A\
Wes [ 40 4\(es h||‘2¢1 bloch\Nze A\
O\, | 44 4 by [ Al B0 ) iack 13N N\
ox38N 48 4 byted\\ Alloc Ak fred\\ A\
0x34 \ 52 dbyles N\Next aeZf o\ N\
0x38 | \\56 4 bytes | Revourceleaiiyze \\ AN
0x3C [ \Q 4 bytes | DaN\clump @. A\ )
0x40 6NN 4 bytes | Next\talog dsZl~  \\

7

Oxa4d 68 \\ 4 bytes

0x48 72 |\ 8 bytes

0x50 80 [ \3R bytes

RN &/ N\
Encoding\ \itmap ¢". A\N
Finder info \\ A \\

0x70 | 112 88 hvtes

oxco | 192 80 Dyixs

Fork data —Aoation .i% A\

Fork data — Exte\)s file

ox110 [ 272 80 bytds\| Fork data — Catalow\ile

1

0x160 | 352 | 80 bytes \\ork data —Atiribute\Ne w7,
0x1B0 [ 432 | 80 bytes | \\\k data —Startup fle\\ dé/'«

Mote: Values within HF S and HF S+ file systems\aiz stored in Big Endian byte Nler, unlel w stated.
From OS54 8.1 cnwards, the volume areaticrytiyestam p stores the loaal timY Nstead o w

7

+*
+




JFS+

- Catalog/ Folder Record

N}\ e Record \\

Fieng\Name and Definition

45T, \\

0x0C [ TN 4 byt _@ated Ba\estamp (MACTIME3RN

0x10 | 16 |\\¢ bytesCUZDnt moWNied timestam p (MACIME32)
0x14 [ 20 | N\ytes ‘A’é)& modNixd timestamp (MACTNAE32)
0x18 [ 24 [ 4des | Ls=FacAysed tidestamp (MACTIME3AN
N IC | 28 | 4 byd\| Baod ToAstam NWACTIME32) A\
W20 [ 32 | 16 bytes\\Perm! w A\ A
038 [ 48 | 16 bytes |\t\le infcfim ‘% A\

0x48N 16 bytes | Extwnded " AN\

4 bytes

Tex\dncodibs

0x54 4 bytes Reser v:l §l \\
Catalog Folde \\
0x00 \\ 2 bytes | Record typc (0}(01 "._'
0x02 2 | \bytes | Flags
0x04 4 Ntes | valence
0x08 8 | 4b) | Folder 1D
0x0C | 12| 4byte\\ Created tmestamp\\ACﬂ
0x10 | 16 | 4 bytes \ content modified timdmamp { %
0x14 | 20 | 4bytes | Ni\ibute modified times\anp (M7
Ox18 24 | 4 byles La\\accessed tim estam;:\\‘lA CT| T
0x1C [ 28 | 4bytes | Backuhtimestamp (MACT|\\32)
0x20 | 32 | 16 bytes | Permisyns
0x30 | 48 | 16 bytes | Folder in\oknation
0x40 [ 64 | 16 bytes | Extended fa¥er info \
0x50 [ 80 | 4bytes | Text encodiny\\ \
0x54 | 84| 4bytes | Reserved \\




N 2 Sup\Rlock (Part 1/2)
\ Hex%

sheld Name and Definition

Ny

£ Aawtes | Total inodes cxtint
CH N N

1 40\ | Total blocks coul\- low 32 bits'
'&‘_ 4 bytee\l Reserved blocks et —low 32 bits '

0x0C\\\ 12 L bytes \\Free blocks count — I 32 bits '

0x10 \16 #j‘es \';\eeinodes count \\
ft_r.

@ A%ill‘j‘?f:l\:tzaeblock \\

\
| 'ragm\\t size &7 \\

k4
A
0x1C 28NN &

0x20 32 4 byt | ks p\\qroup \\
\\ 0x24 35 \\4 byte f Lot _ents\a\r group * \\
\\1)(28 40 \Naytes ' LicePaer QN\D \\

WN2C 44 4\ves | Moulhestan\(UNIXTIME3Z)  \\

0NN 48 4 by\e\, wre".‘ﬁ_)e_-gmp W IXTIME32) AN\

0x33N 52 2 byte\j\ Mou=<ZAAt) — \\ \_|
0x36 \\ 54 2 bytes \Naxim tount\\

0x38 | \\56 2 bytes | Nvie sigherZ2Ty3 EFN\ AN

0x3A | \ow 2 bytes | Filddystem Etate A \\ \\

-
0x3C 6\ 2 bytes Ewor\%ctio. %ur "A\\
r e

0Ox3E 62\ 2 bytes | Mino

sion 8@/, A\
0xA0 | 64 | \ 4 bytes | Last checx\m esta@(ﬁ{l’lm\\a

Ox44 68 | \\bytes | Maxtime be\ieen checit ), A\

Lo e R L I

In EXT2/3, 3 stand-alene 32 bit thal, In EXT4, the low 32 bits &N 64 bit ey

Raise the base value of 1024 to thidwlue to caloulate the size. BN N\102440 -% K451 = BINA.

These fields are cbsolete in EXT4. J)
D\Z)

Operating system wvalues inslude: 0 = Linux, 1%

3 =FreeBSD, 4 = Lites. 'j

Resisicn level values include: 0 = criginal, 1 = wers\oX 2 with \: EXT 4;)n|y

dynamis incde szes.

0x48 72 N wtes | Operating sysheva ¢ A\
0x4C 76 4 Davs | Revision level "\ é J.  \\

State values include: 1 = unmounted cledgy, 2 = emors detected.
In the event of an ernor: 1 = continue, 2 = yi\punt readenty, 3 = panic.

Hurd, 2 = Masix,

S
—




!"'_

NI Name and Definition

3
Hex

Reserved blooky default UID ®

Reserved block\default GID ®

First non-reserved\\vde

p Abytes\‘ Size of inode structuN\

Ox5A iges ‘\)ck group number of\\s sup erblock
oxsC | \W2 [ ° ‘g;) | Ci\patible feature set * \\
0x60 A\ @A Incolinatible feature set * \\
0x64 100NN~ 4 '&Reado\\-com patible feature\& !
% 0x68 | 104 |\ 16 by=="| ;A ume NNID AN\
A\ 0x78 [ 120 [ \\6 byte¥ /oty e Nape {ASCII) A\
N\\0x88 | 136 [ Ndoytes @g whid\ last mounted  \\

axee [ 200 4\ates .-.Ig%ﬂ'. usagh\\itmap A\
oNXC | 204 1 b\ | Pre @Qn hloNs A\
0xCRN 205 1 byted\\ Pre-a5 direchiy blocks \\_
0xCE \ 206 2 bytes \ResenS=T2T alocka\\
0xD0 | \R08 16 bytes | Jomal s€esZaGoy UUIRN AN
0xE0 | AM 4 bytes | Jodxhal file Gode Mnber \\ \
0xE4 | 228N\ 4 bytes Jour\&& W‘\her A\
OxES | 232\ _ 4bytes | Start oNode deifie 2 A\
0xEC | 236 | \\16 bytes | HTREE h\da seece” /7~ \\
OxFC [ 252 | '\ bytes | Default has\ \ersior! ﬂ* A\
oxFD [ 253 Owtes | Journal backunywpe ¢ A& A\
OxFE 254 2 tvivs | Group descripto\size "

0x100 256 4 bytds\| Mount options {deha\/t)

0x104 260 \\First metablock hloch

Crllestion of bit flags whish define the fexu\azs of the file system. The
somplete list of feature flags is toe large to\gNude but is available st
www. oo kandoode.comirescurces/ext-featune-Naks

Unused in EXT2 and classed as padding/alignmiyry
Unuzed in EXT3 and classed 3z padding/alignmeny




\pr224. up\glock (Part 3/3)

\

N— — Ngth Nild Name and Definition
\ 1%)-
08 [V AG2 2 A\tes | File system criijon timestamp (UNIXTIME32)
7657 O 68 bds | Joumal inode baxiup
) 3‘?%6_ 4 ytex\l Total blocks count\Nigh 32 bits ®
0x15A\\ 340¢7” ) iwtes \\Reserved blocks couN\—high 32 bits °
0x158 |\\344 _ﬂ*es [ Xse blocks count —hig\32 bits ®
0x15C \\8 K g)r_ Num inode data Ieng\‘n\
0x15E 3\\ (G ,;,;.§5EW' N:de data reserved Ie\&h
0x160 352N\ NS I_Wisceh\eous flags *** AN
0x164 | 356 |\ 2by?| SA)d stridd\ A\
0x166 | 358 [ \\2 byte: eﬂA;noun:N'otection {MMP) upd\s interval
\Ox168 | 360 \ytes iz T)ount gxdtection (MMP) black \\

0x\70 | 368 4\es l%e widih\ A\
0x NN [ 372 1o\ | LocdyZp) ner fidd\ A\
0x175\\ 373 1 byte\ |\ Pad@qmen\\ \_|
0x176 \ 374 2 bytes \Raddin$ .gﬁnent A\ \\
0x178 | \X76 8 bytes | Ditime K=aZamSywitter\\| AN
0x180 [ d8v 4 bytes | Actho snap (hot izZ8= nun\der \\
0x184 | 388N 4 ytes Activ\&psh yﬁqtim N \
0x188 | 392 \\ _ 8 bytes | Active Sa\oshol @seZ2 blochy
0x190 | 400 | \\ 4 bytes | Snapshot\dt inodarfifir  \\
0x200 | 512 [ o bytes | Mount optiohd\ 0\
0x240 [ 576 N wtes | Tracking inodd\Nor use W A\
0x244 580 4 N\s Tracking inode ‘r\\Nroup ué‘ fia )_
0x248 | 584 4 bytds\| File system blocksigysters'=<%
0x24C | 588 | 436 bytes \\Reserved A\

B The high 32 bits of 3 64 bit integer. \




sheld Name and Definition

File mode eg. \dowxrwsrwx” |

Owner ID (UID) \\ow 16 bits

=) by't\\ File size — lower 3\\ts

Aby'tes\ Accessed timestam p\\NIXTIME32)

0x0C \\ 12 _ﬂ*es [ \dode |ast changed tim\Xamp (UNIXTIME32)
0x10 | \\6 ‘/c/fc)_ Lag\modified timestamp XN IXTIME32)
AP

0x18 24 \

&A Dele \n timestamp { UI\IIX‘I\\E32)
£ _aroup\l\ (GID) —low 16 bits \\

\ 0x1C 28 \\i &e%«jz}u\\\ low 32 bits A\N

\x24 36
0N 40

Noptes XD \
A\pjtes ui% low 3Noits O

0x6NN 100

0x68 \\ 104

60 by\a\, | Poi ﬁ'tr hlocka\\ |
4 byte\ |\ NFS§ ’a I
4 bytes \Nile ACS é,z‘: bits\\, |

0x6C | \\08 4 bytes | N\ size P D VI AN\
0x70 [ \\ 4 bytes | Fraxinent aldreszAy bsole\dy
0x74 [ 11N 2 bytes BIocL\\ount P blts \\

0x76 | 118\

2 bytes FlleAC\\hlgh )
0x78 | 120 | \\ 2 bytes | Owner IDNN/D) — %

0x7A [ 122 '\ bytes | Group ID c\m hlgrﬁ \\
0x7C | 124 utes | Reserved ‘f \\
0x80 [ 128 2 s | Isize extra

ox82 | 130 2 byts\| Padding

0x84 | 132 4 bytes \\\node |ast changed t \\=S‘ta ‘?:
0x88 136 4 bytes | \\st modified t|mestarr\\=xtra é/f__
0x8C | 140 4 bytes | Addessed timestamp extha\ \,2
0x90 144 4 bytes F||e\\at|on timestamp \\

0x94 148 4 bytes | File CN\ on timestamp extra\\

0x98 | 152 4 bytes | Version\'\igh 32bits A\

i

Detailed breakdown of these walues available =t ww\\ kanduode.GDmfresourues!&\"lDde—ﬁa_gg‘
ALY AN




AP 11\\
Windrgf28, iggtonws 88, NN ows ME (Nthe below chart, the %WINDIR% variable
[ regizeents the path to the Windows foider eq.

r ANN
\ W WS 20 L ind ows NP\ Wind ows Server 2003 "ZNAgdows” and the %USERMAME % varable
[ nw*' =) ,y]rmdow\\rlrmdnm Sarger 2008 | rEPrefgNts the name of the user's profile folder eq.
§ [] & i Admiriigtor”

\ g wzmz AdminON
ctwe Registry Hive
\ VEMYIN DIR %

Note:

%N DIR%
N o)
\\ m|m(m|m SYSTF% AN
\|\ Nndc :

\\WINDIR%
YMUNND | R%6\Profiles\%elUSERNAME % |
\ DRI
\ m|m(m(m| SEC\RITY
ANDIRWsystem32iconfig  \\,
w IR%\avstem32\config
\\ NTUSER.BAT T AR ANl es\HUSERNAMERN
N ‘\Docu"" Znty "qs\%USERNAME%
\ UsrClass.dat LOCd.I- .|r- pigation DatatMicrosofty
mlm\rciass. dat (RN RI‘\JF E% ata\Local\Mlcrosm\
\ : W ndows ‘//‘
7

//

YeMVINSNR %evsystem 32config\\
7, 'VIN D\hisystem32icontig \\
\ NTUSER.DAW | \0@liemys ana\Setting s\%US ERNAM\‘:\
B NTUSER.DAT\\[ Wsefs\%2 ,\;RNA\\:%
L L IESN Boot \\|
m[ DRIWARS %WIND\\{:\Sys..‘.%m‘ﬁg

'a

[ ?,
[ *, ntuser.dA\ %WINDIR%\RE\\3 , ,\ A\
[ loriginal nam eI\l %WINDIR%\repaif\\\ AN\
a _REGISTRY_ \§ystem Volumelnfo“on\\//
MACHINE * \ restore{ GUIDArp[n

H|®| [original names] | WWNIN D|R%\system32\c\\g\Re¢a’m'

Windows NT backs up when/ff the user runs “rdigk\s
Windows Vista/f/8 wilise Yolume Shadow Snapshot

[ R R

WRS) Earlier revisicns of hive, \an exist in €S




\ - File Layout

awe and Definition

Signature [72 85\ 68] “regf”

1% sequence numbgy’

2" sequence numbel\\

hodified timestamp (FA\ETIME)

Rk\str’y major version \\

'@AR‘EQN\&W minor version \\

N AN ?egisﬁ&livetype A\
\ 4 bys=2"] LA ocur\klted \\.

\\4 bﬂef&gey c’\kt 3 N

\r\bytes

4\tes

460 B\

% ion\\gth
uented\\
L

Un

4 Inytes

4 yted\)

S

0
A\

4 bytes | HENNblock @ N\
0x08 BN 4 bytes | HBIN\Ngck |e¥gto ]
0X0C | 12\ 4 bytes | Undaciiented 6_ \
0x10 | 16 | \\ 4 bytes | Undocumyted ¢' f/" \
0x14 20 | \\\ bytes | HBIN timesiu\p (FIL:‘;@T
0x1C 28 Kwtes | Undocumented\
0x20 32 ;é‘& Records area \\

A

EN L (Y

)/




N

%izld Name and Definition

e

Record len gtt‘\\

2 2Ny

Signature [6E BR\Nk”

~Z

A 2 byt

Flags (see flags tag\e below)

0x08\\ & & bytes\\Key last modified timegtamp (FILETIME)
0x10 \\ 16 _ﬁ'ftes \\\r’tualisation referenc?-.\\
0x14 \\0 N x(_jﬁ;k P\\i}nt key record of'fset\\
0x18 &e\ 4*) Sut\xv count \\
0x1C 28NN NS DVolitild\ ubkey count AN
\ 0x20 | 32 |\\ 4 =g key Xt offset N\
0x24 35 \\4 byte M'.e su%%y reference \\
\\0x28 40 NN bytes i ge) ecora\dount A\
Wec | 44 Nges Je‘hf-",t N \\
0N | 48 20 | SeliA 1) off s A\N
0x3NY 572 [ by ClalAeriset \\ A\N
0x38 \\ 56 4 bytes )\ \Subke =248 buffer \hgth * AN\
0x3C | \\60 4 bytes | Riyss naCer gy lengh\ AN
0x40 |\ 4 bytes | vaas nam (butfsAength X\
0x44 68\ 4 bytes | Valu\Nata b¥fesosih ° \\
Ox4C 76 N\ 2bytes | Key naxis lengtl("[ L7, N\
Ox4E 78 | \\ 2bytes | Class nank lengtv” /7" \\|
0x50 80 [ NN bytes | Key name \a5CII) ﬁ* A\
AYLY ) AN

1 Signed integer whose abso\ty; value is the 2
length of the record.  PositiveNyN|ues are \\ Fla¥ fo,7=)- Ke\\
unallocated and negative are adpiated. Bit &&k [ o Aomriptioy
2 Offset is relative to the start of thexPNGIN region. 0 0 \\ K A Y o
-
3 Thelength of the buffer required 1o NoXs the X8 WL s S
sorresponding value somponent’s datay Kg. 1 OXOZ\\MOUT- sl \
Yalue name buffer length equals the spaig 2 0x04 \NOOt ke
required to store the longest value name - —2 r’ \
aentained within the key. 3 0x08 Kg\cann. Lh Tiled \
4 0x10 | Syiiak kev-
5 | 0x20 | KeyAa\e is NASC
I\\6 | ox40

PredefiNdd handies
AN




Ngth &d Name and Definition

Record Iengt}'\\

2 2 bydd\| Value name length\\L1]

c‘
e
. ‘%) 2 \ks Signature [76 BN\'\‘VK"
L‘L
o

N

bytes\\Data length A\

\\ 12 Qﬁ;es \Duata offset AN\

\\6 | *F 77y | Dii\ value type (see dath\\pe table)

NN cggs XN Y

200X Padding AN\

SuNemely large this value is ani\gNaet to 3 4

teXhY, actual value data. All cfeds\are relat rt of th NBIN region.
3 Of b N to 15, bit 0 set to 1 indicathsan ASCI J

24 \NL1] B ‘é'ue nd\e A\
et

Signed integer whose \E\olute v Wy ath of Np\, record. Positive values are\gyallcoated and
negative are allooated.
"

This walue is typically the oaNg to the e Howeihwhen the data is extremely \nall is <= 4
tes, the data itself is storedyi\this lcoatig . £ad of the Lﬁ (Bt to th& data. AIsD when %gddata is

Y Da\pes” %\
Value Microk& Constant Name \\\ (/ cripNon

0x00 | REG_NONA NNeﬁner'%d as\NEG_BINARY
0x01 | REG_ 82 \\ U6 littl Pendaf)string\\

0x02 | REG_EXPAND\SZ REG\SZ suppo%nv. vaxables
0x03 | REG_BINARY \\ Raw da\displa#5ZM DexadeNial
0x04 | REG DWORD  \\| 32-bit ||tt|\\nd|an‘-4' &

0x05 | REG_DWORD_BIG_SNDIAN | 32-bit big eldan intege’ \\_
0x06 | REG_LINK A\ Symbolic link\\ Y

0x07 | REG_MULTI_SZ A\ | Multiple REG 5\\eparc./

0x0B | REG_QWORD \\| 64-bit little endian \o\eger &5‘ |

//




e

\
\k Filename

|[EQ and under
[\
510 upgrade z

SRoryiH ISTOM

:‘\Te| asorary Migfmes

i dat

E1&

WebCadaw

! wa\ LOW..

Windows
Version

Windows 2000

Windows XP

Windows VISTA

Windows 7

Windows 8




Ngth

ld Name and Definition

Signature ["CIIRN UriCache MMF Ver ##]
Index dat file siz\\

First hash table off\y; '

W\ otal block count \\

0x%28 \40 _ﬁlj@s \\ocated block count ‘\\
0x2C | \W | 4D, | PaNing A\

0x%30 Ne\ ‘é) Cac\\mze {quota) limit of \\tamer

ﬁ )Zache \e of the container \\

0x40 64 \ 3 bp.%‘l rele\\able cache size of th\\ontainer

0x48 72 | \\4 byte W/Co2ye dire\dry count *

AN
i)y 0 R count \\

XG0 80 B\tes ‘fo Dir\dory name (ASCI)  \\

0RO} 88 4 by\e\ | Dirdefy 9) File ot

A\N
Ox58Y 92 8 byte\\DlreL. _‘Wecto\\'lame (ASCII) \_|
0x64 \\ 100 4 bytes \\NirectoN=2AMexcount\\

0x68 | \\04 8 bytes | Difvetory & ﬁ:)ryna\\e {ASCII) AN

0x70 [ NR 4 bytes | DirdXory 3: Cile o2t \\

0x74 | 118N 8bytes Durew Ly o+,-\ame\\€<:||)
ctoi\

0x7C | 124 \\, 4 bytes | Dire

File" Gur/ A\
0x80 | 128 | \\ 8 bytes Dlrectory\\Dwect(% (ASON

0x88 | 136 [ \\tbytes | Directory 5:\C)Ne cou, .EA“ A\

0x8C [ 140 Wtes | Directory 5: D\\(toryr.am‘ﬂs.cn) AN\

0x94 | 148 4 davs | Directory 6: File\aunt é ) \
0x98 | 152 8 bytds\| Directory 6: Directde nam S22 1 Ix \
0xA0 | 160 4 bytes \\Directory 7: File count\

OxAd 164 8 bytes \Nectory 7: Directory rN\e { .L_/"(j/kﬁ _
Hash tables exist within INDEX.DAT files de\guilitate faster lockups of reNoéjs. The .% can ke

used 33 an index to looate individual reccrdd Nthin the INDEX. DAT file.

From cffeet Ox4000 (16364} cnwards, the INDXNDAT fileis broken inte 128 Wiz blocks? @

sontaining records are classed as alooated.
Describes how many directories are present for stony, cache. A 4 byte file counth\ghd 8 byte dirggtory
name for each will follow. The table above illustrates\a\salue of "8” for the direstory\gount. A2




R e
P o

2 \N\bytes | Signature [5852 4C 20] "URL "'

N)tes | Record block exint (x 128 = record length)
8 bWes | Date 1 (FILETIMEN

3 byte\\{ Date 2 (FILETIME)X\

_ﬁ'w es \Wate 3 (DOSTIME) *\\
é N \Y
0x34 NA| CL@2 | sty 1 offset [01] A\

0x38 56\ V_cs __Cac%\iirectory ordinal inde\\umber 3
0x39 57 N\ 3%5%5 IAaddink\ A\
\\ 0x3C 60 | \\ 4 by¥5/| o \g 2 odket [02] A\
\ A0 64 \¥ bﬁes@ﬁentr&\ags \\
Wxd4 68 \ytes E‘:%fset [N A\
N[ 72 D\ | S0 TN AN

Ox58N 80 4 by Daw;rmn&\\ \\_

0x54 \\ 84 4 bytes\\Hit e 5 \\

0x5C | \\92 4 bytes |\Ovokie &Zga ynestan (DOSTIME)®  \\
(011 [ N\ | Nulterm. | skiwg 1(#GCIEA,  \\ \\

[02] AN Nullterm. | StriNd\2 (AS V A\ \

[03] N\ [L3] bytes | Data \NTTP @ e, \\
Cther recerd type sighaiyres include "REDRY, "LEAR N\nd "FILE%

The exact definiticn of tN=\field varies depending on thy Ype of IT .lee. SeeN\ole below.
NDE>, D I%

Seld Name ahd Definition

o

Will comespond with 3 dirgNty

E I RN

¢y name and file sount in th
A valid date is cnly present i\ egtry records of Cookie INDEN NAT files

(@
Cache Hist\i\ Global | History Daily\'\.‘istory..‘c&

Date 1 | Server Modified [Last VNN [LastVisited 5 | NN Visited 4/

Date 2 | Last Checked Last ‘u’isit&\ LastVisited | File\heated .

Date 3 | Expity Date Expiry Date\\ Expiry Date Expiw\&e

Date 4 |LastAccessed [LastVisited \\NastVisited | File Grea\e \
String 1 | File URL Visited:URL OatelURL | [DATELURNN | Co¥%UR,

String 2 | Cached Filename | Title Bar <L\k‘ed> <unusec> \\\Gookie Fighame

5 Dates and times are stored in ooal time. Where n\&}liciﬂy stated, dates QPPEWTC time.‘




m~~

\
[Fwno@$lo A A\

‘l—w._%&nws Seian007

N

ote:

\sihe below char, the %WINDIRY vanable

regizeents the path to the Windows felder eg.

gqdows" and the %USERPROFILEY wariable

wer 2008 ¢s the path to the user's profile folder eg.

"CAlseNy Ndministrator®.

%{indum\ﬁndnm Ser
Wows SeNaN2012

||g

K2\
-&ﬂg

YANNN DIR %als ystem 321cd

% OFILE%\App DatatR
Wyind ows\Automatic 8

[sizel.db ¥

1
2

3

\_‘ RSNt
%\‘&ERPE&\R&&\ \\\
- %Daﬁ" Roamingh
i g Fecen
L

INFO2 ﬁ‘})

INFO A\ \RECYCLERN&UID} ¥ A\

INFO2 A\ (&/
m|m| 3iffile-id] [ext] /
mlm thumbeache \ %f\‘




wder record length

Sighature [4C 66 4C 65] “[\he"

Major\\rsmn

lon
4 by &% ecom Affset

Nry ofight

. e/rec ord Nmber

A\
m
A\N
A\N

rd nurkder

\&\'@Qsd I .I/)

F\\nnon(/’

= ”
EOF regynd Iengt

Signature \X 11 1 1(]

Signature [2\\2 22 22

Signature [33 \\33 33\/})

4 bwes\ \OF entry offset

O\rent record number \\

S|gnature [44 44 ’1‘ az ;
Flrst record oﬁset 2 %_s

2% record number

"\—_
F rwdord length




PR\l I —

Nenae

Nield Name and Definition

Event recoriength '

Signature [4C\9% 4C 65] “LiLe"

Record num ber\\

\ 4 byta\| Event generated tixiestamp (UNIXTIME32)
0x10 [\ 16 b bytes \\Event written timestag\s (UNIXTIME32)
0x14 | \R0 avent 1D A\

0x18 N EXSNt type A\
\ 0x1A 20\ N2 7)) EveNistrings count [€1] \\
\L\ 0x1C 28 Zwyes Jﬁvent\&egory \\
'\\ Ox1E 30 \\ 2 b} &gerve\ﬂags {reserved) \\
\\)x20 32 \\4 byte( WQQ re\kd number (resewed}\\
X24 36 \d\bytes ‘%sm'ngs\kray offset [01]  \\
0NN 40 Noles | (ES1) lengt\\(L2] AN\
ox2XN 44 4 b, | USeA Jiset [NR]
0x 3}\ 48 4 by\m\.\*ﬁ 4‘_,5;}3;\\\ \\\\
0x34 | \\52 4byes NRataoegGy  \\ AN
0x38 | \5% Variable | Sdyree sin ﬁpoo\\ )
AN Variable | CoXiwuter ném#Z=sg (UNICODE) *
[02] N\ L2T bytes [ Userso "¢ _Z A\
[01] \[’)‘I[?iy]rte; Event %Ns arr%(‘ DE;\\
[03] [\X] bytes | Data (ASCN\y UN|

\Nable

O\
Padding  \ \’f A\

4\§{e E]

Event record Ie\kh !

N IS = R

If [G1] is greater than 0 an "Event strings =

¢ Spur byte value which sontaing \he sizeﬁl'

TR
Ewvent types: Ox1 = Error, (k2 = Warndgdy, (=04 = Information, Ox8 =N Noess Al ﬁ C ailure N
The "Computer name string” immediatei, y/lows the "Source string” teiNgzating GI._/

gl
oy will exist at offset [04] an, dpntain [u%
-
+




header
Fielc\&e and Definition -
Adwtes | Version / revision |
page idx

s | Signature [53 43\a3 41] "SCCA”

4 bytl\{\ Undocumented \\

bytes \File length

fes \\) ram name \\
Ox4C | \X6 -ﬁﬁ PF\?\.'tch hash ~ A\

0x54 PN 2 /él Pagd\Nidex table offset  \\

page list

0x58 BB\ i age\\extable record coun\\

o

0x5C | 92 N\ 4 by==| Aye list\¥ble offset

\\ 060 | 96 \\4bwefé@1istt&\a|ength \\\
N\x64 [ 100 [ \doytes G \

\ Wible ofvet
68 | 104 tes | Strigghle lenita

ri
0N | 108 4 b\ Vo'j.@rion o\t

ox79N 112 4 byte)\ 2

\Volu...g cOUNN
0x74 \ 116 4 bytes \Nolum&=eZAn lengt\\

0x80" | \\28 8 bytes | Nehestan®rfTYIME) N\

0x98" | NR 4 bytes | RuN\Gount

3 The hash value is aNgh

Ioaated at offset Ox80.




INFO2

Allocated records \\

Abrytes\\ Total records '

R\cord length *

\

\ 0

®104

ord INoex

NG

*108 264

\dx10C [ 268

Noytes |

P
!@p umia; of recycled file
<

AN
Y

o4 | 278 A\pites

Fhyggzs

ﬂ;:l timytamp (FILETIME)

le si2\of recycled file *

0

A

d pat\NUNICODE) *

ARG

2 2 mynord BN value is
needed. F\g\eoords begin ot offset Ox1a\ahd are 'RE@ N
3 Depending oiZthg INFO2 version, operating \p\tem eto tl y
4
5
Offset
Hex Dec
§1/8R File L
0x00 0 8 bytes\I\Signature eg. [01 OONX) 00 O], ]
0x08 8 8 bytes | \\gical file size of recyvind file S 2 Q
0x10 16 8 bytes | R\veled imestamp (FIDNOTIME)
0x18 24 520 bytes | FileNdne and path {UNICODE) 55
Mote: $Rrecycled name convention: $R[6 Alphanumdyi; Characters].[Extension]

The 31/3R recycle bin format replaces the INFO2 fogNt and is present in Window) WNata, W'lndcx“?

and Windows Server 2008.




.

FILGYIME &.31 NTFS, REG, IBNNK, DBX, PST, WAB, PF

. 100 nanoseconds
SYSTEM'w
b

01 JAN 16017 00:00:0) 28 MAY 60056 05:36:10
MSDOS

N\REG
o S \N\millisecond
e o\\w 1801 00:00:00 ° 31 DEC 30827 23:59:59

E) A FANN/16/32, exFAT, IE, L\, REG
§ |.’1 JAN N\aX0 I:l(l:l:l():l.')lll2 31 T 2107 23:59:58

HFS+ sag% stem, Apple products
[rtery¥ 41 2 cdnd

Nange:
UNMA2 4 bytes \

T
1

UNIX54a \\ 8 bytes

Interval. 1 3
Epoch:
Range:

WEBKIT Usage: Google ¥ romeTéa*/
[rterval 1 microsecusd
Epech: 01 JAN 1601\3\:00:00
&ange: ¥
PRTime \oNge: \
1 FILETIME can be found expressed 2
2
3
Meote:

Mote:  The ranges above are caloulated from the intervalig




RES - Videophics and Archive Formats

\Vides S /EAmats\\ AN\

3 e dzo  \\Header: 464C56 01

5 A &?CII: FLW.

; u"w Héadler: 52404646 _ \\ 415640 204C 495354
avi /O ASON  RIFF....AVI INNT
WindowsWedia - Qeade;' 30 26 B2 75 8E 66 CF 1N\\\6 D9 00 AA 00 62 CE 6C
[asf, wmi )\ wmv] /QCII: 8&2u. fI. |U. 2. bI1
MPEG-4 Viagy d LLaSar. DY R0 00 18 66 74 79 70 33 §\70 35
[mp4] )
MPFEG Video [ . mykyg, St _
\ mpg|

\Ogg Vorbis [.oga, \ 7= A 67 53NN 02 00 00 00 00 00 00 BYN0
\.19, .ogv, .ogx] RASCILARZA . . A\ ...
QNN Tim e Movie ; -0 D5 72Y0 66 IO 704D 3441 20 0D O\X O
[.m s XN S ..

0
Grapl’."\s.\File Formats \\ \\
Graphic \serchange Header\ 7 o’ N 474246 3832 61
Format [.gN ASCI: N F87a / 8\ GIF89a
Portable NetiWek Header: 8o\ DA TN0A \\
Format [.png] ASCI  BPNG\. .. / \
JPEGHFIF [jpg, Header: FFD8R{YD_ @ 0 00 \\Footer: FF D%
Jpeg, [fif] ASCIl:  y@ya. NNIF. A

JPEG/EXIF [jpg, \\Header: Froerrei\\_as 788566, Foer: FF DY
Jped] NASCI yoya.  ExiX) “A

Archive Formats A\ \
7-Zip File [.72] :;a&\ ii/aalald 1c\\
Microsoft Cabinet Header\wys 4346
File[.cab] ASCIL  MNXCF

WinRar File [.rar] :;g’:ﬁr: ?{Z;XYH 1A 07 00

o ) Header: 504B 03\0M
Zip File [.zip] ASCI  PK.. \\

A\




o\ X

o

A\

- O0to 63
OCT JHEX

\OEC BXNARY SYMBOL JINSC BINARY  JSYMBOL
Nolo 1'76 00000000 | NUL S 040 | 20 | 00100000 | Space
A\ 001 ¢ ;. O000RR01 | SOH 330041 | 21 | 00100001 | !
AN\002 ’/}ﬂ-;{)oomﬁ STX 342 | 22 | 00100010
3\oN3 Lz@om\\ ETX 35] 0a\ 23 | 00100011 [ #
4] 08A\| 04 Z2G0Y 100 \KOT 36| 044N\ 24 | 00100100 | $
5] 005\\ 05 sﬂv YO 37] 045 |\ | 00100101 [ %
5] 006 |\&6 [0 ﬁ(@/‘ ACK\, 38| 046 [ 2\ 00100110 [ &
7] 007 | o ooo.@ﬁ_.}BEL'\\ 39] 047 ] 27\\g0100111 [
8|00 08\\0000 s\ 40[ 050 28 [\§j07000 | ¢

§ 91011 ] 09 |\N0010CLAAR  |Z\\41][051] 29 [00NR1001 | )

N\ 10]012] 04 ommmof_ JI e[ 052 24 oo1dgQio [+

A\ ]013] 08 [ 0008011 (¢5 AN 053 [ 28 | 001018\1 | +

[ N\A014 ] 0c | 0000°NRO e 7) 44 NW4 | 2¢ [00101100[,
13\\15 | oD | 0000118\ CRYZ 735 Ok | 2D [ 00101101\

14] 8% | 0E [ 00001110\N\S0O ‘@/. 058\ 2E Joo101110 [\}

15] 01X _OF [00001111 NN 24057 N\2F 00101111 [ /\\
16] 020 \\10 [ 00010000 | DA (22250 W8 ]00110000 [0 \\
171021 | NI\ [ 00010001 | DENN I 461 05l 3\\00110001 [ 1\
18] 022 1:\‘\00010010 D2 \\| 5‘6@ 32 \N00110010 | 2 §
191023 | 13 \80010011 [ DC3 W\ 51|75 | /33 | ov\10011 | 3
20024 ] 14 [ 00010100 | DC4 62| 05z 00NN100 [ 4
211025 ] 15 | 008N0101 | NAK N} 065735 A00118N\01 | 5

22] 026 ] 16 [ 00019410 | SYN 5N\066 | 562y 1101NN [ 6

23] 027 | 17 [ 00010\N | ETB 55|NK7 | A 75y 011\ 7
24030 18 [ 00011008\ CAN 56 [ 0N\ 38 '000 W&
250031 ] 19 [ 00011001 g 57| 071\\ 39 ﬂ)‘ﬂ_.%y A\
26]032] 1A [ 00011070 | X0B 58 072 |\Sa [ o ACA | - \\
271033 18 [ 00011011 | ESX\ 59] 073 SN 00152ZT 1A\
28] 034 1c 00011100 [ Fs \\|| 60[ 074 3c\\00111%00¢"3, \\
29] 035 ] 1D [ 00011101 | GS ' 61[075] 3D \h\‘l‘l‘l‘lﬂjﬁ N\
30036 ] 1E [ 00011110 | RS \\62[ 076 [ 3E [ 00N 11108
31]037 | 1F [00017111 JUS &3] 077 3F[oor\\11 [?%% |

ARN NN




=

NDEC U | BXNARY symsoL | Ixsc Joct JHEX |BINARY SYMBOL
3 1{'7; 01800000 | @ X,MO 60 | 01100000 [ °
X 1011%,9100\\01 A _9N4‘| 61 | 01100001 | a
6A\1 02 /);ooon\m B 98| \2 | 62 | 01100010 | b
657 N3 | ¥ 41500018\ C 99] 1a3\| 63 | 01100011 | ¢
68 10| 44 @100‘*@ 100 144N\ 64 [ 011001700 | d
69| 105\\ 45 foj_‘l N\ 101] 145 [\o5 [ 01100101 | e
70] 106 |\N6 o.ﬁ«?ﬁ FA\ 102] 146 | ex\[ 01100110 | f
71] 107 | & O‘ICJ:?.G § 103147 ] 67001100111 [ g
72] 110 [ 48\\N\0100 QLA \W 104150 | 68 | A\101000 | h
§ 73] 111 ] 49 |\N0010CZT A [WN05] 151 ] 69 [ 0NN1001 |1
N\ 74] 112] 4A 0\}@1010% 6] 152 6A [ 01180010 | ]
\Xs[ 713 48 [ 01080011 .?{-5- 108\ 153 | 6B | 0110188 | K
YN 114 | ac [0100'N%0 [ 7552 108\554 | 6C [01101100] 1
7ANI5 | 4D | 01001 18N | M ¥/ 2 y09] 168 [ 6D [ 01101701\\n
78] \ha [ 4E | 01001110\ C@/ﬁ 158\ 6E [ 01101110 |\\
79] 1IN 4F [01001717 NN 24157 N6F | 01101111 | o\\
g0] 120 \\50 [01010000 | A\ |[ 2550 X\ [ 01110000 [p \\
81] 121 [N [ 01010001 [ @ \N\ || 17€] 1E\ 7N\\01110001 [q  \}
g2]122] 53N 01010010 | R \\_115_)5? 72 N\1110010 | r §
83]123[ 53 \&1010011 |5 N5 |75 [ )73 [ oA 10011 | s
84| 124 | 54 | &N10100 | T N6 | 157 ] 01\N100 [t
85] 125 [ 55 Jo1y\o101 U LKY{;SJ’?WHN\m u
86] 126 [ 56 Jor0nQ\10 | v 1180\ 66 ﬂa"‘fﬁﬂm\‘q v
871127 [ 57 | 01010\N [w 119I1NS7 | AL 2Ty 011\ w
88l 130] 58 | 01011008\ X 120] 150 78 1000 \X
89] 131 [ 59 [ 01011001 \\ 121] 171N\ 79 'ﬁ'ﬁ.y AN
90] 132 [ 54 01011010 | X\ 122] 172 |\Xa | O A20, | 7 \\
91133 | 58 [ 01011011 | [ \\ || 123|173 "N 01211\
92] 134 [ sc]or011100 [\ \\]] 124] 174 7c\){)1111(n?¢). \\
93]135[ sp|o1011101 |1 \W 125]175] 7D ‘Q\‘I‘I‘I‘Iﬁll'ﬁ- f_\
94] 136 [ 5E [ 01011110 |~ 26| 176 | 7E [ ONN1110M*~
95] 137 | 5FJot011111 | S 777 | 7F [o11\N171 | D%
ARN NN




o1

NDEC =f'¢t BY\NARY symBoL | Ixsc Joct JHEX |BINARY SYMBOL
N8 | 20 1?;’ TOMN0000 | € (230 | A0 | 10100000
RN 2014/ é‘joorm\m 16N41 21 | 10100007 | i
[1380\202 ] ﬁooo\ﬁ , 1622 | A2 [ 10100010 [ ¢
137 |93 | ¥ 40500018\ § 163] 2a0\| A3 | 10100011 | £
132] 288\ 84 100\\ 164] 244\\ A4 | 10100100 | =
133 | 205\ 85 ﬂ)_‘l 165] 245 | \os [ 10100101 | ¥
134] 206 [\86 1/6(?‘ 166] 246 | A\ 10100110 [

BN @)Q 167] 247 | A7\\0100111 [ §

135] 207 | &\[ 10D A

136 | 210 | 88\ 10006{ W 168] 250 ] A8 | \&101000

§ 137[ 211 ] 89 |NR0010CA# A |Z\N69] 251 | A9 [ 10001001
N38] 212] 8A 1‘0{)@1010@5_ Nol252] Aaa [ 10180010 ] @

N3g | 213] 88 | 1008\011 178N 253 AB [ 101018% | «
13N 214 | sC [ 1000'NN0 [ ¢S5 1723854 | AC [ 10701100 =
141815 | 8D [1000110N[ ¥/ 227)73] 265 | AD [ 10101101\\-
142] X6 | 8E [ 10001110\\2 @/ﬁ 258\, AE | 10101110 |\
143] 218N 8F [ 10001111 N\ X 24 257 \\oF [ 10101111 [T\
144 220‘*\\90 10010000 | \\_|[€7=Z=50 | R [10110000 [ \\

145] 221 [\ [ 10010001 | © \\ _1.‘(;?, BAN10110001 [+ \)
3

146] 222 9ox\ 10010010 | ©  \Y[ 17¢&] B2 \\0110010 | §
147 223 93 \\0010011 | * NNE 71 SN R

14g8] 2241 94 [ \o010100 | * 280 | 257 ZBa] 10\N100 |7

149] 225 95 | 108\0101 | - LX\26§4%%I011\\01 Y

150 [ 226 | 96 | 1000810 | - 18 \N\266 6(?110N‘Q q

151 [ 227 | 97 | 10010\N | - 18317 | 7/ 25y 011\ -

152] 230 | 98 | 10011000\ ~ 184 | 23 BS 1000 W\
153|231 ] 99 | 10011001 \\\¥ 185 271N\B9 [¥0 A1 | \\

B

154|232 9a 110011010 | X\, 186 [ 272 | \Ba [ 18AZA = \\
15512331 98 [ 10011011 | » \\_||187] 273 | BN 10152211 A ¥
156] 234 ] 9c [ 10011100 Jee \\|| 188] 274 BC\\*IOH‘.J"S
157 235] 9D | 10011107 AN 189]275] BD |[N\RI111184
158|236 | 9E | 10011110 | 2 90| 276 | BE [ 1NN 11107
159] 237 | 9F [ 10011111 | ¥ SN 277] sF [100\N11 [N

ARN NN




NDEC =f'¢t BY\NARY symBoL | Ixsc JocT [HEX |BINARY SYMBOL
292 31 1gj,wm}oooo q 2334 340 | Eo [ 11100000 [a
N 301 lé‘jmo\k\m . 2250341 | E1 ] 11100001 | &
1950302 |[&=Z ) A8 000800 | 2262 | E2 [17100010 [ &
195 |\o03 \_5]_&)001\\1 227] 3a| E3 | 11100011 |4
ERERN '100\\{ 228 | 344N\ F4 | 11100100 | &
197 | 305\ €5 'A'J_‘I . 229 345 | \s5 | 11100101 | &
198 [ 306 |\§6 1/6(@/‘ 230[ 346 | B\l 11100110 [&
199] 307 | & 11u@ﬁ_yz 231] 347 | E7\\1100111 | ¢
200] 310 | C8\\1100 x0T~ W 232|350 ] E8 | \\01000 |

§ 201 (311 ] €9 |\\00100#7 A |\©33[351]| E9 | 11NNI1001 | €
\02] 312 cA 1\&1010%__ g 352] Ba 11100010 | &
N3] 313] B 1108)\011 (¢ 233\ 353 | EB [ 111018\ | &
20N 314 cC1100NN0 | A S22 236 \854 | EC [ 11101100\] 1
2053815 | €D [1100T10N[A ¥/ z2937[ 565 | ED [ 11101101\
206 [ W\ | CE | 11001110\\A @ﬁ 358\ EE [11101710 [N\
207] 31X\ CF [ 11001111 NN\ X 24A357 N\eF [ 11101111 JTIN\
208 320‘*\\)0 11010000 | N\ _ |[€=4=50 | S\ ] 11110000 [& \\
209 321 |\ | 11010001 | NN\ | 240 [ 33| F\W 11110001 [A O\
210 322 ] DAY 11010010 |6\ 24’2@9 F2 NN 110010 | & §
211323 ] D3 \\1010011 | O WN\243 675 | J33 | 1\\10011 |6
212|324 ] D4 | 'N\10100 Ma] sSZ al 11N100 |6
213 325] D5 | 118N\101 NS 365 FS A 111RN01 |6

o]

0
0
214|326 | D& | 11010410 | O 240N\366 | 6 27) 110710
x
g

215|327 | D7 | 11010\N 247 |\§&7 r\f.01'|\\+
248] 3%\ F8 ﬁpoo\\
"|-1

216] 330 | D8 | 11011008\
217[331] D9 | 11011001 \\ 249 371N\ F9 f%y O\
218|332 DA 11011070 [N\ 250 372 |\ | 1WA | 0 \\
219]333] DB | 11011011 [UN\_][ 251[ 373 AN 1115221120 ¥
220|334 pC 11011100 U \\]] 252] 374 FC\N‘I‘I‘I‘IJ

221[335] po 11011101 | v \W 253[375] FD \\1111\;9
222|336 DE| 11011110 | B \R54] 376 | FE [ TNN1110F
223[337] DF [11011117 [® sl 377 FFN\NT [V

ARN NN




]
% | Machine Located
4 Paviorm monitor/slesp
@\ if necessary

—

Destructive
process

Maching
powered
on?

Isita
SErVer
maching?

/,//’

Bag and tag

2\

Photograph system
Sscument connections
Document actions
L

AN
Interview if necessary
Collect related evidence END
Collect power supplies \
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