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‘\ IDE - Introduction

Commwfﬁons wivd assumptions used ¥oughout this booklet:
1273 for gvick reference purposeX @ind is not designed to teach a

&rom Nxatch.
: @f byte\ that reoccur throughoys this booklet are bound

EC=~#):d boxxnd will always appeay n the same color for
incE e zadabiity.

'Jnlﬂ£ (st

stated, W\ values arein Little B\Mian byte order.

Unlasy, expliv@sd, all \westamps are in UTCXne.

oS 1) 00 0XN)2 03 04 05 06 07 08X \yotation

ategh all lengths/offsets ad\measured in bytes.

nly to\\ulti-byte data types.

(&
Double 1xxs: Double lines daiween u 's inaNate that values of low
peda! \sttention should be piyN

\nmed t"f:(.)ﬁwing Adouble line.
[01] / [L1]: i %‘ brad\ts indicate a
wariable. 0" is shorti\awd for /‘ o "L” 8y length.
\a | yellw reased\ Msibility.
Surt A a.‘%\»ﬁt is Naessary to
7

stermine olute\iffset. Any
slved ti¥st re miole

shouMbe

NTF!?% chanyg

S\start of the attribute) /
Index Nodes: Index Nodes exist &ither within an Index Rowt Attnu,

ZUZA) or
within an Index "INCXM\Record (referenced sy\an Im"‘{&
Allocation Attribute OxA{%, Offsets on the Inaxp\Node%%

Offset A [ B:

Attribute charts: Unless explidtyy
are relative to th

should be treated as relaii¥e to the start of the XiNex Nu...r.-.‘
.



Partitioning Sch&ﬂs [MB%TI \\
\\New Technology Fi F\\ysler.é‘\’

=

\ 2 Allocation Table F\\ysle
E)N ded File Allocation 1 \a File Gy EXFA"

H|era\¥al File System Plu\\=8+) &

Exlende\\e System 2, 3 & 4 \2;3!4)(}
/

Windows R&\ry

Internet Explor%\
Windows Artifacls\\

Dates & Times \\

File Signatures \\

ASCII Chart
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<'é;ﬁls \ ONFIGURATIC \ Encryption Diagram




Fault
Description : Tolerance
(drives)
-‘_ 'lr|p|n wlhoulpantyormwr&\g 2 None

ul paN\ or striping

N leuel::\:\cQ;213°;;.l,, \\\

Blo\\evel /}\th de\\aled parity N\ \

Block\\rel str! (n’ e dlstr\\led parity
Block- Ie\\ stripis éﬁubm\\mbuled parity
. _— 7

- n":‘ W,kipx
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Boot code

Disk signature

AN

4 byt
bﬁes\

\Undocumenled‘ usth& zero

Dartition entry 1

P\\tlon entry 2

\@

Par\\n entry 3

1t"‘ IP’

arhtl\\enlry 4

! by1es

l=2*nalur aNB5 AA]
\

m’ Aye flag

HS \\ress

lanr

I" e

4 bmes

4 bytes \\lamndd:;\:{\ﬂ
t

Used by the \' \ryjows Registry: HKLM\Systa . 1UuntedLJ=/
i i i A

=1
eu?ﬂlqua, Mentify a disk.

\\_eaon
Byle\\Blt \@scnp‘\




%% - MBR Partition Types

\\
@anitikﬁyms by OS

MER Partition Types by Code

NS

\&scription

Description

Empty

\
\_iex
[ oXN0
| 0xON FAT12, CHS

o) partit\y, LBA

0x04

h

N\AT16, <=32MB, CHS

.X . _.LEi : 3 paiN xon

EF fart; AN\ 0x05 | EX\\nded partition
“ﬁ 0x06 | FAT\Y, <=2GB, CHS
éﬁaﬁs_— 0x07 | NTFS XAXFAT
FANS, <:@s 0x0B | FAT32, O\\S
0x07 | NTPQY exFA —\)xoc FAT32, LBA\
0x0B | FAT32\RHS ‘fg \\NOXOE | FAT16, LBA \\|
0x0C FAT32‘\X €§5 \XOF [ Extended partitit LBA
ox0E [ FAT16, LBAN ¥ AP |[ 0\ | Hidden FAT12, CHA\|

0

Hidden FAT12)04S

Hidden FAT16,

X1\ <=320W8\ CHS

Hidden FAT18, <\¥MB‘

OI

"Niden FAT16, <=2GB, \NS

16
B

| Hidden FAT16, <=2RR, CHS ‘V‘ Hiod FAT32, CHS  \\|
Ox1B\\idden FAT32, CHS '\ [177%1 DAHIdde\RAT32, LBA AN
0x1C| Ni\en FAT32, LBA  \\| ‘zﬁgﬁden AT16, LBA ‘\
Ox1E| HM FAT16,LBA  \\ |[0x /@vmm&
A 0x81 LinuN‘inix \\h b Z.'_ xAwap | Solaris x86
A2 oxe2 Linux s\ / Solaris x86 fux 2yt24,
0x83 | Linux (EXIt, Reiserfs, xafs)
£ | 0xA8| Mac 0SX \\
. 0xAB | Mac 0SX bood\\|
@ OxFB | VMWare filesysteay
0xFC | VMWare swap




SN
Signature ["EFI RART"] (ASCIl)

Version

0x0C GPT header length \\
0x10 \ \VT header CRC32 ci\ggksum
0x14 =y R\&;r\red (zeroed)

0x18 \\ GP\\eader LBA sector of\\
0x20 3 ackl\\ PT header LBA sec\{X offset

erve\\BA sector count

N\

Ne LB\\eclor count

A\N

A\

able \\-‘\ sector offset

sts\\ 88 4 by1es \\amuo

en\\count

CRC z.U\ecksum

0x00 16 bytes

0x5C 92 420 bytes | N e‘erve(t’g
\ Partition Entry

Parlu ) lype

-

‘\_

0x10 15\\ 16 bytes | Unique \\l

é\slarvr' i ey

Partition

0x20 32 [\ 8bytes

\

0x28 40 | \)8bytes | Partition LBX\\endincSec

0x30 48 Ryles | Attribute flags\\

A

0x38 56 72 \%s | Partition name (\WICOLY

Mote:  The first sector (LBA 0) is resen’\c\and contains a legacy

M aster Boot Record (MBR).
Glabally Unigue |dertifiers (GUIDs) a\s
values typically displayed as 32 hexadeiNal charaders

and enclosed in curly braces as follows:
(o XX K202 MO0 KOO0

4?9_

{6 byte (128 bit)

A\N




AN

3¢
N\ GUID

000000004 NOO—OOOO—OOOO—OOOOOOOOOOOO

7
4 [‘joscrNNm
A\

024DEE41-3\N-11D3-9D69-0008C781F39F

Cl2A7328-FB1 .'\ 102-BA4B-00A0CS3ECS3B

Un¥

_MBR;W schemy

A sys:&ﬂon AN
ti

21686148-6449-N\N6F-744E- 656564454649

N0 WA

E3CSE316-0BBC-4 R.‘—SI?D—FBZDFOOZIE:‘.E

\\EEDOR0AZ-B9E5-443\\7C0- 68B6B72699C7

_\N\fscsm- TE8F-42E0-N\2-E1E90434CFB3

Middsoft Fbu%ﬁﬂilio\'\\
Basic\(xta par ‘g) N
LDM matxdata °@4

LDM data\)xrtitior
Windows redgvery e

IBM GPFS pa\jon ¥/
Linux file syst em\Nta
RAID partition \\

fa RROANY?
NN

?;'\.E‘E‘&'{‘—EF?D—4E96—91L‘3—2\\-‘\.E05551?4

é! APNNSOAO-1431-4F62-BCNN\ 3311714A69AD
= d’, DE9NNA4-06D1-4D40-A1 6A\ND50179DEAC

E5-4433-8 ?CO—BS%\L T2698CT

C-4D3B-A006-74 BFW 911E

#77r Ysn-2.4) \4 3c4 -841:5-0933:8&\@1 F

R\

DN B
C436-083ACE230 90

N\
N\

111-0030654 3E’._“;'\..’_'\\\
A

Appl e\{\s partition

A A 6530 -00 g v11-00306543ECAC

ZFS parN\n

5-080020736631

N

\N0306543ECAC

A\es ::37\? -
52 NN\o44- oc@

Apple RAIN\arlili on
Apple RAID atition, offiine | 52413Na-srig 7/
Apple boot pari{iyn

111 -\\30554 3ECAC

Apple label A\

Apple TV recovery Ntition

Apple core storage paxiijon

-@: LDEK EDD E www.lockandcode
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Tield Name and Definition

Y
Signature [A\49 4C 45] “FILE” (ASCII)

Fixup array o\&:l [01]

Fixup array ent&\ount [L1]
Update sequence\\mber (USN)

Y )
_‘bybas\\ncremental sequer& gount
- Taes \\k count \\
\ bk [ Albute starting offset [NA]
N\ 75,2), o\ \\
ox00+ |0X18 | XX e;_)nﬂ&.ord logical size [L3\\
0x1C A\ 4 b ZBXET rekdd physical size  \\,
0x20 | 32 \ 8 byhasj—_"' ,_r_gefere\& to the base record \\
0x28 | 40 [ \Nbyes ¢8xi JsailabiN\attribute identifier  \\,
0x2A | 42 | 2\es r@* s an\\attributes A\
\Ox2C | 44 | 4b)e\ $n,.._-_§e ?;.'cord\\mber (NTFS 3.1+) \\|
[01]+ 0 | [L11 R\ Fixu$ @ N\ AN\
|
D \
L3] - /0 , \
[02]+ 0 [[012] fia-

1

MNote:
two bytes in the fixup array.

Of bits ranging from O to 13 N
The last two bytes of each se\d in a SMFT "FILE” Record Madd to ber

it % Enotes a “\iNgctory™.
!

h the ca\gponding

&




w"“?“' Min Size | Max Size
Yocation

Res@wl 0x30 0x48
Non-Rs&&nl - -
0x30 \'ILE_'I‘@ \ Resident \\ Ox44 0x242
0x40 $CNECTI((I) \ Resident \ : 0x100

$SEC\\TY_L_.@ER \\ Non-Resident -\\ -
$VOLUM\‘\IAME 7 Nesident UX(}X\ 0x100

\$AT F& LIST

SVOLUME_INN %
0\& $DATA \ A
0x90\$INDEX_ROOT \\ ) €95‘ - \\
0XAO \NJEX_ALLOCATION\ row

0xB0 | $BINAP A\ - \\.\
0xC0 | $REPARRE_POINT \ o000 |\

0xDO $EA_INFKNATION 0x08

OXEO | $EA \\
0XFO $PR0PERTY_5\\

0x100

\\0x10000
OX\\OO
0}
werti = Tgas of NNCK
v3.1 and can be used as a guide. HowgNer, all values are variable aN) ‘herefore"% N

should be read directly from the $AttrDeNAtribute Definition) file of the\a\get file suc.

7

*

SLICKEDODE vy M

Nate:




ng\ FiN\ame and Definition
)
Zytes NMP instructions  \\
Q8M ID eg. ['NTFS "TXASCII)
NN ALY
P By&, per sector \\
1 Pyieg eﬁecto\NJer cluster
0x0E 2 bing# s oo]
0x10 NN b g a (
0x11 17 AL 0% antries
\{0x13 | 19 \X
\\om 5[ 21 A\

\\ 16 22 Iz\\T ) sector count \
N[ 2 —\ \
0xN\[_26 S\ A\
Ox 1A\, 28 A\
0x20 | \\\_ 4 ,
0x24 | NN 4bytes | Unusec (/_ A\
0x28 | 40N\ 8 byles nt (> AN A\
0x30 | 48 |[\Xbytes [ LCN' for thAWFT's@;t?ﬂextem
0x38 | 56 | Wl\tes [ LCN' for the $\CTMin @ﬁ\\
0x40 64 1 Nﬁs Clusters per $M\\recoru' A
0x41 | 65 [ 3byd\\| Unused N\ F N\

Ox44 | 68 1 by1es\‘ Clusters per index bN\r f \\
0x45 | 69 | 3bytes | \Nused A\
0x48 72 8 byles VN\-'ne serial number 9 \
0x50 | 80 | 4bytes | Uni\Nd v /9_ N\
1 Logical Cluster Number f
2 If the signed value (x) is positive then it NyNeserts the clusters per MFN\cord. I ,%ﬁe the si
of the file record in bytes is 2 raised to the\ahsolute value of x.
Note:  Greyed text denotes fields that are unused by INTFS

BIOS Para&%ﬂ BlosiB
kY

2

PB) |

B —



\\L’lescripti on

MQgter file table (MFT) \\

MF.Nirror — backup of fir&l MFT records

’olum\\eco\rery information

$Aur\x

(dot) "\

h '_ﬁ_ﬁle fx ?II supported atlribute\\
AN

$Bitmap \

Rom%ﬂf of 1Yy, volume
N bit ré) tion L&"OCQ[&CI and unallo&&d clusters

$Boot

N\ AN

$BadClus

ml recaf\% : volur
r

$Secure

Lis\.‘ bad L @m lhe\\ume \\
)

_\Np(:ase

e

S ecu\Nlescnb' 2 Il ﬁl&&n volume \\
Table of ‘\)ercasé* ters R\d for conversion \
Directory fol

\;;BooL @) . $SRNe and $UpCase N
RESERVED \\ \

12-15 A\ @ \\
16-23 N\ | unusep O\ _Z N
Any | $Objld \I Storage location for \Ngue o#ect L2 Ior eaxﬁle
Any | $Quota %rage location for di& Jpace a%ormal.\
Any | $Reparse Sk%e location for repa&%oint‘. @-’ n
Any | $UsnJml NTFR&daL& sequence nun&\(us.’f‘.;‘/g__: \

SLICKEDODE vy N1
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Tield Name and Definition

Attribute ty\s_e
Attribute lengig\

Resident / non-.\t\idenl flag '

Stream name uni?.\'\le char length [L1]
‘\Slream name offset\w‘l 1

Negs A\
ﬂ\\bule identifier \\
W</ \Atirib\\e content length [L\\
&8 5 trlbul“ontent offset [02]\\
s ing

%“
"M fo oy namg\(UNICODE)
Nwenl,
.JI lln&
N V ﬁdlln\\lamp
N [ _ dlim\\amp
24 | 8 byles\'\ \.ast ac@}mes\\m

32 | 4byks \\gs

4 byles | Maxmum ! @ers\\s

[02]+
4 byles Vers O\ numes

4 bytes Class\\

0x30 Owner ID\\ \’ .
0x34 Security IE\\ \
0x38 | 56 Quota chargdQ\
0x40 64 Update sequer\\numb or .Jf‘ V3
1 Of bits ranging from 0 to 7, bit 0 set to

Bits 1 through 7 are currently unused.

{ Nenotes non-resident. j
.u A .ou’ ade;
\‘l Res¥ d der
R i\tlrlb




Altribute typg

Attribute lengd\

Resident / non-\axident flag |

Stream name uni&\e charlength [L1]

\Stream name offset\}\)1]

Negs A\N

‘- AxNbute identifier
- .
‘_\\
2= AttribNde content length [LX ,'_

5 Aitribuly ontent offset  [02]

Pt

1"

2B\

\
?ﬁng\\ \
AN J"I nan.e\l’UNICODE) \
E\ves | 8 reclol \$MFT record number
: A\N

P\

o e':tory\l\]uence number
8 byte\\| Creat-fﬁl‘ stam\\

8 bﬂesv\\\asl m estagp
8 bytes A imaestany

\NFT figZqes
Lek\accesc;(y,‘: .lam:\\

8 bytes

[02]+ | Ox28 8 bytes Inde\alloca &
0x30 8 byles | Index dQwal lerdjth _/
0x38 | S&\)\ 4bytes | Flags \\
0x3C | 60 \\4 bytes | Reparse VAN
0x40 | 64 \\“ry‘les Filename unN'Ie chek
0x41 | 65 | 1\wes | Filename name\hace
0x42 | 66 | [L3NR] Filename

1

Of bits ranging from 0 to 7, bit 0 setto 1 ¢
Bits 1 through 7 are currently unused.

%LUEK EUDE www.lockandcode.

arigtes non-resident.

O \\\ribute Begly
L %

AN




Attribute lengd\
Resident / non-\axident flag '

X | Stream name uni?.\},\‘le char length [L1]
3 ‘\Slream name offset \_Q‘I 1
Negs \

Bits 1 through 7 a\z\gurrently unused.




\‘C\by‘les Attribute Iengl‘w
1\\es | Resident/ non-\yjdent flag *
' 1by\x | Stream name unic\Ne char length [L1]
2 bﬂe@\\stream name offsel\NJ‘l ]

' c,{m \egs \
- es Aw identifier \

ﬁ_nlm starting VCN
& ﬁnlist\\ding VCN
by

S AYist ofiget [02]
ﬁ_,.pessic\\lnil2
2\

A7 pontendNlocated length
Attrirgffe ZZ2tent ax\al length
\Attribufcorzqt initiized length
\\tributeg

[L1] *2

. Ruvlist of g
N Variable . 2
Of bits ranging from 0 to 7, bit 0 set\c\] denctes non-resident. Bily throug@ NN
A value other than zero denotes comp\e\ion is present. /2
n Attribute Header D Present only ¥ Atream & ed \
] Non-Resident Head®d\(] Attribute

Body

T — v—




0x00+

Attribute lengi\
Resident / non-xgsident flag !

Stream name unh‘\kje char length [L1]

\ Stream name offse‘L\\D‘I ]

\Xlags

: Yibute identifier
n Y
N e —————
4 b, AttrizMe content length [ LY

R g) tribu\content offset [02]\
X Y
1 "3

L

\J_ d
W1 peroom naryy (UNICODE)
N — /0_\—
A \vies SAZYAbN type
Cliate,

tt
\0x04 | 4] 4NN L Aorting\\le
[02]+ 8 | 4by\ |ndeCr$?f X ength\\
12 1 byhs\ Index r oruﬁsler\\glh
3 bykes |\§\qddin§"§? A\
N Ly | N
4 byes | InNe nodd @J fisel\\03]
[02]+ 4 byes | IndeXNode legg®/ 23] \\
0x10+ Index NONe allo

Flags \\|

N

Of bits ranging from 0 to 7, bit 0 set to 1 digd

me AN
INdex rocio 3
(See Node'\Bxeakdd “39’ 19)
T Y
‘{es non-resident. Bits 1 thrddh 7 are %sed.

] Adbute Header \%NL

n Resident Header Indgy Node E\“dy




0xAO (Non-Resident)

Tield Name and Definition

Attribute t;; &
Attribute leng\t\

Resident / non-\ggident flag '

Stream name unh\Ne char length [L1]

y1es\\5lream name oﬁset\\t}‘l 1

€, Ayes \Nags A\N
: ﬁ sz Alibute identifier
b yRunlighstarting VCN
‘ #S: Zunlist@yding VCN A\
yé ist o¥det [02] A\
2 ﬁressi\'\.\unil - A\
e (2 N\ \
ouL, nterNNIocaled length \\
l{'—)' tent&\'lal length \\
\AttribtTZor2at init\dized length

MtributscoeZacompssed length
[L1] *2| Sham nE CODN)
T

S\

O\NVariable

1
2 A value other than zero denotes compreda¥n is present.

n Attribute Header U Present only if-;l.
[ Non-Resident Heade\Y] Attribute Body .
|
%LUEK EUDE www.lockandcode \\“




\\‘=ie|d Name and Definition

Signalure\&\ciE 44 58] “INDX" (ASCII)
Fixup array c&\el [01]
Fixup array ent\\count [L1]
N Update sequencN\lmber (USN)
p— N

| ﬂ%&N\"de" allocation VC&\\
s

.Nex node relative off\&\ [02]

Note:  The last two bye\of each sector in an [ndex “NuRX Rec&
to be replaced Wiy Nie coresponding two bytes \a\he fixup ;




Index entry lexgth [01]
Index data leng\\[L1]

A IndeX\sntry length [02] \\|
_“.-ééswdex\xa length [L2]  \\|
N 2% Irlr 1

N\ 2 & , s

=

;Y

A
2 bw&Nndex%m [AN]

reRia
: \—;fﬁk

Index erk\length__ -
Index data\=\glh

ren
A2
I

. This Node example contains 3 indey
contain zero of mare index entries.

Of bits ranging from O to 15, bit 0 set déiNes the existence of

a child node and bit 1 set denotes this asNHY; last entry in the
node.

If a child node exists, this region will also contNir
node identifier.




‘\\HP instructions \\

O Vln eg. ['MSWIN4. 1\\ASCII

Byt&\er sector

cto\\er cluster

= EN e \e ctor count

llocal\lable FAT) count e\2

.@clor COL\
W Medla __rlptor \

\\1ber 7 oy

Hlt\\n secy ‘(}’/'

Tola\\_ctor o’

Bios dri\\'-\wmbe&\

Reserved\\

Extended b&\\signau"—‘é?
Volume serial Nmnber 0

\\gs | Volume label (A&N)




NWIP instructions

A\
; DTNID eg. ["MSWIN4.\NASCII)
WY, SN
= Byte\‘&er sector \\
( eclok ver cluster \\

0x0E | 2 k }Lerve\\eclor count \\
0x10 \ 1 byl [’ llocatioy table (FAT) count ed\?
0x11 17 Ybytes i 7 clor\\nlnes

\cvtes '
1 \k\s

,_ e
ch\ N Seci|

Total\\ctor cag
File alloc\m tak!

|; eclon Sount

Extended fi\ds ( \\

FAT version \\

Root directory ¢ \\hng Cl!@' set \\
File system |nf0rr\\on 534 \\

\Backup boot seclor\\ctor Ms w

Reserved
1 bytes | Bin\ drive number

0x41 65 1 bytes Resh\\Ned

Ox42 66 1 bytes Exlen&c,‘l boot signature
0x43 67| 4 byes Volume‘:\&'ial number
0Ox47 71| 11 bytes | Volume Ia\\ASCII
0x52 82 8 bytes | File system K ASCII

5\

BIOS Parameter Block (B N 8) n FAT32 Ex\&.mn of [\"B

£L0CK=CODE WWW-'OC“E‘"""’“ \\“




N
F

)
il\Yolder attributes (See \N\try Attributes” table below)

ARese\k;d for Windows NT \\

0x0D | 1%L A’ealich&me (10ths of secon&:\
0x0E \_ 4 by)\é #Zation \\\estamp (DOSTIME \NOSDATE) °
ox12 | 18 \\¢ byteE!sza ccesSRN date (no time) (DOSDATE)
20 | R\ies [SSizln) clustexhcluster offset (high waid) *
22 | 4Ns | MezflicsAn timydemp (DOSTIME + DVSDATE) *
26 | 2 byl\> .%r"éer‘ cl\u\&er offset (low word) \\
28

4 bytes ile si{e
)

1 bytes

\Mﬁm
signat @{‘LFI\ Ngnature” table below\

N\ 1 [ 10bytes | LEN\xt, ch&: throddh 4 (UNICODE) '\
0x0B | \IN [ 1byles | File/foiger attnS=#ZAS3e “Er\\\ Attributes” table bel\\)
0x0C ‘I\\ 1 bytes Reserch\or Wil N \\
0xOD | 13 \\1 bytes | Short file Aipe che@?_ Malue \\

OxOE | 14 [ \Qbytes | LFN text, chi\cters § /& 1(&0 )

—

Ox1A [ 26 2\)&9.5 Unused \\ _/ )
0x1C | 28 | 4bj | LFNtext, characis 11 th:,{%‘z
Of the 11 bytes, 8 bytes\a\; reserved for the file name Ny 3 bytes for L1

A\

2 Of the 4 bytes, 2 bytes are\régerved for the time and %fu‘ the J.Jreakdoh Npelow.
L aieiad oy comtining e \_ Entry Attributes\\ W
high and law words. \.\il Description \‘.
(\| Read Only )
LFN Signature ‘I\\Hi Jden
Bit Description 2 \-Nslem
0-5 | Sequence number 3 \,‘\\me label
6 | LastLFN entry 4 Dir&&ry Mo
7 | Deleted LFN 5

Archive\

25-31\\Year (+%80)

. N N



@ ot Record (VBR)

FiN\ame and Definition

\
NWP instructions AN\

ORVM ID eg. [EXFAT "NASCII)

"Ia%r - BIOS Param%ck (BPB)

8 byte\Wolum s

P\
7 seyr offsy
car

X 72 A1 ‘.‘ounl\\
O\X} 80 4 bytes \\T sec.a (from\\%R)
0x5\\ 84[ 4 bytes| FA\\secto! g A\
0x58 \\ 88| 4 bytes | Clus\x bitms v_oﬁsew VBR)
0x5C| \X2| 4 byles | Cluste\Ntmap} _...f’iﬁrjset
0x60 %\ 4 bytes | Root dirkﬁry cluGt=rZ

T00\\ 4 bytes

)t (fro\YBR)
5N\

Volume se\%'\numb

510

0x68 | 104 [ \Q bytes | exFAT versic\\w,m.«wﬁ/" \

Ox6A| 106 R\ytes|Volume flags T\ 5 \\

Ox6C| 108 1 \%\s Bytes per sector, \\a po\m% A\

0x6D | 109 | 1 byi\s\Sectors per cluster,\\ a po\._e%‘ A\

OX6E| 110| 1 bytes\\\le allocation table (FAX) cout erf A

OX6F | 111] 1 bytes | DXe select, used by INK)3, typi#

0x70| 112| 1 byles | Daiy\area usage percentahe\ Oxff -\« glzjlable
Ox71] 113| 7 byles | Rese\nd \ :/7 \
0x78| 120 | 390 bytes | Boot cod\ f/l N\

2 bytes

S

Sign alure\&ﬁ AA]

Of bits ranging from 0 to 15, bit O's value indgMes the active FAT (0 = first\I\s seccn_‘r.z el
indicates a dirty volume. Bit 2 set indicates mdg\; failure. Bits 4 through 7 aN; \urrently a

BIOS Parameter Bloc&m n FAT32 EX\lsion 01‘&PB

A\l




Fiexy\Name and Definition

N\Record
\\Record D\

Record type (0x85, 0x0X X unallocated)

NUX\oer of 32 byte recora\\q the entry

_‘Che&:um

A\N

N
ZO0NR
Y £
&/

i

A
2b

ONN2 byte

8 [\\bytes

_ﬁfle atiNMNtes
e e} ened \
6 P >;d timW\tamp (DOSTIME + DOSDATE) °

'.ér@iﬁeckwestamp (DOSTIME \\DOSDATE) *
Lsstacstysed U

Vestamp (DOSTIME A\NOSDATE) *

Cre@s valu&
(s

NLast C3520)10ms \due

ne valtﬁ‘

A\N
A\N
A\

12 Nkes
16 | 4 by
20 | 1byte\\
21 | 1bytes \
22 [ 1bytes |\Nreatet
X\ 23 | 1bytes | L¢mod
\\24 | 1bytes

20 | 7 bytes
=
(}\\ { bytes

Data Stream

Las\dccess®

7%
¢ ,@ ;one\&ue

o

1 \\V\des
2 1\&5 Reserved
3 | 1byNs\ | Name length
412 I:ry1es\\l\ Name hash
6 | 2byles \\?eser\red
8 | 8bytes | \Aid data length
16 | 4bytes | RORNrved
20 | 4 bytes Slar&‘n\;\l cluster offset

24

8 bytes

Length\3X file

Of bits ranging 0 to 7, bit 7 indicates the \ydyrd is allocated. /)
exFAT attributes are idertical to FAT attribudgs\with the exception of bit 3. \g&a FAT a..%
'JF

exFAT dates and times are identical to FAT daygh and times. 2 bytes for timdfilowed (N7
date. See FAT dates and times.

Of bits ranging from 0 through 7, bit 0 set to 1 indicyths “allocation possible™.




Se\\'ldary ﬂags

: File name (UNICODE)
ﬁ NI
1 by =yord ty"n (0x83, 0x03 if no vo melabel is set)

1 \\ bytes ), elab\\mlcode character Ie\\h maximum 11)
2 | 2X\ytes o4 ,m) label \NNICODE)
4

BL.‘V‘-S ReZrvs
ack ‘\
1bytes Recoéf{g x81)
ag,

1 1 bytes |\&tmap'¥ fst bltn\Q 1=2nd bitmap)
18 bytes | Ry\erved

0x1 4 \\20 4 bytes Sta\q\q clus
\P\\

0x‘|8 4‘1 Bbytes Bitma) e gth
lJp-Case Table P \
0x00 1 bytes | Record typa\(0x82)

0x01 \bytes Reserved \\
0x04 N)\tes | Table checkm\\
0x08 8 12 b\\ Reserved

ox14 | 20] 4 byte\\ Starting cluster oﬁ\

0x18 8 bytes \ \Jp-case table length
\

0x00 0] 1bytes | R\rd type (OxA0)
0x01 1 1 bytes Sec\q\ary count
0x02 | 2| 2byles | Set chagisum
0x04 | 4 [ 2bytes | Primary idys
0x06 | 6 | 16bytes | Volume GUW,

0x16 | 22 | 10bytes | Reserved \\
1 Of bits ranging 0 to 7, bit 7 indicates the record is \jiNcated.




%ld Name and Definition

Ales

Signature [48 R\ “H+"

2D

Version

A\

4 bytex\

Altribute flags

A\N

bytes \\Last mounted versio\\8 46 53 4A] ‘HFSJ"

0x0C \ 12 \Lurnal info block \\
0x10 | \\6 VAme creation timestan\\(MACTIME32) '
ox14 | N . VolUR)s last modified timesi\\p (MACTIME32)
0x18 24\ olum\\ackup timestamp (MAGTIME32)

\ 0x1C 28 yume decked timestamp (MANTIME32)
0x20 32 ount \

\\ox24 36 ..;' Zrhoun \\
28 40 N W R ize A\
0N 44 W | Allc ock tON A\
0x3/\ 48 &mh @ck fred\
\ lext an A \\

80 bytes | \{\rk data — Startup file\

0x38 \ 56 I-\’—\ource oD e \\
0x3C \‘\N 4 bytes Da&\lump &ze ; X
0x40 6NN\ 4 byles | Next\Nalog i M
0x44 | 68 Write cd\t 0
0x48 72 Encoding\Nlmap
0x50 80 Finder info \\| 2 A\
0x70 | 112 Fork data — ANxation Yile
0xCO | 192 Fork data — ExtéNy file " #/7
0x110 272 80 byt Fork data - Calalo_\ e
0x160 | 352 80 bytes \\Fork data — Attribute\Xle




PL D, led Vstamp (MACTIME3RN\

16 it moNNied timestamp (MACY\WE32)
20 %)3 mod\id timestamp (MACTI)NE32)
24 A
28

32 \

A\N
48 | 16bytes | \Ne infc! \\
A\ 64 | 16 bytes E\\ndedr

\\\80 Te)&\'lcodn e

N Reserygd
"~ \\\_Catalog Folder R \
0x00 0 \\2byles | Record lyp 3 "0x01 rfolf ’ , recoi\)

0x02 | 2 \\bytes Flags
0x04 4 é\\es Valence
0x08 | 8| 4b)N | FolderID \\ /‘ \\
0x0C | 12 [ 4byte\\ Created umestam;\\ACTl NE3 \\
532

0x10 | 16 [ 4byles \\ontentmodmedum\\amp(m

0x14 | 20 | 4bytes | Nibute modified times\dwp ( IW
\f

0x18 | 24 [ 4byles | La\Naccessed tim eslamp\\ACTl
0x1C | 28 [ 4byles | Backy\timestamp MACTlM\m)
0x20 32 | 16 bytes Permls\ons
0x30 | 48 | 16byles | Folder in\\pation \
0x40 | 64 | 16 bytes | Extended fdlNer info \
0x50 | 80 | 4bytes | Text encodind\\
0x54 [ 84 | 4byles | Reserved  \\|

x

www.lockandcode. 89



4 \N‘;

\%ld Name and Definition
7 C \\rles Total inodes C\Nt
“7[7» 4by\s | Total blocks couN\- low 32 bits '
'& 4 bytX\l_Reserved blocks c\\t — low 32 bits
N\ 1Y ) bytes \Free blocks count — INN 32 bits '
\ 16 _ﬂﬁes Xee inodes count  \\
ox14 [ \xo [ " ‘/ » | Fi\\data block
0x18 | N\| G2, Blook\ize
0x1C 28\\ i Jrragmi size A\
\\ 0x20 32 \ 4 m:ﬁcks p:wwroup \\
0x24 36 | \\4 byte¥’ZrA¥ients\Ovr group * A\
I\\ox28 | 40| \Moytes Xl:ozZ)er g\\p AN\

Wec 44 ANNes .h%mstan.NUNlXTlMEsz) A\
ONN | 48 4 b\ | Wit 01‘|e"ilmp NNIXTIME32) A\
Ox3\\ 52 2 byled\ )\ Mout: _\\
0x36 \\ 54 2 bytes \Maxim&==ZAt gount
0x38 | \\56 2 bytes | Myic sigk=Z2Ty3 EF\\,
0x3A | \o% 2 byles | Fild\dystem é_éz_) \
0x3C 6\\\ 2 bytes Error\ntectio. % sur ®
0x3E 62\ 2bytes | Minor r\Nsion ISE /g \\
0x40 64 | \\ 4 byles | Last che&\meste;%ﬁmmkw)
0x44 [ 68 [ \Mbytes | Max time béheen c W,
0xa8 | 72 N\tes | Operating sys\ay ° )
0x4C 76 Revision level ’




\N:I Name and Definition

Al\tes | Reserved blocx)\default UID ®
2b\ixs | Reserved blocks\default GID °

4 byte\\ First non-resewed\%de
\\‘\Bize of inode structun\\

0x5A |\ 90 "ok group number of\\\is superblock
0x5C [ \\2 7. | Ci\oatible feature set ° \\
0x60 &.\ ﬁlln coX\patible feature set \\

<1 | _Reado\‘.__f-compaﬁble fns:atune\&9

\ 0x68 | 104 [\\ 16 b%}me NNID A\

0x78 | 120 | \\6 byte¥/Vz2%e Nane (ASCH) A\

N\\ox88 | 136 | Noytes {r;’ whi\ lastmounted  \
s | 200 A\Nes gl%@&tmap A\

XX | 204 1by\e\ | Préf5£Ca)an bloxhs AN\

0&\_\ 205 1 byle\} Pre-a.ff direc\&locks \\_

0xCE \\ 206 2 byles \Resen =221 alocks\{

0xDO g}s 16 byles | Jaymnal se

0xE0 | N\ 4 byles

F“) UUIRN A\
JoN._al file | Io_deﬁﬂber \ 1\
0xE4 | 22R\ 4 bytes | Joum\file de V')ex \

N,

OxE8 | 232\ 4 bytes Startm\mdede";teﬁ r  \\
OxEC | 236 | \\16 byles | HTREE h\3\ seec N\

OxFC | 252 | \\ bytes | Default has\\ersion ﬁ,

OxFD | 253 \vtes | Journal backuyype " %

OXFE | 254 2\ | Group descriptodize " Q
0x100 | 256 4 bytd\| Mount options (deNNit) A

0x104 [ 260 4 bytes \\\First metablock bloch\3roup

8 A UID of 0 indicates the root user. A &N of 0 indicates root group.

9 Collection of bit flags which define the fesNu\zs of the file system. The
complete list of feature flags is too large to%odude but is available at:
www.lockandcode.com/res ources/ext-feature-Nals

10 Unused in EXT2 and classed as padding'alignmyn

1 Unused in EXT3 and classed as padding'alignmen

CELICKEDIDE vy Nt



\N:I Name and Definition

MNes | File system crddion timestamp (UNIXTIME32)

&
| :%68 bY®s | Journal inode bahup
7
_I

E) 4 bye\\ Total blocks count\\igh 32 bits

N\ 340 0 bytes \\Reserved blocks couN\- high 32 bits *
0x158 |\\344 "2 es | Ndee blocks count — higi\32 bits *
0x15C | NN8 | ' ‘70((\) Mi\num inode data lengt\
0x15E | 330\] ¢

@ANQ\N_\OW data reserved Is\&th
0x160 | 352\\ 4 "w_\discemgeous flags *** A\
\_0x164 | 356 |\\ 2by=="] SA)d stride A\
0x166 | 358 | \\2 byes¥/NeAymoun\\rotection (MMP) upax, interval

\0x168 | 360 ivT)unt prdtection (MMP) block \\
oX\0 | 368 : e%@e—ﬂ\
OxNAM | 372 1 by | Lot ,*'J@Qer 3N
0x178Y 373 1 byles\} Padu.;‘nmen\

0x176 \ 374 2 byles \Naddin$- éﬁent

0x178 | \\76 8 bykes | L\\ime KerZzSyritte\\ AN

0x180 ;‘N 4 bytes ACN.*. snap ér')i j= nur\& ‘q\
Activd\\napsh¥l s/f=stial IN \

0x184 | 388\ 4 byks ;
Active &uoshol '@2 _block\

0x188 | 392\ 8 byks

0x190 | 400 [\ 4 byes | Snapshot\N inodefid — \\|
0x200 | 512 | “o\byes | Mountoptions  * 2, \\
0x240 | 576 A Tracking inod\Nr use! (‘%
0x244 580 4 Nrs Tracking inode t\\]roup ,@
0x248 | 584 4 bys\| File system blocks\O\isters'=%

0x24C | 588 | 436 bykes \\Reserved AN\

a The high 32 bits of a 64 bit integer. \
X EXT 4 Qnly
[\ h
2 L N—




EXT2/ \\ Inode
\N:I Name and Definition
Ales | File mode eg.\&wxnmxmrx’ '
2b\ixs | Owner ID (UID) \Yow 16 bits
4 byt\\ File size — lower 3A)its
\ccessed timestamp\\NIXTIME32)
0x0C |\ 12 ode last changed timidamp (UNIXTIME32)
0x10 [ \\6 7Z®. | Lax\modified imestamp \\NIXTIME32)
ox14 | NN\ 2 eﬁ)lnelc;\n timestamp (UNIXTNNE32)
0x18 2\ N ﬁmu PR (GID) — low 16 bits \\
\ 0x1A | 26 N\\_2by==’] JA)s codX A\
0x1C 28 [\ /5 NN\ low 32 bits AN\
\\ox20 | 32 —N\
a4 36 4\\es O EX\X34
o% 40 60 by\\ O exTag
ox6\\ 100 4 byte\}\ NFS&: [0 EXT4 O\
0x68 \\ 104 4 bytes \\{le ACSA4. —
0x6C | \\08 4 bytes | N\ size LZ7mybits \\ AN
0x70 | \\ 4 byles | Fraigent aé? Absole\N
0x74 | 11X\ 2bytes Bloc&ount i ZA bils\
0x76 | 118\ 2bytes | File AC\\ high [bi[-‘ r  \\
0x78 | 120 [ \\\| 2 bytes | Owner ID\NID) — %its A\
0x7A | 122 | \Rbytes | Group ID (QW) — hidh w, A\
ox7C | 124 AlMves [ Reserved  \\ ‘f A\
0x80 | 128 20\ | Isizeextra  \\| Q
0x82 [ 130 2 byts\| Padding A\
0x84 | 132 4 bytes \\\Inode last changed L\\.Qstampy_ \
0x88 | 136 4 bytes | \\st modified imestamy\extra 'é_
0x8C | 140 4 byles | AX(\vssed timestamp exti\\ 1‘/2‘— \
0x90 | 144 4 bytes [ Filei\eation timestamp  \\| sg ) |
0x94 | 148 4 bytes | File crydNjon timestamp extra\\ é
0x98 | 152 4 bytes | Version\ \igh 32 bits \ -~

1

Detailed breakdown of these values available at: widii

ckatidcode. cofm/fesolur ces'eN -Wode-flags A




N\ 3
'\\ e : \ = DCd 0
— =9 N
NI Windows 22 As 3.1 \\ Note:
—_— e |
l. Windaw e Wisgrs 98, Wiki\ws ME \ In the below chart, the %WINDIR% variable
[ Wing We ) \ \epreserts the path to the Windows folder eg.
oW -@@1@5 X \indows Server 2003 CNWindows™ and the %USERNAME?% variatle
—ws" ” {ndows\\{ndam Server X008 reprasents the name of the user's profile folder
vl 8 310, Winl\ihs Server 2012 eg- \[inistrator™.
o
N T\ —

: ‘.\:YSTE‘ﬁ' 2
\%R, 5‘/‘
| m{m{sA\N IMNVINDINZe\system32\config \\
L IIE;RITY _/J_'_‘/o‘SINDIWSlem 32config  \\
| ) W SOF T\ = VADIR %A\ Nvstem 32\config %
\ %R%\&Nem 32\config N\
\ [ NTUSERNAT [ %%\Prb{\es\ﬂ/oussRNAMEﬂ/o ANN
\'§ NT USER.DN N, \Dt’%and Sd\tings\% USERNAMES:\
y {0~

2. WININR%, %WINDIR%\Pri\\es\%USERNAME%'

NTUSER.DAN\\Usei ¢ =oRNAMEY, A\
\".locum‘f Settings\% USERNAME%\Lygal
UsrClass.dat \ Sellino ation Dk\la\Microsoﬂ\Windc&
WL e*s\“/oUo;&lE%m_ SoData\LocalMicrosoly
\.UsrCIass,dal X\dows ) \i\ \\\
AN N

B|R&SD \Boot |\ \ A \
B{DNYERS %WINDY%\Sys+ ‘;n(.'*f":\nfig A\ \
“\he. %WINDIRR\APPCY L@")gran Y

\\ Backup Regist \M
| Rb00?.cab % WINDIR%\SYS 7

*._, ntuser.da \ \%WINDIR%\Repair \,\
u [original names]\:\WINDlR%\repair \

m _REGISTRY_ |\System Volume Informa{ynt
MACHINE_* \\estore{GUID}rp[num}

| B[original names] |%WINNIR%\system32\coni\\RegBa




Field Nayhe and Definition

Signature [72 65\3V 66] “regl”

1* sequence numby\,'

2" sequence numbe\\

0x0C [\\ 12 “Wdified timestamp (FINKTIME)
0x14 | \X0 &Q | Restry major version \\
0x18 NI *'@ll?eg\vv minor version  \\
0x1C 28\\ 4% Regisi\Nnive type >

0x20 32 \ 4 by‘:,-.,“’ ylocumanted

N

36
40 \oytes
44 4\Nes

460 by\\

%ion\&ﬂgm
L,entecn \
Uni m@me

flset 4

0x08 HBIN\pck lexdih 7 _\_
0x0C Undocu.*.\nted ﬁ_ \—
0x10 | 16 Undocumi\ed %_ \
0x14 20 | \Rbytes | HBIN timesiy\ip (FILETILAZ)
0x1C 28 \ies Undocumenle&\

7
™\
&Records area \
|




Nﬁ Name and Definition

Record Iengtk\

Signature [6E BR)\'Nk”

Flags (see flags t2Q\e below)

\Key last modified tim\xtamp (FILETIME)

0x10 \\16 \\‘rlualisalionreferenc&\
0x14 | \X0 PXient key record offset \\

0x18 X@ AC> Su t\\v count \\
0x1C 28\\ Xz )voitiis\\ubkey count AN
\l_ 0x20 32 |\ o key\\{ offset 2 AN

N\ Ox24 36 cé_e su&.\y reference \\

\\szs 40 Wgcorc‘.\t\aunl A\
Wec | 44 Gal I offse\\ N\
0RFN 48 Sed ‘/y‘: offsN\I\, A\
0x34Y 52 \\ Clast—= \\_

e Pifset \\
4 bytes \\a“u bke;glffer N\\qth 3

0x3C | \\60 4 bytes \?\ss nates ,gﬁ't)‘lengkﬁ \\
0x40 \‘\N 4 bytes Veﬁ}ﬁ nale)uff" lnglh\\ )
0x44 68N 4 bytes [ Valu\\Nata b %_Uh AN\
0x4C 76 W\ 2bytes | Key ne‘l.\‘@\ Iengd@ A\
Ox4E 78 \\ 2 bytes | Class naN\lenglr /‘.
0x50 80 | [N bytes | Key name \\3CII) # A

1 Signed irnteger whose absa\iiy, value is the A\

length of the record. Positive\yNues are

unallocated and negative are afpdated.

Offset is relative to the start of the\?JIN region.
The length of the buffer required to Nodg the

0x02

coresponding value component's datal, Xg.

\_\ Flaf'_ﬁ;
Bit E\§\k\ }%&\

Value name buffer length equals the spa\g

0x04

required to store the longest value name

contained within the key. 0x08

£ a
NiRoot ke.“/»'A \>

RQ) cannl b_ag'rx

0x10

SyNigk kelr”

v |wln|=|o

0x20

L~

Key Nae is IASCII |

0x40

PredefiNdyd handles




\*Id Name and Defini

tion

Record

len gu\\

Signature [76 6E\NVK”

Value name IengtN\L‘l ]

PCENN \Data length A\
0x0C \\ 12 \\ata offset * AN\
0x10 \\6 D\N value type (see dal\&pe table)

. Flag\

AN 2

addiN)\

AN
A\N

24 N\NL1] b

25

A\N

toNy, actual value data. All offse\g\are relat
3 Of bix: N to 15, bit 0 set to 1 indicatdgan ASCI:

Signed integer whose \o\olute va'
negative are allocated.

Ntes, the data itself is stored
NeNemaly large this value is an\gNset to a” @ing#ata”

"deFata™Jor “db” rdg
i e’prt of th

ir\this

locatic,

.@&gth of \pd record.  Positive values areNi\allocated and

This value is typically the oXg\t to the sgfis™=t,

Howeviywwhen the data is extremely NiNall ie. <= 4

\BIN region.

(e

#ad of the Mixet to the data. Also, when Wddata is

AN

Dat\\"\'ype

222\

Value | Microsoit Constant Name \\ (}r cripityn
0x00 | REG_NON&\ &Nefinev%ed as'\REG_BINARY
0x01 [ REG SZ \\ UT\6 litti#engit)string\\

0x02

REG_EXPAND\ §Z

REG_RZ supfo V.

Veﬁ\%les

0x03

REG_BINARY \\|

0x04

REG_DWORD

A\

ﬁ‘pn'
Raw daA\displ, '
32-bit litti\\ndian S=ZEr

0x05

REG_DWORD_BIG_SNDIAN

32-bit big elian intég

yadedival

0x06 | REG_LINK N\ [ symbolic link \\| é:/l \
0x07 | REG_MULTI_SZ \\ | Multiple REG_SX\eparzs ‘d,@ 0
0x0B | REG_QWORD \\l 64-bit little endian Y\eger 6{:&




1 dcode.com

-\ Database Locations

ingwx.dat

oy net Fds\Content. IES

W\Lm Sontent IE5 !
WebCach\X01.dat

1 TivgNpcation where Windows stoiys\_ocal Se

j«ling brii\er artifacts) depends on the\g\rsion
&he\”. ayt
(=]

Internet \ Alorer (IE). Determine this UNig Table 2
When Usel# o \_ow” foldegl an ted

to either daily or w

Windows
Version

Windows 2000

Windows XP

Windows VISTA

Windows 7

Windows 8




% : N ET EXPLOREY \N INDEX.DAT Header

\gth \i Name and Definition

2d\\es | Signature [*CIIN\ UriCache MMF Ver # #']

4 b)is | Index.dat file sizd\\

7\ 4 byix\l First hash table ::.ﬁ\\1

9 bytes \Total block count © \\

_@3 >\\O{?;Zd block count \\\\

X s Cac\\mze guota) limit of \\lamer

ach qige of the container \\
.,1 -releygable cache size of lh\\ontamer

\\4 bytle/CoAe dire\iry count ® N\

\Q\"xﬂes 0:F \counl \\

8\»\35 0: Dlrx\ory name (ASCII) \\

4 by\\ Diw'@ File o\t
8 I:ry‘le\ Direct=s recloName (ASCII) \\

4 bytes \\reclo &ﬁounl \\

8 bytes | D\ictory ne\\ ASCII) \\
4 bytes | DirdNory 3: er’

8 bytes | Direcioyy 3: e ame\\CII \

0x7C 124\\ 4 bytes | Directol\: File

ur-'
0x80 128 \\ 8 bytes Dlreclory\\fllrectr% (
0x88 136 \\ bytes | Directory 5\\e couift

0x8C 140 \urtes Directory 5: D\&loryl

0x94 | 148 4 B\s | Directory 6: File'\dunt

0x98 | 152 8 bytde\| Directory 6: Dlrecl\\namb .,-
OxAO 160 4 bﬂes\\'Jlreclory 7: File cou\\

OxA4 164 8 bytes |\\eclory 7: Directory r\\e A

Hash tables exist within INDEX.DAT files % \acilitate faster lookups of redaNds. The{ can be'
used as an index to locate indvidual recorddwthin the INDEX.DAT file.

From offset Ox4000 {(16384) orwards, the INDEXNDAT file is broken into 128 &N blocksREing
containing records are classed as allocated.

Describes how many directories are present for stoNpiy, cache. A 4 byte file count\a\d 8 byte dr“tory
name for each will follow. The table above illustrates\ayalue of “8” for the directory\oynt.

© BLOCKECODE wwwiockandeose®y N\ 30



1 dcode.com

TERNET EXPLQRER - URL Record
\.’eld Name and Definition
Signature [5\52 4C 20] “URL *'
§ \ Record block r\\'ll (x 128 = record length)
3 2 | Date 1 (FILETIMK).
0x10 ) \\ Date 2 (FILETIME)X{\
0x18 |\ 24 _ﬁ ‘Nate 3 (DOSTIME) *\\|
0x20 | \N2 | €5 | Nk Size \\
0x34 N\ C‘ ' Str\ 1 offset [01]
0x38 56N\ \% ) Cach\\directory ordinal |nde\\umber
\\ 0x39 57 \\ 3 b,%adck A\
0x3C 60 | \\ 4 by¥/ Mg 2 \\el [02] A\
[\\ox40 |64 | \\ byes{C7%): entr\a N\
g4 | 68 N\yles %set A\
oNR [ 72 4 N\\s enih [L.:\\ AN\
0x58Y 80 4 by Dah 720y \__|
0x54 )\ 84 4 byles\\Hit cOS=Z \\
0x5C | \\92 4 byles \Xnokie &7 mestd0 (DOSTIME)® \N
o131 [ \\ [ Nulterm. 5 ng ‘ﬁ\ A \\ ’\
[02] AN Null term. V‘ \
[03] A\ [L3] bytes Data \\TTP ) % AN\
1 Other record type sighg\ures include "REDR”, "LEARY dnd “FILEy
2 The exact definition of tNe\field varies depending on th\ \pe of IMOEX 5% Ble. Seeddble below.
3 Will correspond with a direNtdry name and file count in tha (WDEX. Da he
4 A valid date is only present ifetry records of Cookie INDEN RAT files
Cache | Hisi\\) Global | History Daily \\jstory $ %
Date1 | Server Modfied |LastViNNI [ Last Visited 5 | N Visitea ‘/
Date2 |[LastChecked  |LastVisit\\ |Last Visied | File\(\eated Acoesse\\ |
Date 3 | Expiry Date Expiry Daba\\ Expiry Date Exp|r3\ e
Dated |LasiAccessed |LasiVisited \\Nast Visited | File Crea\a,
String 1 | File URL VistedURL  [\NateFURL | {DATELUR\\
String 2 | Cached Filename | Title Bar <u\Ned>  [<unused> \\




N\ \o\the below chart, the %WINDIR% variable

a—vs JU_ reprdsents the path to the Windows folder eqg.
o) P g
[ wind P A gws seronona “C:\NNdows” and the %USERPROFILE% variable

\ - Ao represyis the path to the user's profile folder eg.
B Witserfis ue Pndows ININpdows Server 2008 e he path to th s profile folder eg

o g_1 10.Wnd\:\86r\-a2012 “CiU sersi\dministrator”.

NgLsts N\ |
|2 ERFRQFILEY%\AppData\RoxNing\
: Wrosoi
I‘/nU‘“ )

NN ‘-RPR?‘??I%R%QR\
- WNPROFY @‘v’;’)Dﬂta‘u"oaming\
E Micrt s'nft\Win.;%cent
L

N rea\en ¥ 5 N\

L INFO2 \Recycled
L INFO \ \RECYCLER\\GVID}
mm | [INFO2 \\ [\RECYCLER{GNID}
W W $iffile-id].[ext] © \$Recycle.Bin\{GU

thumbcache
[sizel.db*

\'\1;\ ma\'@“\




header

record

; | Sighiture [4C 66 4C 65] “LX0e"

‘Major\rsion

4

A\

o ﬁ?’.'"‘lor
4 by |

G

vexsion
N
\ffset

4 Niws

4 byk\

Y12 secord\y
bykes ée‘_ ry ot
A \yies uée‘cord\\mber

Oldest rd nurser

4 byles |

4 byles

4 byles

4 byles

EOF Record

EOF recgnd lengt

0x04 N\, 4 bytes | Signature 0\ 11 11 1] =
0x08|  8|\\4 bytes [ Signature [2R'R2 22?')1/\
ox0C|  12] \Moytes [ Signature [33 S)\33 33;

4

\Wes | Signature [44 44NN 4
\—\
4 byis\ First record offset

2\

L,

4 byles\ SOF entry offset

—
A\N

4 byles

Lu\enl record number \

4 byles

Olaest record number
N
4 byles | EOF ryodord length

N ! /‘ormat.
Wi value which contains the INasth of th rer‘j
- CRas
\ &ates

\cates the &,




- Event Record

\\ngth Nd Name and Definition
S

01‘_‘)\ \X bytes | Event record)ength '

Record number\\

"% X\es | Signature [4CR 4C 65] “LiLe"
G

12 ,4 byB\| Event generated tiN\sstamp (UNIXTIME32)

_ﬁ bytes \\Event written timestayp (UNIXTIME32)
N _égm Qvent ID A\
(1

| c@; EN! type * \
y EveNMstrings count [C1] \\
y > nt %2 \\

N\
ve tegory

N\ o2

‘_serv&'&ags (reserved) \\

N\ byeXCL 22Png redvd number (reserved)\\

\d\bytes %&lrings Svray offset [01]  \\
/) N A\

\Nata o &753 AN
Variable &;'_lrce sl@pOD\\ 1\
Variable | Coguter r¥ima”Z2=3g (UNNODE) 3

[02] \\\\ [L2] byks | User'QD 0_ A\
[01] \\H[j?ﬁﬂte; Evenl%&sanw(‘ DE;\\

[\\] byes | Data (ASC\\r UNIFG157

\Nable

B~

Ewvent types: 0x1 = Error, (x2 = Warno\ 0x04 = Information, 0x8 = ¥\cess AU ¥ sailure MONIL.
The “Computer name string” immediatet), 1\lows the “Source string” teil\Nating of N g% 4

Padding  \\\ 9
ANes N
The record starts and finishes with '\ ) o Nie size S bl
If [C1] is greater than 0 an “Evert strings axry™ will exist at offset [01] an& &ontain [L‘% string

*

SLICKEDODE vy N\ #3



dcode.com

der and File Layout

header
Field Name and Definition -
A\tes | Version / revisxy '
page idx

4 bxxs | Signature [53 45\03 41] “SCCA”
| 4 byl‘e\\ Undocumented * \\

X" ) bytes \File length AN\

ﬂies \&Jgram name \\

‘({’fwﬁ; Priietch hash ° A\

Pagd\udex table offset  \\
1 |)3age\¥lable record coun\\
\__O0x5C | 92 W= Aye lisidble offset N\
it 20\ length AN\
N

CIOble S
68 | 104 ' uwﬁ \
0N | 108 R\ | VoidZSe)tion ofde

| Volu..:g coLN\
0x74\\ 116 4 bytes \Nolum&=sZeh jengti\\

page list

0x80* Nohestan ©ZZ2IME) \\
0x98* Rul\Sount {2 \ |

1 For Vista/T this\a . For XP tNs\alue is V
2 : . Far XP this\Nye is 5&1
Arars By

3 The hash value is ca 1 based on #B0ILAth of thy
application (eg. C:\WirNdws\Notepad.exe). The hash\iNue also'a (=1

MNsLig ile :;-1&
file. Under Windows XP, the time\tAnp is located at offset (78NN the Lo
located at offset (x80. @




Allocated records \\

\Total records ' AN

Rkeord length *

_:_‘_ nu m\%of recycled file

A\N
A\N

C{-‘%d tim\\amp (FILETIVE) _\
1*hy g

file si2W\of recycled file *

Filed @;d pal\\UNICODE) °
[y

- '
1 Nues may not be present or Ny contaiSsef-gfac'y deperfiig on version.
2 reisg myoord leiz\gN) value is
. FNg\ecords begin at offset Ox14\a\d are“Re(lej " long 1N .
3 Depending or\ti\z ion, : w h%
contain RAM sldcN between the end of the file\aNe and 1%e 5
4 The physical size \f\he recycled file is the numbi\r\f c:Iuster.r' store thg
multiplied by the cluMe size of the file system it reNogd on. 15T 2o Kisk™.
5 The UNICODE file pat\ 1\ naot presert in earlier versiogsyof the |NEGZ fon
Offset
Hex | Dec ﬁ“
0x00 0 8 byles\ \Signature eg. [01 00\N, 00 0\@0
0x08 8 8byes | \\\gical file size of recy\d file
0x10 16 8 byles | R\dycled timestamp (FIDGYIME)
0x18 24 520 bykes | File\dme and path (UNICOQE)

2,

Note: $R recycled name convention: SR[6 Alphanumiriy; Characters].[Extension]

The §I/$R recycle bin format replaces the INFO2 fokg!
Windows Vista and Windows Server 2008.

ot and is present in versi

L LDEK EDDE www.lockandcod

nsyaaWindows s¥




7

)
Nain,
7,
FINTIME

. NTFS, REG, IBN.NK, DBX, PST, WAB, PF
1l: 100 nanoseconds

SYSTEM'k

MSDOS \'&n

\HFS+

1

A3 billion years AD

I . i 970 '%
ange:  ~203 \i\lion y :/,)

-

1

af#.

PRTime

Nate:

Neote:  The ranges above are calculated from the interval

DBX = Outlook Express Email Archive, PST = (N ook Email Archive, WAB =

Ihdows Addre"\ Book.
apvchvbit-width. Upper or lowes, Nnits may a&.ly.




[.asf, .wmy, wmv]

Q;gﬁa

Héader:
ASEIN

5249 46 46
RIFF...

_____ 4156 49 204C 4953 54
JAVIINRT

3026 B2 75 8E 66 CF ™ \16 D9 00 AA 00 62 CE 6C
N&2u.fI. 'U 2 b

MPEG-4 v.b\\

[.mp4]

&5

MPEG Video [.
-mpg]

W

B\

00 18 66 74 7970 33 §\70 35
ftyp3gp5

00 00 S\B_
0"0000‘;’

AN

Jgg Vorbis [.oga,
\ g, -0gv, .ogx]

AN

‘.J

QL'IL'leme Movie

'ﬁo“ (%070 4D 34 41 20 00 00\}y 00
4749 463839 61
/‘ GIF89a

”“?XC””“””““x

O,

Portable Ne!
Format [. png]

ASCI
Header: 8¢9
ASCI: %P

@?«m

R4E 47 1
[

JPEG/JFIF [jpg
Jpeg, jfif]

"k

N

00
A

Yoter FF D9

JPEG/EXIF [jpg,

: FFDB\KIF @

4578, :%
=\,

7-Zip File [.72] (- A
Microsoft Cabinet Header: 53 43 46
File [.cab] ASCIl:  NNC

WinRar File [.rar]

Header:
ASCII:

\\21 1A 07 00

Zip File [.zip]

Header:
ASCII:




BYMARY | symBoOL || & BINARY  |SYmBOL
\ O rJdG 00000000 | NUL A\ 040 | 20 | 00100000 | Space
% 001 24 ;00008801 [ SOH 33\\041 | 21 [ 00100001 | !
[ \\oo2 l%/f},ooocq‘q STX 34| W2 | 22 [oo100010 | *
3|\ | & L6001\ ETX 35 0a\ 23 [ 00100011 [#
4] 08 0!'@100‘(&0T 36| 044\\ 24 [ 00100100 | $
5] 005\\ 05 Z)1 kq\\q 37| 045 [ \a5 [ 00100101 | %
6] 006 | \\6 oaﬁ 38[ 046 | 23\ 00100110 | &
7| 007 [ OV 000@{{)3& 39[ 047 | 27\\0100111 | *
8] 010 | 08\\Q000: _|7/§ \N 40050 | 28 | &\107000 [ (
% 9/ 011 | 09 |\Ro010X \\41[051[ 29 [o0NN1001 [)
N\ 10[012] 0A 0\\10‘|0¢9 \az| 052 2A [ 00100910 | *
\\j 013 | 0B | 0008011 é)‘A AN\ 053] 2B [001018\1 | +
NN 014 oc [oooo NN [ F 447854 | 2C [ 00101100\] ,
13\Q15 | 0D | 000011\ CR¢ ~)#5| 085 | 2D [ 00101101 N\
14| 006 | OE | 00001110\\SO % 058\ 2E | 00101110 |\\
15[ 01N oF 00001111 NN 22057 \\F [ 00101111 [ 7\
16] 020 \\10 | 00010000 [ DAN || @@32Z=50 | N [ 00110000 [0 \\
17] 021 | \\ [ 00010001 [ DENN || E‘I—O 3N\00110001 |1 \)
18] 022 | 14N\00010010 | DC2 \\ _5u,7(6;_32 \30110010 |2 §
19[ 023 | 13 \20010011 [ DC3_ )\ 51 |¥ZZ] )53 [ ON\10011 | 3
20024 14 [ 00010100 | DC4 52| 05777 4a 00°NN100 | 4
21] 025 15 [ 0080101 | NAK XN\ 065 #55 A0110\01 [ 5
22026 16 [ 000TR\10 | SYN 5AN\066 | €6 2)1101NY | 6
23027 17 [ooo10\N | ETB 55| \0%7 77y 011\\ 7
241030 | 18 [ 00011008\ CAN 56| ON) 3809200 N
25/ 031 19 [00011001 XM 57| 071\ PN &\
26032 1A [ 00011010 %a_ 58| 072 [\ m’&! R\N
27/ 033 ] 1B [ 00011011 | ESS 59] 073 | 3]\ 001 ._/}; W
28| 034] 1c Jooo11100 | FS \ 60| 074 | 3C\N0111¢40,~, \\
29[ 035| 1D [00011101 [6S \N 61]075| 3D [WW111~) |\
30| 036 1E [00011110 | RS \62 076 3E | OO0 |
31[037| 1F [oo011111 [US \az] 0 3F [001\N11 [ 2%

———, S

N



BX\NARY NC JocT |HEX |BINARY  |symBOL
64 0180000 | @ | A& 140 | 60 [ 01100000 |°
N 010080801 | A 9\\141 | 61 | 01100001 [a
[ 68 A )5.00000 [ B 98|\N2 | 62 [ 01100010 [b
67 \__a_s&}mm\\c 99 1A\| 63 | 01100011 [ ¢
68] 18 700) 100 \R 100 | 144N\ 64 | 01100100 | d
69 105\\ 45 | Q)1 101[ 145 [ \05 | 01100101 | e
70| 106 |\\6 : 102|146 | ex\l 01100110 | f
71[ 107 | & 103[ 147 | 67\\1100111 | g
721 110 N 104]150 | 68 | ’\101000 | h
§ 73/ 111 ] 49 \105] 151 ] 69 | 0N\1001 [ i
\\ 74| 112 | 4A [ \06[ 152 | 6A | 01100010 | j
AX5] 113 | 4B [ 0108\011 100\ 153 | 6B [ 011018\1 [ k
o 114 ] ac To100NR0 7 1087\N\54 [ 6C | 01101100\ 1
77\\15 | 4D | 0100110\ |[M ¥/ Z=9[ g | 6D [ 01101101 \\n
78]\ | 4E [ 01001110\)\N @s 158, 6E [ 01101110 |\
79[ 11\ 4F [ 01001111 NN €A 157 \oF [ 01101111 [o\\|
80 120 \\50 | 01010000 | P\ _‘1";@_“& 01110000 [p \\
81] 121 |\ [ 01010001 [Q \\ || 17€]1 7AN01110001 [q  \
82[ 122 [ 55N 01010010 [R \N| 114484 72 NN110010 [ r §
83| 123 | 53 \A1010011 |S 115 | €75 | J73 | O\\10011 |s
84| 124 | 54 [ Oiw10100 [ T N 6 104,4 01NN100 |t
85[ 125 | 55 [018\\101 U R 165 £75A0111401 [u
86| 126 | 56 | 010°1\10 [V 11\\166 | 76 22y 110NN | v
87| 127 | 57 [ 01010\N [ w 119|\%7 | ™/ Zny011\\w
88| 130 [ 58 [ 01011008\ X 120] 18 73'19 1000 NN
89] 131 59 | 01011001\ 121] 171\\79 ;12’/11 N\
90| 132 | 5A | 01011010 ;\_ 122] 172 | \a 0# z \\
91]133 | 5B | 01011011 [ [ 1231173 | W\ 011.%){ A
92134 ] 5c Jo1011100 [\ N\\|| 124 174 7c\01111¢00,>, N
93] 135 | 5D | 01011101 | ] N 125[175[ 7D \\1111\;9_\
94/ 136| 5E | 01011110 [ A \26] 176 | 7E | ONN1110~
95[ 137 | 5F [ 01011111 N[ 177 7F [o11\\i11 [o% |

" BLICKECODE ey, N



A MEX [BRNARY SYMBOL | |MS¢C JocT |HEX [BINARY SYMBOL
228 2r(y-) 10080000 | € 1\ 240 [ A0 | 10100000
[ RY 201]‘2 1000\N01 161\\241 [ A1 [ 10100001 | ;
130\\202 l[/f‘)\uom\\ , 162 K\z A2 | 10100010 | ¢
131|\Q3 | ¥ 050001\ § 163] 2a\ A3 | 10100011 | £
132 ] 283 8!'@100\\ 164 244\\ A4 | 10100100 | =
133 [ 205\ 85 (931 165 245 \\5 10100101 [ ¥
134 206 |\R6 ﬂ‘f{" t\\_ || 166] 246 Aq\l 10100110 | |
135] 207 [ A\ 100 6{ £ \\|| 167] 247 | A7\ 0100111 |§
136|210 | 88\\] 000 9 ' 168] 250 [ A8 [ \\101000 |~
§ 137] 211 89 |\R0010 \\69 251 A9 | 10NN1001 [ ©
\\(38 212 8A 1\\1010% [ \0[252] AA 101810 [ *
N9 | 213 8B [ 1008\011 M 17N 253 [ AB | 10101\\1 [«
120N 214 | 8c | 1000\ Lt’ ~ 172354 | AC [10T0T10Q\[ -
141\R15 | 8D [ 10001 18N /7y 3| 205 | AD [ 10101101\
142 XN [ 8E [ 10001110\\Z 6:9/\ 25\\ AE [ 10101110 |\\
143] 20\ 8F [ 10001111 N\ X242 257 N\WF [ 10101111 [T\
144] 220\\o0 [ 10010000 | \\ || ¢ ’iﬁ‘}__&‘ 10110000 | ° \\
145] 221 [\ [ 10010001 | © \\ ]| 1€ 28] BN\10110001 [+ \}
146] 222 95\ 10010010 |~ | 175,464 B2 \}110010 2 §
147[ 223 | 93 \\0010011 AWN\179 @23 N10011 | @
148 224 94 | \N10100 N80 2\,4,\ 10NQ100 | °
149] 225 95 [ 108)0101 RN 265 #B5A1011RN01 |
150] 226 [ 96 [ 1001N10 | - 18A\266 | ¥66 ) 1101NY | 9
151] 227 | 97 [ 10010\N | - 183|\%7 | /) 01T\ *
152] 230 [ 98 [ 10011008\ ~ 184 | 20 BS!?(‘QOO A\
153231 99 [ 10011001\ 185] 271N\ B9 [0 7291 | \\
154]232| 9A [ 10011010 \_ 186 272 |\ | 1 é ° N\
155[ 233 9B [ 10011011 | > 187] 273 [ BY\| 101 /5» A\
156] 234 | oc [ 10011100 |e \\|| 188] 274 | BANN0111w00D,
157] 235 op [ 10011101 N 189] 275 [ BD \1111\ 7)) I\
158|236 9E [ 10011110 | 2 \\90 276 BE u\\Hm\ %
159] 237 | oF [ 10011111 |V RYE BF [ 101\N111 | ;%

———,

N



N ENRY BINARY |5
BN ‘| 1&%\01 l 21\&-\ 340 | EO | 11100000 | a
193 lz/ﬁ,\ooocq‘q 22541 | E1 [ 11100001 |3
To5 1NNz | % '_‘f"rom\\ : 226/ | E2 [ 17100010 |3
196 3% cfr? 106\\ 227|300\ E3 [ 11100011 |3
197 305\ cs"@ X \}\\ 228 344A\E4 | 11100100 12
198 \X6 1& %\ 229]345 |\ | 11100101 | &
199 NN 1T D 230[ 346 [ EX\\ 11100110 |2
DA: \\|| 231347 E7\X
200 AN 100 e 7 N\ 7\N1100111 | ¢
(207 c9 |\No010¢ / N1 330 | F8 A\N01000 | &
\202 cA ‘I\}Qmm‘%— \R33[ 351 €9 [1NN1001 [ &
N3 B [110N\011 {75 ._‘\"‘_1\ 352 [ EA [ 11100010 | é
20 cC [1100NN0 [ A¢” ) B 111078\ [e
205\ = . 7236 \\54 | EC | 1110116¢\| 1
00110\ | A ~237| %% [ ED "
206 e TT10011100NA @ \ 11101101 \\L
W -A 35& EE | 11 2
207[ 31\ CF [11001111 N\ €4 357\:': 1 101110 |'\X\
208] 320 \\0o [ 11010000 [B\\ || €22 AT 1101111 I\
209 N[ 11010001 [N NN\ || 2] 3¢ | \\\| 11110000 | 6 A\
210 DIN _4& FNNI 1110001 [/ \
N 11070010 [0\ 2450462 :
211 D3 \\1010011 |6 \243‘:/'1_\-1{10010 5 §
212 02 1 N%10100 16 NS ‘:-‘23 NN10011 | 6
213 D5 h}\\ﬂm g 2\”:4 3U?Z3‘A 11°NN100 [ 6
214 D6 | 11019810 | 0 )| 365 FFs A 1110001 | 6
N0 | 0 240\\366 | ¥Zo7 -~
_ - D7 [ 11010\N_| * 247]\% 6 21101 |6
216 D8 | 11011008\ @ 2 \7 ”@0”\\@
217 D9 [ 11011001 W\ 232 3\§ i }?"900 N
218 DA 17011070 | X 250 271 N Qﬂm A\
219 DB | 11011 \\ | 2R 14! AN
011 | 0 251[373 | A\ / -
1100 | U \\|| 252 374 | FC\\X /
221 DD | 110 c\N\ 1111400 4 \
11101 | Y \\ 253 375 D1 A
222 DE \ N\ 111¥ \
11011110 [ b 54|37 \ 7 <
223 11011111 | B N 61 FEJTN\ITICNS
XS5 [377 [ FF [111\N11 | 5% |
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Machine
powered
on?

: | Machine Located \

P&y Sorm monitor/sleep tes\\, |
:;&?\ if necessary

)

Isita

server

machine?

o

Isolate

\\

—p| Look for enci\yj\tion

——~

Photograph system
Vicume nt connections
Nocument actions

Bag and tag

v

Interview if necessary
Collect related evidence
Collect power supplies

-
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